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1.0. &/

ACR38x (CCID) EN R RS HRATENSE - RAMEEED .. ARG R RHAEM
A A B @A P, IXFERZHUE 00T R s R AT S L2 M A A B 17 i8 /5 . ACR38x
(CCID) HRe RESHRATLLNZFRAE L MM EN B RMG—BO. E3m T R A & F
R AR T AU FE Y A T8 B BT H R R REEMERGETS, 2 Bal T, XUy 5% 6
KRG IIEREIFTERKK R

1.1. &4

N A AT AFE www.usb.org T #.
o (HIH4TELMTE 2.0) (B USB#3E) , 2000 4E 4 A 27 H
o (HEMHATEZOEMENTE 1.0) , 1997 412 F 16 H

o  (HEHMABATRALWAI: EAHEK (S) REORLKEEEER CCID My 1.1) , 2005 4 4 A
22 H

N A S AT PAE www.ansi.org T4 .
o (ISO/NIEC 7816-1: Rk — il s (B FEEE R - 25 —HB 70 Wp3Aete)
o (ISO/NIEC 7816-2: RMll-k — il s A sl FLEG - - 58 70 AdUS A RS AL D)
o (ISO/EC 7816-3: -~ — Hfid AR B HLES R - SR =70 AR S AL H i)

1.2. HFENHES

#5 WY

ATR  HAiR% (Answer-To-Reset)

CCID B H/ERERR: O ¥4 (Chip/Smart Card Interface Device)

ICC & H#F (Integrated Circuit Cards)

IFSC  T=1 &R H B R1E B8/ (Information Field Sized for ICC for protocol T=1)

IFSD  T=1 [ /8 BR324 15 B8 K/ (Information Field Sized for ICC for protocol T=1)
NAD i stk (Node Address)

PPS thiX5Z%i%# (Protocol and Parameters Selection)

RFU B A K/ (Reserved for future use*)
TPDU f&#iMEdE %7t (Transport Protocol Data Unit)

USB B #4742 (Universal Serial Bus)

BRI F R, R B
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2.0. 5

USB 2.0 43§ M
BP9 R F——S FF CCID b, LA B 1 R s
TR RIS 48
0 FFFFA 1SO 7816 biiEM) AZE. BRI C 2K (5V, 3V, 1.8V) F
0 HRFFA T=03% T=1 Ph il iHAb 2 88 &
0 XRFEFMAMF
0 ¥FPPS (HhHURIZHGERD
o HAEMMRY IR
o NHFET AR
0 ¥ PCISC
0 ¥FCT-API Gl PC/SC —EM#3%)
e FFFAndroid™ 3.1 &L FERA
o FFEFHIbRHE:
EN60950/IEC 60950
ISO 7816
CE
FCC
VCCI
PC/SC
CCID
EMV 2000 Level 1
Microsoft WHQL
ROHS 2
REACH

0O 0O O 0O o o o o o o o

Y RiE I PCISC A1CCID %,
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3.0. XM ERER

3.1. MCUF

ACR38x (CCID) & —#fFH PCISC & Re Ri5 8. ' HF 1SO 7816 AKX, BRAMCHK (5V. 3
VA 1.8V) Hagtk, dn] LS A RFE T=0 8¢ T=1 ¥ MCU K.

ERATAER ATR 82 T 5 HIEREER (TA2 f27E; TA2 1§ b5 f444505 0) , {H ACR38x
(CCID) AZHrizrE, N ACR38x (CCID) &%k EL, MHENHEKER. WREHAEE
B AR, ACR38x (CCID) £iE4iiLE % .

EEATER ATR HBE THEER (TA2 AFEER) FEESE, mAZR®IASE, ] ACR38x
(CCID) #5844 AT PPS M2l £ A ATR i EiBE S . RF A A% PPS, #E
WEMHHEIASE (F=372, D=1) .

M X T LR ZH095 K 152/ 1S0 7816-3.

3.2. HEE
ACR38x (CCID) HFZFhRR KA, BIan:
o TFHI12C RN (BAfFME R « BRI KA EN 128 FATAMH &, .
0 Atmel®: AT24C01/02/04/08/16/32/64/128/256/512/1024
0 SGS-Thomson: ST14C02C. ST14C04C
o Gemplus: GFM1K. GFM2K. GFM4K. GFMS8K
o HATLALIMC LA AVAE RE AR, A
0o Atmel®: AT88SC153 il AT88SC1608
o HA 1K ¥ EEPROM % RBAE6ifi =% I LA 5 R4 D RE A7t R, 3G
o Infineon®: SLE4418. SLE4428. SLE5518 il SLE5528
o FH 256 711 EEPROM % BEA76it 25 ] A S 5 (R I ThRE MU AE G R, AU dE:
o Infineon®: SLE4432. SLE4442. SLE5532 il SLE5542
o ‘104’74 EEPROM W] & B AR 4R, fdE:
o Infineon®: SLE4406. SLE4436. SLE5536 il SLE6636
o FA 416 fii EEPROM & REA7 i 23 [A] DL K N PIN K & D Re A0~ A4
0 Infineon®: SLE4404
o AEMHXIRIEEME R, A
0 Atmel®: AT88SC101. AT88SC102 fll AT88SC1003
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4.0. 8RO

ACR38x (CCID) SR A K22 A M 0554 1SO 7816-3 brl, FFik(T T I SufR i s 42 Tk i o
ACR38x (CCID) s IR,

4.1. FEeFRHIE VCC (CL

AR BER B HFUH FEA 1S KT 50 mA.

4.2. ZwiEHE VPP (C6)

IR 1SO 7816-3 Il E, MR LA C6 (VPP) N R RIBMEmAEHEE. (Hl T 1w Lo a8
K RKZHIT EEPROM, AiENHIRMLIMERmFEHIE, ACR38x (CCID) Hifihs C6 (VPP) B\ #f
SEHUONEE G S . ST B AE S RSTAE S (a5 C2) HIRUAS AR TR

4.3. RRAEBEH

FEOCHOGE IR R R, ATl AL i IS 2L ACR38x (CCID) KA IE 2 [ dir & Kk £ 28
B, R A O R AT MCU 1+

XFF2EF MCU (R R, S5 a oV T=0 B T=1 Tk R IL. H2 A SMAREE SR
FARIX PR SRR A SO, A A T LOEE I S S HGLERE (PPS) #52 IF ATIXFE I #%.
T MCU W RACCRE— A (T=0 Bk T=1) B, 53 HERMXDBCEER, HAE N H
FEFF I FEIE—Fh

4.4, fEEHSREEO

BTy ) g ) B e R R ik 25 C1 (VCC) . C2 (RST). C3 (CLK) . C5 (GND) f1 C7
/0) . IEES (C3) HIHIE AN 4 MHz.

4.5. kR HERED

ACR38x (CCID) #ft 7 — MUK IR E B DR T HCRRIH IR . BRI, A
HJRLL & ACR38x (CCID) 5-RZIAIMfE T L& H o LB GH B . (ERAE ], HONAE W i ) 4 R
MR IR, IZFERT DU S 4

2: ACR38x (CCID) LG AR o] F /1 HIFEH o WEHETF R8T 1 AL T 125 1 2 79 i 1 15 757 s A 7
& 2419 i ST o

Page 7 of 58

ACR38x (CCID) — Z%&F4# info@acs.com.hk

JR A 6.05 www.acs.com.hk




@ Advanced Card Systems Ltd.
Card & Reader Technologies

5.0. BIE

ACR38x (CCID) FF#% 5V, 100 mA FIERAEEE, mitEVtE GRS SRR it
RIS .

5.1. LEDR&EHRIT
LED AT LLH7 8 g 5L A9 BUF IR -

o BRI (42 PETTE 200 ZF)
%7~ ACR38x (CCID) B _EHIIFAFHHUIRE . BREEMAMIEAN, slEEaEEMA LB (o
RBEAEELEN)
o KR
FOROCETF A MR RERIOAEE, EDR R T HEIRA .
#K~ ACR38x (CCID) FI g -RIAIFEAE IS .
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6.0.USB #H
6.1. ERESH

ACR38x (CCID) @il 4 USB 2.0 #IVif USB i 0 51N EH:, i USB &=, %

N 12Mbps.
Bl 55 Thek
1 Vsus NS AR5 VI B
2 D- ACR38x (CCID) HI PC [a] LA 55 5 f& 4 K
3 D+ ACR38x (CCID) HI PC [a] LA 55 5 1& i Kb
4 GND ZHEREREN

£2. USBH#LEL

2. ZEfF ACR38x (CCID) gémiFil USB ZE[TIE# T 1E, @40k % ACS CCID Iz)f2 /72
Microsoft CCID ZK5//2/F.

6.2. YiM

ACR38x (CCID) il an i i 5 E T F RS T8 S

$EH¥E R (Control

Endpoint) P T AT U B A

o e N
MBI (Bulk OUT) T MENLK%EZE ACR38x (CCID) [frd

CEAR LN 64 %)
T M ACR38x (CCID) &i%EZ EMLHIM ™
= (Bulk IN
HERMA (BulkIN) CHUR AL 64 54
T M ACR38x (CCID) KiXZETEHHERIRESHE
| IN
HERA. (interrupt IN) CHUE NN 8 54
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7.0. 3B E P

ACR38x (CCID) iiid USB 5 EHL (host) s rfz M. BIEKTILAMIE - CCID #riE, B4 N
USB it A-F e R4 iR 452 X T 5L ML . CCID s 1 #AF 2 A K AT 43 s

£ ACR38x (CCID) I USB uify 5 FITC B A5 F B2 24 75 & CCID #3iE Rev 1.0 HI5H = &84
*Eﬁjzﬁ)é\ éldil: ﬁuT H

1. BHladmEdEmiEE (GvamiE) Rik, KPR e eiE kA USB ArdEiE k. Mg @EE
RIE A 2B LS 18IE [ EN LU RS B .

2. CCID HFiE i h Wil iE K i%,

3. CCID %841 BULK-OUT ik, Ki%%E ACR38x (CCID) [HEEA A #AE —ANHIE I
LRI N, — Ly AT LA I FR I B

4. CCID WaRZFH BULK-IN 3 Sk . BT K% % ACR38x (CCID) [fIfn A #ZilE £ K ik (Flin
: %F ACR38x (CCID) *kijt, bMaxCCIDBusySlots %[F+ 01) .

ACR38x (CCID) ¥ CCID 451 W KRR

W G/ N E #R

0 bLength 1 IR TF I HL
1 bDescriptorType 1 CCID LRefiiR fF i .

N o—2 =y ains N = i}
) bedCCID ) {%CID DL 3k ] i 1 - 3 1 4R e R AR S
4 bMaxSlotindex 1 ACR38x (CCID) H—/Fit,

ACR38x (CCID) w377 1.8V. 3.0V A5

5 bVoltageSupport 1 V/ E o L

ACR38x (CCID) 3Z#r T=0Fl T=1 #piX
ERIN ICC W85 N 4 MHz.
ICC SZErr e KINBh A2 N 4 MHz.

6 dwProtocols 4
4
4
18 bNumClockSupported 1 AL FFEE R BE,
4
4
1

10 dwDefaultClock

14 dwMaximumClock

19 dwDataRate BRIN ICC 1/0 er# My 10752 bps.

23 dwMaxDataRate ICC I/O SCHFH B K BRF%N 344 kbps.

27 | bNumbDataRatesSupported AEFEFR B PRRE.

08 dwMaxlESD 4 ACR38x (CCID) T1 Xk K IFSD A
254,

32 dwSynchProtocols 4 ACR38x (CCID) A HFFINMF.

36 dwMechanical 4 ACR38x (CCID) /N3 Heh kAL i 4 1
ACR38x (CCID) LA R
o HINRIESHLAE ICC B SiiZ

40 dwEeatures 4 . 2 FIRIESRZRAN FI. DI S50 I
e 5 ACR38x (CCID) #4T TPDU %3¢

i
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s Hdm i K R
44 | dwMaxCCIDMessagelength 4 %C;Sf;fﬁCGCID) TSR
48 bClassGetResponse 1 X TPDU 28] () 2 # TG 7
49 bClassEnvelope 1 X TPDU 28] () 22 # TG 70
50 wLCDLayout 2 7G LCD.
52 bPINSupport 1 SCHF PIN 3631
53 bMaxCCIDBusySlots 1 AT DA E T RS AL £k 1.
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8.0. FFfif RRELE#

MG RPAT 20T, DAUEHAT SELECT_CARD_TYPE fiv4 . M4 Fl T ik & B4 N5 2 1R
FHEAT BRI, FIREET R A A ERE. A ER SCardConnect() API E S8 R BE R 5 4B 1
ZJE A A LME e 4 o

YE 77 SCardConnect() API /i# 41 = PCISC #t
ARAE RN, HSE 9.3,
TS H T REFRE—/ MU, T U T 7E ACR38x (CCID) k£ M7 RIEA:

SCARDCONTEXT hContext;

SCARDHANDLE hCard;

unsigned long dwActProtocol;

SCARD_10_REQUEST ioRequest;

DWORD size = 64, SendLen = 6, RecvLen = 255, retCode;
byte cardType;

//Establish PC/SC Connection
retCode = SCardEstablishContext (SCARD_SCOPE_USER, NULL, NULL,
&hContext);

//List all readers in the system
retCode = SCardListReaders (hContext, NULL, readerName, &size);

//Connect to the reader
retCode = SCardConnect(hContext, readerName, SCARD_SHARE_SHARED,
SCARD_PROTOCOL_TO, &hCard, &dwActProtocol);

//Select Card Type

unsigned char SendBuff[] = {OxFF,0xA4,0x00,0x00,0x01,cardType};

retCode = SCardTransmit( hCard, &ioRequest, SendBuff, SendLen, NULL,
RecvBuff, &RecvlLen);

//Disconnect from the reader
retCode = SCardDisconnect(hCard, SCARD_UNPOWER_CARD);

//End the established context
retCode = SCardReleaseContext(hContext);
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9.0. M4

9.1. CCID #p4 i, Bulk-OUTJHE

ACR38x (CCID) r“éui%éﬂﬁ CCID sl ZE VU 7 € LI Bulk-OUT JH E..

FHEAEM I RE Y B4 .

AH %2 ACR38x (CCID) L HFHI CCID 2 Bulk-OUT ¥4 ..

BeAh, iz

AT LA

9.1.1. PC_to_RDR_lccPowerOn
B2 F T H0E RREIFR ER R i) ATR.
s o PN (A BiH
0 bMessageType 1 62h
1 dwLength 4 | 00000000h | ULy B HIZAN 7T IR N
2 bSlot 1 NP RSHE T R
5 bSeq 1 M.
ICC LAy HL A -
6 bPowerSelect 1 00h = H &)Ll ik
0lh=5V
02h =3V
7 abRFU 2 TRBE IR ARALH -

A AT B B & RDR_to_PC_DataBlock 14 5.,

R EFHE R Z LN E (ATR) .

9.1.2. PC_to_RDR_IccPowerOff
b2 F T B0 s R A .
s BiEs KA & ]
0 bMessageType 1 63h
1 dwLength 4 | 00000000h | BEyH B RIBSMFITHIR DN
5 bSlot 1 FriRdr & T 5 .
6 bSeq 1 AT S.
7 abRFU 3 TRBE IR ARALH -
I B N /& RDR_to_PC_SlotStatus 78 & .
9.1.3. PC_to_RDR_GetSlotStatus
b4 FH T RIS AT R AR .
s BiEs RN & ]
0 bMessageType 1 65h
1 dwLength 4 00000000 | BLyH B MBS Z T K.
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fmt L& KA (i1 ]
5 bSlot 1 PRl & S
6 bSeq 1 T
7 abRFU 3 TR B R KA -
UIE3H B w2 RDR_to_PC_SlotStatus i & -
9.1.4. PC _to_RDR_XfrBlock
B4 T 1H) ICC A& bk .
it HoEm KA B B
0 bMessageType 1 6Fh
1 dwLength 4 I8 B abData #4455 i1 K/
5 bSlot 1 bR & AR S .
6 bSeq 1 AT
TR 24 e CCID L i 45
7 bBWI 1 REINF A o 12 B0 1H e AT AE AR N 1) O IS
B 25 )5, CCID KRR iZH,
8 wLevelParameter 2 0000h | RFU (TPDU a2 #4510

I B N & RDR_to_PC_DataBlock 71 B .

9.1.5. PC_to_RDR_GetParameters
i 4 T 3R A R 24
s BiEs KA & ]
0 bMessageType 1 6Ch
1 DwLength 4 00000000h | Syl B MESM AT IR,
5 BSlot 1 PR & S
6 BSeq 1 M.
7 AbRFU 3 DR B s RAL

U7 S M R 2 RDR_to_PC_Parameters ¥4 ..
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9.1.6. PC_to_RDR_ResetParameters
P& H TR RS HE E O BOAE.

ks BeiEm KA & 45
0 bMessageType 1 6Dh
1 DwLength 4 | 00000000h | MEiH B HIBSM TR N
5 BSlot 1 PR i 2 I 5
6 BSeq 1 M.
7 AbRFU 3 DR B K RAE
I B N & RDR_to_ PC_Parameters 4 & .
9.1.7. PC_to_RDR_SetParameters
Ibar S H TR E REN S
i B S R - UL
0 bMessageType 1 61h
1 dwLength 4 U S ARSI T IRR /N
5 bSlot 1 PRiR a4 RS 5 .
6 bSeq 1 M.

Fe 58 Je T 1) WM R 45 4
00h = T=0 Hir¥ &5

0lh = T=1 Wil 454

7 bProtocolNum 1 DL B PR B3 AR A =
80h = 2 £k B 45 #4

81h = 3 Lkt 45

82h = 12C thiX 454

8 abRFU 2 PREE K RATH
AT
10 abProtocolDataStructure I PR USCEAR 2544
28,

T=0 Wris i P i E A 4544 (dwLength=00000005h)

B7-4 — FI — ISO/IEC 7816-3:1997 15
7HIERG], R AR A

B3-0 — DI - ISO/IEC 7816-3:1997 15
8 HIZR G, IEHE MR AR T

10 bmFindexDindex 1
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s i PN H Bi A
BO — Ob, B7-2 — 000000b
bl=1: XIAIZI%E) J: CCID ZHki%
17,

PN FRF IR] F AT MR I 18] o 7638 5 1)
12 bGuardTimeTO 1 PR (12 etu) FEAE 8900 0-254
A~ etu. FFh 5 00h 4[] .

13 bWaitingIntegerTO 1 WI for T=0, HT & X WWT

HFF ICC I Bl 1k

00h = /N e V45 1l i 4

14 bClockStop 1 01h = 85 5 J9 IR 45 1k

02h = B} 815 5 Ayt 1k

03h = I 85 5y s ORI 45 1

T=1 WS PS03 45 1) (dwLength=00000007h)
s g *h .

B7-4 — FI — ISO/IEC 7816-3:1997 H1% 7
RS, AR R T

B3-0 — DI - ISO/IEC 7816-3:1997 H1% 8
Mz el AR R RN T

10 bmFindexDindex 1

B7-2 — 000100b
BO — I MR (b0=0: LRC;
11 BmTCCKST1 1 b0=1: CRC)

Bl — ffHMZAE (bl=0: IEAZE;
bl=1: &MZIE) F: CCID ZB&iZ%AL.

BAMEYT ] (AN FRFE N 0-254 A
12 BGuardTimeT1 1 etu) FMEN FFh, NWRPE A 1 4
etu.

B7-4 = BWI1H 0-9 %X

13 BwaitingintegerT1 1
B3-0 = CWI ff 0-Fh %%
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s . Sh W

Y ICC I Bl E 1k

00h = N e #F45° 1L A ol

14 bClockStop 1 01h = B85 S NI 1

02h = {5 5 Ay m i Ik

03h = B 815 5 s BN R R 5 1

15 bIFSC 1 P EM IFSC R/
16 bNadValue 1 00h H ¥ NAD = 00h

I B N & RDR_to_ PC_Parameters 74 & .
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9.2. CCID WiMiEE, Bulk-INEE

Bulk-IN 74 EF T X Bulk-OUT 4 B w5 . ACR38x (CCID) M43 CCID Bl & Y&k 2 & X I
Bulk-IN 74 B,

AF¥ 526 ACR38x (CCID) S ##K] CCID 2% Bulk-IN 74 B,

9.2.1. RDR_to_PC_DataBlock

It My 4 M1 ACR38x(CCID) & i, #& %} PC_to_RDR_IlccPowerOn . PC_to RDR_XfrBlock il
PC_to_RDR_Secure ¥ & fMi N o

fmEs Ve KA & i B3
0 bMessageType 1 80h | FIRIEFEM CCID K%k — .
1 dwLength 4 LT SN 15 RN
5 bSlot 1 5 Bulk-OUT 4 2 A ELAH 7] o
6 bSeq 1 5 Bulk-OUT 34 &2 EAR A .
I T E
7 bStatus 1 iﬁggﬁéﬁ%@%gv 1.0) 42171 5&
I T E
N bError 1 S(C%I?%gz%g)%ﬁzgv 1.0) 42171 5&
9 bChainParameter 1 00h | RFU (TPDU ZZ#i 5D »
A
10 abData Eﬁﬁ%ﬁl REHEIE AL E R CCID IRIE I HHE «

9.2.2. RDR_to_PC_SlotStatus

I B ACR38x (CCID) ki, &% PC_to_RDR_lccPowerOff. PC_toRDR_GetSlotStatus !l
PC_to_RDR_Abort ji{ &, LALKIEF:E ABORT 15 3K [0 ¥ .

R G/ AN & BiE

0 bMessageType 1 81h

1 dwLength 4 00000000h | Syl B SN HIR AN

5 bSlot 1 5 Bulk-OUT 78 2 A B{EAH A .

6 bSeq 1 5 Bulk-OUT 34 &+ BEAH ] o
CCID #yd (iiA Rev 1.0) 4.2.1

! bStatus 1 552 SRR A 2 1728
CCID ¥i{E (A Rev1.0) 4.2.1

8 bError 1 5 S R R 24 5
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{72 HoEs RN =1 L

Value:

00h = K 8hiZ1T

O1lh = mg=T LIRES

02h = =T H RS

03h = B g5 1k T RAVRES
Fr A AR OR BE kA

9 bClockStatus 1

9.2.3. RDR_to_PC_Parameters

%W B B ACR38x ( CCID > K i , =& X PC_to_RDR_GetParameters
PC_to_RDR_ResetParameters fl PC_to_RDR_SetParameters ji4 & F 1 B o

e g AN & BiE
0 bMessageType 1 82h
1 dwLength 4 [ RIERSNIOE TP/ T3y NP
5 bSlot 1 5 Bulk-OUT 78 2 A B{EAH A .
6 bSeq 1 5 Bulk-OUT 34 &+ BEAH ] o
CCID #¥iii (A Rev 1.0) 4.2.1 i
’ bStatus ! SR A% 178
CCID #i& (iiA Rev 1.0) 4.2.1 ¥5E
8 bError ! R 2 17

Fe 58 Je THT ) WM U 45 4
00h = T=0 Wril (1451
01lh = T=1 Pl 2544

9 bProtocolNum 1 PLNE PR B8 AR A8
80h = 2 ZkHhil &5 4

81h = 3 Lkt 45l

82h = 12C Hhil 454

e e

+H
10 abProtocolDataStructure I PR SCEARE 254
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9.3. FERweHE

A4 ACR38x (CCID) itk Rid&E

9.3.1. FiEE - 1. 2. 4. 8. 16Kkilobit 12C &

9.3.1.1. SELECT_CARD_TYPE
U F TR RN S S 1R At AT BN, [RIN EAT R AR

M H A SCardConnect() APl & 7 2 # # g ik G ar il (5 Z Jg A i LU i ir & . H K
SCardConnect() API /71E 0 W 15 2% PCISC #7

fr & # = (PC_to_RDR_XfrBlock H#] abData %415,

Pseudo-APDU

P1 | P2 Lc Card Type

FFh | A4h | O0h | OOh | O1h 01h

mi 3 ¥ 4% 3. (RDR_to_PC_DataBlock 71ff] abData ¥4

=

Horr:
SW1 SW2 =90 00h (RE&kA4LER
9.3.1.2. SELECT _PAGE_SIZE

S & P TR BCE RE R U R/ BRIMER 8 T IE .. B RAPMH, SF LIRS HEM TR
i o HE VBN .

fr 4 # = (PC_to_RDR_XfrBlock 1] abData %415,

Pseudo-APDU

Page Size

Hrp
Page size =03h: 8FTME
= 04h: 16 FHE
=05h: 32 FHHE
= 06h: 64 FHHE

=07h: 128 FHHE
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Wi 3 ##5 4% =, (RDR_to_PC_DataBlock 71ff] abData %545

——

Horp
SW1, SW2 =90 00h (&)

9.3.1.3. READ _MEMORY_CARD
A& (PC_to RDR_XfrBlock H'#] abData 4 15,)

Pseudo-APDU

Byte Address

CLA INS
MSB LSB
FFh BOh
For:
Byte Address A0 R I A A7 b A7 B
MEM_L BENAFAE R B A B R

mi 3 £ #5 4% =, (RDR_to_PC_DataBlock ' f{jabData%i )

BYTE1 ... \ ... BYTEN SW1 Sw2
Horr:

BYTE x MAFAit R 2 B

SW1, SW2 =90 00h CREAEFER)

9.3.1.4. WRITE_MEMORY_CARD
A% (PC_to RDR_XfrBlock H'#] abData 4 15,)

Pseudo-APDU

Byte Address
CLA | INS MEM_L Bytel
MSB LSB

FFh | DOh

Wi 3 ##i 4% . (RDR_to_PC_DataBlock 7' ff] abData %445

m—

Horrs
SW1, SW2 =90 00h CRA&kALER)
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9.3.2. £ — 32, 64, 128, 256, 512. 1024 Kilobit I12C k£

9.3.2.1. SELECT_CARD_TYPE
U F TR E RN S S 1R At AT BN, [RIN EAT R AR

YE: H G/ SCardConnect() APl &/ & # # 58 F 1k G #8152 Ja 4 il YUEH iy 4. H K
SCardConnect() AP /#4014 1% 2% PCISC #7E .

A& (PC_to RDR_XfrBlock H'#] abData 4 15,)

Pseudo-APDU

P1 P2 Lc Card Type

FFh | Ad4h | 00h | OOh | O1h 02h

mi 3 # 5 4% . (RDR_to_PC_DataBlock 7' ff] abData %445

m—

For:
SW1, SW2 =90 00h CREAHER)
9.3.2.2. SELECT _PAGE_SIZE
Uhir A2k B T U R R IR Kb BRIMER 8 ZH IS . MRAPBEH, BE SIS Pl
i 2 B B ONERIME .
A& (PC_to RDR_XfrBlockH [fjabData%i i i)

Pseudo-APDU

P1 P2 Lc Page size

FFh | 01h | OOh | OOh | Ol1h

o
Data R ik4s R A i) TPDU
Page size =03h: 8FTNE
=04h: 16 FHHE
=05h: 32 F TN
=06h: 64 F 5

=07h: 128 T

mi N ¥ % X (RDR_to_PC_DataBlock 1] abData %4532

SW1 SW2

Horrs
SW1, SW2 =90 00h CRA&kALER)
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9.3.2.3. READ_MEMORY_CARD
fr 4 # = (PC_to_RDR_XfrBlock 1] abData %415,

Pseudo-APDU

Byte Address

INS MEM_L
MSB LSB

INS = BOh:32. 64. 128. 128. 256 kilobit iic
= 1011 000*b: 1024kilobit iic I,
Horp * 08 17 fr ki) MSB.

Byte Address RN B

MEM_L BN R I A B R

mi 3 ¥ i % 3. (RDR_to_PC_DataBlock T1ff] abData $#f45%)

BYTEL .. .. BYTEN  SwW1 Sw2
Horp

BYTE x MAFAE R B E

SW1, SW2 =90 00h CRAEAHEF)

9.3.24. WRITE_MEMORY_CARD
A& (PC_to RDR_XfrBlock H'#] abData 415,

Pseudo-APDU

Byte Address

CLA INS MEM_L Byte1
MSB  LSB
FFh
Horpre
INS =DOh: 32. 64, 128. 256. 512 kilobit iic

= 1101 000*b: 1024 kilobit iic -k,
Horp * R 17 Aty MSB.
Byte Address AR I A A7 A7 B

MEM_L R 5 NAFAE I BB K2
Byte x 5 NARf#R 1 HE
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wi v 54 k% . (RDR_to_PC_DataBlock 1 () abData #4535

SW1  Sw2
[
Hr:

SW1SW2 =9000h CGR&ALER)
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9.3.3. i — ATMEL AT88SC153

9.3.3.1. SELECT_CARD_TYPE

U F TR E R S e iR A 34T BN, RN AT R AR IR U Ay 8
THE

YE: H A/ SCardConnect() APl & 7 2 # g < ik Gl (5 2 Ja 4 i LU EH il ir & A K
SCardConnect() API /7540 15 2% PCISC #7

A& (PC_to RDR_XfrBlock H'#] abData 415,

Pseudo-APDU

P1 P2 Lc Card Type
FFh | A4h | 00h | 00Oh | 0O1h 03h

mi 3 £ #5 4% . (RDR_to_PC_DataBlock 71ff] abData #4545

SW1  Sw2
[
e

SW1, SW2 =90 00h CREAHR)

9.3.3.2. READ _MEMORY_CARD
A& (PC_to RDR_XfrBlock H'#] abData 415,

Pseudo-APDU

INS P1 Byte Address MEM_L
FFh 00h

For:
INS = BOh: i 00b [X
=B1lh: M 01b X
=B2h: M 10b X
=B3h: I 11b X
= B4h: bR RN
Byte Address FEAf R [ A A7 kA7 B
MEM_L B AT~ S A A ) R

wi v 5 k% . (RDR_to_PC_DataBlock 1] abData $#i 1)

BYTE1 .. .. BYTEN SW1 Sw2
Hr,
BYTE x MAFAit R 12 A B
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SW1, SW2 =90 00h CARAAHTR)

9.3.3.3. WRITE_MEMORY_CARD
A& (PC_to RDR_XfrBlock H'#] abData 415,

Pseudo-APDU

CLA | INS P1 Byte Address MEM_L Byte1l
FFh 00h

For:
INS =DOh: 5 A 00b [X
=Dlh: 5 A 01b X
=D2h: 5 A 10b X
=D3h: 5 A 11b X
= D4h: B AbRiRfL
Byte Address FEAf R 1 A A7 kA7 B

MEM_L 155 NAFAE = BB K
MEM_D R 5 NAFAt = 08

mi v 5 k% . (RDR_to_PC_DataBlock 1 (] abData %4515

Horrs
SW1, SW2 =90 00h CRA&kALER)

9.3.3.4. VERIFY_PASSWORD
A& (PC_to RDR_XfrBlock H'#] abData 415,

Pseudo-APDU

CLA INS P1 P2 Lc Pw@0 Pw(l) Pw(Q)

FFh | 20h | OOh 03h
o
Pw(0),Pw(1),Pw(2)  FFRIEL AR I
P2 = 0000 00rpy
Ferb g rp  RL AR B A HL AL 2 T
r=0: 5%

r=1. EHE
p: HMER ST,
rp=01: ZEEY

ACR38x (CCID) — &% F/it

JR A 6.05
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i 5 % 1 X (RDR_to_PC_DataBlock ' ffjabData%ji 4515

90h
K.
swi =90h

SW2 (ErrorCnt) = #iR1T488 . FFh R/RIGIUFIERf, 00h RIREMG B E G R K ERIK
O o HEERRLATRUE R

9.3.3.5. INITIALIZE_ AUTHENTICATION
A& (PC_to RDR_XfrBlock H'#] abData 415,

Pseudo-APDU

PL P2 Lc Q@O Q@) .. Q@
FFh | 84h | 00h | 0Oh | 08h

Hr
Q(0),Q(1)...Q(7)  EHLKEHLEL, 877

wi 3 £ #5 4% X (RDR_to_PC_DataBlock ! f{tjabData% 4z 5 )

s

Horp
SW1, SW2 =90 00h CREAER)

9.3.3.6. VERIFY_AUTHENTICATION
A& (PC_to RDR_XfrBlockH fjabData®i#is i)

Pseudo-APDU
Lc Ch(0) Ch() Ch(7)

Ch(0),Ch(1)...Ch(7) FHPREL, 8 A~y

wi 3 £ #5 4% X (RDR_to_PC_DataBlock ! f{tjabData%#z i)

s

Horp
SW1, SW2 =90 00h (B
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9.3.4. fifEE — ATMEL AT88C1608

9.3.4.1. SELECT_CARD_TYPE

LAl & HI R0 58 AR AL S A5 R R BEAT BN L, R AT R R EALERAE . R T RN
16 7 HiE.

YE: H A/ SCardConnect() APl & 7 2 # g < ik Gl (5 2 Ja 4 i LU EH il ir & A K
SCardConnect() API /7540 15 2% PCISC #7

A& (PC_to RDR_XfrBlockH fjabData%i#fs i)

Pseudo-APDU

P1 P2 Lc Card Type
FFh | A4h | 00h | 00Oh | 0O1h 04h

mi 3 ##5 4% . (RDR_to_PC_DataBlock ! f{tjabData%i#z )

s

Horp
SW1, SW2 =90 00h (&R

9.34.2. READ _MEMORY_CARD
A& (PC_to RDR_XfrBlockH [fjabData®i#is i)

Pseudo-APDU

INS Zone Address Byte Address MEM_L

FFh
Hor:
INS = BOh: LEUH X
= Bilh: AL E X BRI
Zone Address = 0000 0ApA0Agh, FLH Ao 2 X HitE ) MSB
= PRHUhR IR TE 75 6T
Byte Address = A7AcAsAL AsAAIAgh & A7 = 1IN A7tk B
= 1000 0000b: ELEUFRIRAL
MEM_L BN R B A B R

wi 3 £ #5 4% =, (RDR_to_PC_DataBlock ' f{jabData%i )

BYTE1 .. BYTEN = SW1 SW2

Hr,
BYTE x MAFAit R 12 A B
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SW1, SW2 =90 00h (AR &A4R)

9.3.4.3. WRITE_MEMORY_CARD
A& (PC_to RDR_XfrBlock H'#] abData 415,

Pseudo-APDU

INS Zone Address Byte Address MEM L Bytel

Horpr.

INS =DOh: SHIX
=Dlh: HE XS5

Zone Address = 0000 0A1pAAgh, Hirt Aqq 2 X Mkl ) MSB
= S AR IR I TG 7 R

Byte Address = A7AcAsA; AsA AL Aob AT I P A7 btk 7 &
=1000 0000b: HHRiRAL

MEM_L Fr BN R BRI K

Byte x 5 NARf# R 1 Hs

mi 3 ¥ i 4% 3. (RDR_to_PC_DataBlock ™ fftjabData %y #55)

m—

Horp
SW1, SW2 =90 00h CREAHR)

9.3.4.4. VERIFY_PASSWORD
fr 4 # R (PC_to_RDR_XfrBlockH ffjabData%i# )

Pseudo-APDU

PL P2 Lc
FFh | 20h | 00h | 00h | 04h | RP | Pw(0) | Pw(l) | Pw(2)

o
Pw(0),Pw(1),Pw(2) R RAIL LS AT 1) A
RP = 0000 rpzp1pob
Forbrerpopypo” iz i B A HLE (¥ )
r=0: S

r=1: I;'-;Zujﬁg
PoP1Po: EHLE T,
(rp2p1po = 0111: 24 %5fd)

ACR38x (CCID) — &% F/it

JR A 6.05
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Wi 3 ##5 4% =, (RDR_to_PC_DataBlock 71ff] abData %545

90h

K.
swi =90h

SW2 (ErrorCnt) = #iR1T488 . FFh RORIGIUFIERf, 00h FRIREMGH B E G R K ERIK
O o HEERRLATRUE R

9.3.4.5. INITIALIZE_ AUTHENTICATION
A& (PC_to RDR_XfrBlockH [fjabData%i#is i)

Pseudo-APDU

PL P2 Lc QO Q@1 .. Q@
FFh 84h 00h 00h 08h
H
Byte Address TR AR RE A7 B
Q(0),Q(1)...Q(7) FHLBENLEL, 8 ANy

mi 3 # 5 4% . (RDR_to_PC_DataBlock ' ffjabData% #535)

SW1  Sw2
[
e

SW1, SW2 =90 00h CREAER)

9.3.4.6. VERIFY_AUTHENTICATION
A& (PC_to RDR_XfrBlockH ffjabData®i#is i)

Pseudo-APDU

PL P2 Lc QL0 Q1) .. QL7
FFh 82h 00h 00h 08h
Horpre
Byte Address P R NP e b | R DA

Q1(0),Q1(1)...QL(7)  EHNLBkALEL, 8wy
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wi v 34 k% . (RDR_to_PC_DataBlock 1 (] abData #4515

Horp
SW1, SW2 =90 00h CR&A4ER)
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9.3.5. TfEF — SLE 4418/SLE 4428/SLE 5518/SLE 5528

9.3.5.1. SELECT_CARD_TYPE
U F TR E RN S S 1R At AT BN, [RIN EAT R AR

Z : RFEEA SCardConnect() APl Z i/ i F 55+ X 5 a8 i 152 ja 4 o LUE It i = - H 5=
SCardConnect() API #9140 i 1% 2% PCISC #H»

A& (PC_to RDR_XfrBlock H'#] abData 4 15,)

Pseudo-APDU

P1 P2 Lc Card Type
FFh | A4h | 00h | 00Oh | 0O1h 05h

mi 3 ##i 4% . (RDR_to_PC_DataBlock ! f{tjabData%i )

s

Horp
SW1 SW2 =90 00h (GR&AEE1%)

9.3.5.2. READ _MEMORY_CARD
A& (PC_to RDR_XfrBlockH [fjabData®i#fs 1)

Pseudo-APDU

Byte Address

CLA INS MEM_L
MSB  LSB
FFh | BOh
o
MSB Byte Address = 0000 00AqAgh & 171 Y Py A7 bk £ B
LSB Byte Address = A;AgAsAs AsAA Aoh A7 B N A7k £ B
MEM_L BN Se ik ve IR IS i

Wi 3 # i 4% . (RDR_to_PC_DataBlock ! fftjabData % #55)

BYTE1 .. BYTEN SW1 SW2

Horp
BYTEx MRS AI SR
SW1, SW2 =90 00h CREAERER)
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9.3.5.3. READ_PRESENTATION_ERROR_COUNTER_MEMORY_CARD ( SLE
4428 F1 SLE 5528)

i A F T B3 A N B i T ge
fr 4 # = (PC_to_RDR_XfrBlockH [fjabDatai# i )

Pseudo-APDU

CLA | INS P1 P2 MEM_L
FFh Blh | OOh | 0Oh 03h

mi 3 ¥ #5 4% . (RDR_to_PC_DataBlock ™1 f#jabData%#z5)

ERRCNT | DUMMY 1 DUMMY 2 SW1 ‘ SW2

Hr:

ERRCNT EIR T HEE . FFh FBRms —REAE ERi. 00h XS uugsisE GEd R AEIRK
O o HeRREIE IR R

DUMMY MR R BEE) 2 A7 R S A
SW1, SW2 =90 00h CRAAHTTR)
9.3.5.4. READ _PROTECTION_BIT
A& (PC_to RDR_XfrBlockH fjabData%i i i)

Pseudo-APDU

Byte Address

CLA INS
MSB  LSB
FFh | B2h
o
MSB Byte Address = 0000 00A,Agh & 171 1 i I A7 bk £ B
LSB Byte Address = A7;AgAsAL AsAA Aoh A7 B N A7k £ B
MEM_L BRI R ALK, L8R 8 AR, RORME N 32.

MEM_L =1+ INT( (fii%k - 1)/8)

fihn, ZHEHUAT P47 0010h () 8 MR AL, B 4I84T FIERAAH APDU:
FFh B2h 00h 10h 01h
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i 5 % 4 X (RDR_to_PC_DataBlock ffjabData%ji 15

PROTL SW1 SW2

Horp
PROTYy EHERPAL T
SW1, SW2 =90 00h CRAEAHER)

f£ PROT 775, R4 ELAIHES U T -

Horp
Px S i S 4 o BYTE x B R4 47
O S R
NSRS PN

9.3.5.5. WRITE_MEMORY_CARD

fir A% (PC_to_RDR_XfrBlock ffjabData%i i 15,

Pseudo-APDU
Byte Address

INS MEM_L Byte1l
MSB  LSB

Horpre
MSB Byte Address = 0000 00AqAgb J2& 7Zfi F 1 P fEHth bk A7 B
LSB Byte Address = A7AsAsA; AsA A Aob ATl I P A7 ik 7 &
MEM_L RE5 NAEGt = 1080 K
Byte x BN R EER

mi B B R A% X (RDR_to_PC_DataBlock ' ffjabData$i iz 45 )

e

Horrs
SW1SW2 =9000h (REkALER)

Page 34 of 58

ACR38x (CCID) — Z%&F/t info@acs.com.hk

JRZs 6.05 www.acs.com.hk




@ Advanced Card Systems Ltd.
Card & Reader Technologies

9.3.5.6. WRITE_PROTECTION_MEMORY_CARD

A R E AT E R W SRR R k7 B i AT X R o A SRR AT, A R IR
P e AN W] 0 A B E D07

fr 4 # = (PC_to_RDR_XfrBlock 1] abData %415,

Pseudo-APDU

Byte Address ‘ MEM L Byte 1

MSB LSB

MSB Byte Address = 0000 00A,Agh & 171 1 i Py A7 bk £ B

LSB Byte Address = A;AgAsAL AsAA Ao A7 B N A7k £ B

MEM_L e 5 NAFA# R BB K

Byte x EHRT AT Byte Address HIEUEMLLEH) Byte 6. BYTE 1 51&
Byte Address HJ##itb%:; BYTE N 57 (Byte Address + N -1) HJ##i
HL

Wi 3 £ 4% 2 (RDR_to_PC_DataBlock H'ff] abData ##f45)

s

Horp
SW1 SW2 =90 00h CGREAERER)

9.3.5.7. PRESENT_CODE_MEMORY_CARD (SLE 4428 #1 SLE 5528)

B4 H T AR AR A0S, TS X SLE4428 < F1 SLES528 K5 #e/E . PATHIERMEW -
1. WREHNE GBI TEA UL, RS 0.
2. R RACHRE D .
3. IEBREILE N IR EE

fir & # = (PC_to_RDR_XfrBlock Hf#] abData %415,

Pseudo-APDU
CODE
Bytel Byte?2

CLA | INS P1 P2 MEM_L

FFh | 20h | O0Oh | OOh 02h

Hr,
CODE 2 NFEHTHERS (PIND
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wi v 34 k% . (RDR_to_PC_DataBlock 1 (] abData #4515

90h

K.
swi = 90h

SW2 (ErrorCnt) = iR ##%. FFh RRIIEIEf. 00h FRRZAGH B e (BB R K H iR
THD o FEHRR ST IE R
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9.3.6. TfEF — SLE 4432/SLE 4442/SLE 5532/SLE 5542

9.3.6.1. SELECT_CARD_TYPE
U F T RSB S 4 10 1L € 1R At AT B, [RIN EEAT R A AR

YE: H G/ SCardConnect() APl &/ & # # 58 F 1k G #8152 Ja 4 il YUEH iy 4. H K
SCardConnect() AP /#4014 # 1% 2% PCISC #7E .

A& (PC_to RDR_XfrBlock H'#] abData 4 15,)

Pseudo-APDU

P1 P2 Lc Card Type
FFh | A4h | 00h | 00Oh | 0O1h 06h

mi 3 # 5 4% . (RDR_to_PC_DataBlock 7' ff] abData %445

s

Horp
SW1 SW2 =90 00h CGREAEER)

9.3.6.2. READ _MEMORY_CARD
A% (PC_to RDR_XfrBlock H'#] abData 415,

Pseudo-APDU

CLA | INS P1 Byte Address MEM_L

FFh | BOh | 0Oh

Horpre
Byte Address = A7AcASAL AsAAIAgh A7 iR 1IN A7tk B
MEM_L BN R I A B R

Wi 3 # i 4% . (RDR_to_PC_DataBlock H1ff] abData #4545

BYTEL .. .. BYTEN  SwW1 Sw2
Horr:

BYTE x MAFAit R 12 A

SW1, SW2 =90 00h CREAHER
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9.3.6.3. READ_PRESENTATION_ERROR_COUNTER_MEMORY_CARD ( SLE
4442 F SLE 5542)

i A BT i B R i N R T s
#ir Ak (PC_to RDR_XfrBlock 1] abData #4158,

Pseudo-APDU

CLA | INS P1 P2 MEM_L

FFh | B1h | O0h | OOh 04h

mi v 34 k% 3 (RDR_to_PC_DataBlock (¢ abData % #12)

ERRCNT | DUMMY 1 DUMMY 2 DUMMY3 @ SW1 SW2

Hr:

ERRCNT ERT RS . O7h TR /a—IRIIE IE/fT. 00h FonZmusie Gl & KERIR
O o e RREIE R R

DUMMY A AR R i )L e
SW1, SW2 =90 00h CARKAEHIR)
9.3.6.4. READ_PROTECTION_BITS
ik A B TR 32 AN RS
A& (PC_to RDR_XfrBlock H#] abData 415,

Pseudo-APDU

CLA | INS P1 P2 MEM_L

FFh | B2h | 00h | OOh 04h

mi 3 ##i 4% . (RDR_to_PC_DataBlock H1ff] abData #4545

PROT1 PROT2 PROT3 ‘ PROT4 & SW1 SW2

o
PROTYy AR S
SW1, SW2 =90 00h CRAEAHIR)

f£ PROT 775, R4 LAIHESI U T -

P8 P7 P6 P5 P4 P3 P2 P1 P16 P15 P14 | P13 P12 P11 P10 P9 . . . . . . P18 P17
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Hor:
Px 2 i B 45 o BYTE X R4
O FHR SR
R YR S PN
9.3.6.5. WRITE_MEMORY_CARD
A& (PC_to RDR_XfrBlock H'#] abData 4 15,)

Pseudo-APDU

CLA | INS P1 Byte Address MEM_L Bytel
FFh | DOh | 0Oh

Horpr.
Byte Address = A7AcASAL AsA A Agh & AT = 1 N A7tk 17 B
MEM_L R 5 NAFAE R BB K
Byte x 5 NAFf#R 1 EE

Wi 3 £ 4% . (RDR_to_PC_DataBlock 71ff] abData #4515

s

Horr:
SW1SW2 =9000h CREkALER)
9.3.6.6. WRITE_PROTECTION_MEMORY_CARD

A TR A AN T IE R N SR e bk b i AT R B, A BOEAR AT, R R R AR
B S AN v I (11 8 0.
A& (PC_to RDR_XfrBlock H'#] abData %4 15,)

Pseudo-APDU

CLA | INS P1 Byte Address MEM_L | Byte1l
FFh | D1h | OOh

s
Byte Address = 000A; AsAA1Aqb (00h - 1Fh) 2 77fifi K (1 f4 P A7 Hb b4 B
MEM_L R BN R BRI K
Byte x E5RAWIET Byte Address HIEE M LLEY Byte fH. BYTE 1 57E Byte

Address g L E: BYTE N 57E (Byte Address + N -1) [R%#E L .
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Wi 3 ##5 4% =, (RDR_to_PC_DataBlock 71ff] abData %545

-

Horp
SW1 SW2 =90 00h CGREARER)

9.3.6.7. PRESENT_CODE_MEMORY_CARD (SLE 4442 #1 SLE 5542)
WA F T AR RAR A %D, TS % SLE4442 K1 SLES542 RS 1#E. HUTHIERIEM .
1. HRBENE G HEN TN, R EREN S N0,
2. R THRACHR E I E Y.
3. VEBREGH N IR EE
fir 4 4% 3 (PC_to_RDR_XfrBlock 7] abData $#15)

Pseudo-APDU

CODE

P1 P2 MEM_L
Bytel | Byte2 Byte3

FFh | 20h | 0Oh | 0Oh 03h

Hr,
CODE 3NFIHIER (PIND

i 37 ¥ #i 4% 3. (RDR_to_PC_DataBlock 71/ abData ¥4 45

90h
/\EP:
SW1 =90h
SW2 (ErrorCnt) = BRI . 07h RORIGIEIEN. 00h RoRNEIMBie G & KEIRIK

HO o HEEFRIR SRR
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9.3.6.8. CHANGE_CODE_MEMORY_CARD (SLE 4442 F1 SLE 5542)
i 2 F TR R € B R B A SN R .
PATIE AT A2 0, 75 B 56 {# ] PRESENT_CODE 4 [A] 8 A 4242 24 1 25 65 .
Ak (PC_to_RDR_XfrBlock H'ff] abData %# %)
Pseudo-APDU
CODE

PL P2 MEM_L pgyte Byte Byte
1 2 3

FFh | D2h | 00h | O1h 03h

mi 3 ##5 4% . (RDR_to_PC_DataBlock 7' ff] abData %445

s

Horp
SW1 SW2 =90 00h CGREAER)
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9.3.7. TfEF — SLE 4406/SLE 4436/SLE 5536/SLE 6636

9.3.7.1. SELECT_CARD_TYPE
U F T RSB S 4 10 1L € 1R At AT B, [RIN EEAT R A AR

YE: H G/ SCardConnect() APl &/ & # # 58 F 1k G #8152 Ja 4 il YUEH iy 4. H K
SCardConnect() AP /#4014 1% 2% PCISC #7E .

A& (PC_to RDR_XfrBlock H'#] abData 4 15,)

Pseudo-APDU

P1 P2 Lc Card Type
FFh | A4h | 00h | 00Oh | 0O1h 07h

mi 3 # 5 4% . (RDR_to_PC_DataBlock 7' ff] abData %445

s

Horp
SW1 SW2 =90 00h CGREAEER)

9.3.7.2. READ _MEMORY_CARD
A% (PC_to RDR_XfrBlock H'#] abData 415,

Pseudo-APDU

CLA | INS P1 Byte Address MEM_L

FFh | BOh | 0Oh

Horpre
Byte Address = {7fii K [17 4 f7 R ik A7
MEM_L BEMAF AR B B K

wi 3 £ #54% = (RDR_to_PC_DataBlock 71ff] abData #5145

BYTEL .. .. BYTEN  SwW1 Sw2
Horr:

BYTE x MAFAit R 12 A

SW1, SW2 =90 00h CREAHER
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9.3.7.3. WRITE_ONE_BYTE_MEMORY_CARD

sear & H T PR AR EHIES — 505 9 LSB JFR B AR, WMel2il, Kk
bit 0 % ¥4 byte 0 ) LSB.

PR R A FARR BB, 8 dr &8 N iR EmEA X 7).
a. Write
A AR E I ER SR E L, W T R A SN AMUE B AR E .
b. Write with carry

i R E BT A S ARE R, Har S B0R 2 R AR —MEAL T s . Bk,
A ACOCE T A T OB A SE 8

c. Write with backup enabled (f{f} SLE 4436, SLE 5536 1 SLE 6636)

A R E BT I E S N RE L, AT T AR A S A BT S R R
#AL, RYEE 2R A RS BB .

d. Write with carry and backup enabled (f{fi SLE 4436, SLE 5536 #1 SLE 6636)

i R I T A S AN RE R, H A S 908 2 R R T MR s . Bk,
SR SCE H TR TS AR SR R R & i, DR il S 52 RO ik R B
Ko

TEXPUMBER, $5 e Huhl 7 S8 E R A SRR, BT AAAEAL RS R 1 BEoN07,
SLE 4436 KA1 SLE 5536 <14 0 85 20 T DATE 5 $#AE A 4 8 FH BaE A

fr A& (PC_to RDR_XfrBlock 1] abData 4/ 5)

Pseudo-APDU

CLA | INS P1 Byte Address MEM_L MODE @ BYTE

FFh DOh 00h 02h
o
Byte Address = fEAE R I N AE R B
MODE ERSEPN SR w R R vl
00h:Write

01h:Write with carry
02h:Write with backup enabled (f{fi SLE 4436, SLE 5536 f11 SLE 6636)

03h:Write with carry and with backup enabled ({{f} SLE 4436, SLE 5536 #/
SLE 6636)

BYTE FEHNR R TE

w3 FE A% X (RDR_to_PC_DataBlock 1] abData 4 5)

m—

Horp
SW1 SW2 =90 00h CGREAEER)
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9.3.7.4. PRESENT_CODE_MEMORY_CARD
U air A H T AR RS B Rk 5 R N A, AT AR R
1. HWREW AR RS E TN, REHZME R0,
2. R FTIRACHE E R
HHHEAC G, ACR38x (CCID) Aaxrsil R i vk Hods, Bk ok N Bk 5ol FH ‘Write with
carry’ iy 2 K47
fr & # = (PC_to_RDR_XfrBlock 1 abData %415,
Pseudo-APDU
CODE
ADDR Bytel Byte?2 Byte 3
FFh 20h | 00Oh | 0OOh 04h 09h

Horp
ADDR Rl s L PN R A B IR A VLA
CODE 3ANFIHER (PIND

P1 P2 MEM_L

Wi 3 # 5 4% . (RDR_to_PC_DataBlock 7'ff] abData #5145

s

o
SW1 SW2 =90 00h CRAEAHER)
9.3.7.5. AUTHENTICATE_MEMORY_CARD (SLE 4436. SLE 5536 #1 SLE
6636)
%M\ SLE 5536 5 SLE 6636 $KHL K HiAEIET, ACR38x (CCID) &#T FAIH:E:
MR fr & 1E R k4% Key 1 87 Key 2.
e BN AR A4S R .
R R TE S PR VE B0 A2 e B i e kvt
AR F 2 16 7 FIE B -
BRI EE R AR

WIERIE R AP PR 1 RRAMEIER AR E R . DR 2 Z2EUER A HHE I 2 4S5 15 AEEL
1o

BB, 1 B RIEVIEE.
fir 4 # = (PC_to_RDR_XfrBlock 1] abData %415,

o M wnh P

Pseudo-APDU

CODE

CLA | INS P1 P2 MEM_L
KEY | CLK_CNT | Bytel @ Byte2 Byte5 Byte6

FFh | 84h | 00h | 00h 08h
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o
KEY FF A UEE 15 1 2% 8
00h: Key 1, AN#5ashdiihis
Olh: Key2, ANiastdbsii:
80h: Key 1, s finbsEf;: ({WFR SLE 5536 fil SLE 6636)
81h: Key 2, bR ({UFR SLE 5536 fil SLE 6636)

CLK_CNT FRRALA R A IR Bk BN | Aok B i SEOGEE B RSN,
4160 (AOh) .

BYTE 1...6 + A AL

mi v 34 k% . (RDR_to_PC_DataBlock 1 () abData %435

61h 02h

e

WRBA R, SW1ISW2 = 61 02h, RN F W IANIES S m%. v bl
GET_RESPONSE i & B[l E £ 3

BB 2: WEHAIEHHE (Get_Response)
fir & # = (PC_to_RDR_XfrBlock 1] abData %415,

Pseudo-APDU

CLA | INS P1 P2 MEM_L

FFh | COh | 00Oh | 0Oh 02h

mi 3 ¥ #i4% 3. (RDR_to_PC_DataBlock T1ff] abData ¥4/ 45

amm

Hr,
CERT RATEHE 16 MCFAESIR. BYTE 1 (9 LSB & MR A BRI 8 —AAE
£7,
SW1, SW2 =90 00h (R KAL)
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9.3.8. gk - SLE 4404

9.3.8.1. SELECT_CARD_TYPE
U F TR E RN S S 1R At AT BN, [RIN EAT R AR

Z : RFEEA SCardConnect() APl Z i/ i F 55+ X 5 a8 i 152 ja 4 o LUE It i = - H 5=
SCardConnect() API #9124 it 1% 2% PCISC #5

A& (PC_to RDR_XfrBlock H'#] abData 4 15,)

Pseudo-APDU

P1 P2 Lc Card Type
FFh | A4h | 00h | 0OOh 01 08h

mi 3 £ #5 4% . (RDR_to_PC_DataBlock 71ff] abData %445

m—

Horp
SW1 SW2 =90 00h CGREAER)

9.3.8.2. READ _MEMORY_CARD
A& (PC_to RDR_XfrBlock H'#] abData 415,

Pseudo-APDU

CLA | INS P1 Byte Address MEM_L

FFh | BOh | 0Oh

Horpre
Byte Address = {7fii = [17 4 f7 R ik A7
MEM_L BEMAF At R B B K

Wi 3 # 5 4% . (RDR_to_PC_DataBlock 71ff] abData #5145

BYTE1L .. .. BYTEN  SW1 Sw2
Horr:

BYTE x MAFAit R 12 A B

SW1, SW2 =90 00h CREAHER
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9.3.8.3. WRITE_MEMORY_CARD

Bbdr & H T TR A IS E L SN . TN LSB TP SR A, A2t AL bit
0 #4149 byte O [ LSB.

fRE bl B R S BRAE AN SRR, P AL R BE d1 1" B8 0"

fir 4 # = (PC_to_RDR_XfrBlock H#] abData %415,

Pseudo-APDU

CLA | INS P1 Byte Address MEM_L Bytel

FFh | DOh | 0Oh

Hr,
Byte Address = {7fili R A A7 kA7
MEM_L B NAFAE R BB K
BYTE FEENF R 1H

Wi S 3 #% = (RDR_to_PC_DataBlock 1] abData 45

s—

o

SW1 SW2 =90 00h CRAEAHER)
9.3.8.4. ERASE_SCRATCH_PAD_MEMORY_CARD
Ui A TR RN AR A B . A A 5% P T AT (R A 1 0 2 Wl B R A2
B AR T R B T X, 1% 9.3.8.5 WU 41§ Fl VERIFY_USER_CODE 4.
A& (PC_to RDR_XfrBlock H'#] abData 4 15,)

Pseudo-APDU

CLA | INS P1 Byte Address MEM_L

FFh | D2h | 00h 00h

Horpre
Byte Address = B fEAFfi# X 1) A7 715 kAo B
i H Ny 0x02h

Wi 3 £ #5 4% =, (RDR_to_PC_DataBlock 71ff] abData #5145

—

Horp
SW1 SW2 =90 00h CREAEER)
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9.3.8.5. VERIFY_USER_CODE
i gt R CTE CEPAN I il D o T QA s S VDI = D b 2 1R = R Oy = P s 4y 22 L
PATHIERAEAD T
1. R RACHRE Y.
2. HWREMBMNE R ESTERNUNAL, RERZE R0,
3. HERREANE RIS . RSB IIE IEF S, P R TR TR R
fr 4 # = (PC_to_RDR_XfrBlock Hf#] abData %415,
Pseudo-APDU

CODE
Bytel Byte?2

CLA | INS  Error Counter LEN  Byte Address MEM_L

FFh 20h 04h 08h 02h
Horp

Error Counter LEN 05 N R TH BB K, A HuEkE

Byte Address R R B

CODE 2 TR P R

mi 3 £ 4% . (RDR_to_PC_DataBlock 1ff] abData #5145

m—

Forr:
SW1, SW2 =90 00h CREAHIR
=63 00h CanRAFAHIKXPNL L)
2 M F 4 g7 SWISW2 = 9000h fF, A7 24 Ak ok B i iR i E f&E
VERIFY_USER_CODE EZiEM, HRA 412115750050 HETFEN,  iF 77557052 1Fk
o
9.3.8.6. VERIFY_MEMORY_CODE

s 2 H T 1@ AR R RS- E RS (4 AN o IZATEE T AU P R P AR R

i
PATHIFRAEUT
1. R A ST E MRS o
2. HREMRMANEREEDEA UL, RERZALE 0.
3. BRREMEANS RIS R, AR N E SRR .
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A& (PC_to RDR_XfrBlock H'#] abData 4 15,)

Pseudo-APDU

CODE
Error Counter Byte MEM_L

LEN Address Bytel Byte2 Byte3

FFh | 20h 40h 28h 04h

Wi 3 ##5 4% . (RDR_to_PC_DataBlock H'ff] abData %4 45)

s

Horrs
SW1 SW2 =90 00h CREAEFER)
=63 00h CHNRAEHAEIRIS)

A 4 FE7 SWISW2 = 9000h /7, AKX/ X ATt 2 VERIFY_MEMORY_CODE E& E#
o BRI 2 S A AR IR R A A % FFEN,  FET5EFiT4% 1) -
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9.3.9. g+ — AT88SC101/AT88SC102/AT88SC1003

9.3.9.1. SELECT_CARD_TYPE
U F T RSB S 4 10 1L € 1R At AT B, [RIN EEAT R A AR

YE: H G/ SCardConnect() APl &/ & # # 58 F 1k G #8152 Ja 4 il YUEH iy 4. H K
SCardConnect() AP /#4014 1% 2% PCISC #7E .

A& (PC_to RDR_XfrBlock H'#] abData 4 15,)

Pseudo-APDU

P1 P2 Lc Card Type
FFh | A4h | 00h | 00Oh | 0O1h 09h

mi 3 # 5 4% . (RDR_to_PC_DataBlock 7' ff] abData %445

s

Horp
SW1 SW2 =90 00h CGREAEER)

9.3.9.2. READ _MEMORY_CARD
A% (PC_to RDR_XfrBlock H'#] abData 415,

Pseudo-APDU

CLA | INS P1 ByteAddress MEM_L

FFh | BOh | OOh

Horpre
Byte Address = {7fii K [17 4 f7 R ik A7
MEM_L BEMAF AR B B K

wi 3 £ #54% = (RDR_to_PC_DataBlock 71ff] abData #5145

BYTEL .. .. BYTEN  SwW1 Sw2
Horr:

BYTE x MAFAit R 12 A

SW1, SW2 =90 00h CREAHER
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9.3.9.3. WRITE_MEMORY_CARD

Bbdr & H T TR A IS E L SN . TN LSB TP SR A, A2t AL bit
0 #4149 byte O [ LSB.

fRE bl B R S BRAE AN SRR, P AL R BE d1 1" B8 0"

fir 4 # = (PC_to_RDR_XfrBlock H#] abData %415,

Pseudo-APDU

CLA | INS P1 Byte Address MEM_L Bytel

FFh | DOh | 0Oh

s
Byte Address TR R N AR kA7 B
MEM_L Fr B NI R BRI K
BYTE RENKRMENE

Wi S 3R+ = (RDR_to_PC_DataBlock 1] abData 45

s—

Horp
SW1 SW2 =90 00h CGREAER)

9.3.9.4. ERASE_NON_APPLICATION_ZONE

A F TR AR AR R X O 3E . EEPROM NAEH 16 77 ¥y /il BNfe R R ) —£fr, WAF
R A A2 ¥ ERASE BAEATIEFR . RIIEX A 7 AT 7 P 4T ERASE #:1F, #&iZ7 4
16 fLiF R IRE L,

R RS BURTE N XA B, E 5%
1. 9.3.9.5 % X ) ERASE_APPLICATION_ZONE_WITH_ERASE 14
2. 9.3.9.6 i & Xff] ERASE_APPLICATION_ZONE_WITH_WRITE_AND_ERASE 4
3. 9.3.9.7 ¥ X VERIFY_SECURITY_CODE i 4

A& (PC_to RDR_XfrBlock H'#] abData 4 15,)

Pseudo-APDU

CLA | INS P1 Byte Address MEM_L

FFh | D2h | 00h 00h

Horpre
Byte Address  fF#E BRI [ A A7 7 15 b ik A B
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Wi 3 ##5 4% =, (RDR_to_PC_DataBlock 71ff] abData %545

m—

o

SW1 SW2 =90 00h CRAEAHER)
9.3.9.5. ERASE_APPLICATION_ZONE _WITH _ERASE
AT RS I NPT R
AT88SC101: #ERMN H X I (%4, EC ThREwZEM
AT88SC102: kRN HI X2 1 i) Hds
AT88SC102: #ERN HI X I 2t i) %ds, EC2 DhReEw M
AT8B8SC1003: 4 [R N FH X 2k 1 i 24
AT88SC1003: 5[5 N FH X 2 i %dlE, EC2 The#izEf .
AT8B8SC1003: RN FH X 2k 3 i %4
Uiy A AT DL R A

1. R RAS T E A

a. BEREMAE NGRS . R BRI UE RS, AR R DX sk o (B R DR R

o g~ w bh e

At X (PC_toRDR_XfrBlock Hf¢) abData %435 )

Pseudo-APDU

CODE
Couﬁicrecr) rLEN AdBd{ttSss MEM_L Bytel | Byte2
FFh | 20h 00h
s
Error Counter LEN  #04 N IR TTEES KB, B o EoiRE. (HARZE 0x00h,
Byte Address A RN X A 7 b . IEREIE S &
Adderteess LEN
AT88SC101: xR XIH, EC UjRedtH 96h 04h
AT88SC102: #ERx N H X1 1 56h 06h
%T88SC102: BN X 4% 2, EC2 Dhfigsk och 04h
AT88SC1003: #ERR M X I 1 36h 06h
%Téssc;loos: BERRN X 2, EC2 Thfe 5Ch 04h
AT88SC1003: #ERR N X I, 3 COh 06h
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MEM_L BRI, EfEES N B,
CODE N A5 BB 2 EH

mi 3 £ #54% . (RDR_to_PC_DataBlock 7' ff] abData #4545

SW1 Sw2
[
e

SW1 SW2 =90 00h CRAEAHER)
e WA RS 7 SWISW2 = 9000h 7, A B oE R R DB R 23 Ok 1 A
ERASE_APPLICATION_ZONE_WITH_ERASE @ A2 & IE#o WP X TG 2 i 5 4 a5 e #5157
FEHFETFERN", R 155 BT HIF2 1E K T o
9.3.9.6. ERASE_APPLICATION_ZONE WITH WRITE_AND ERASE
s 2 T AL
1. AT88SC101: #FRAH Xtk %, EC Thaeis M.
2. AT88SC102: #ERrM X 2 ¥, EC2 Dhfg)s M.
3. AT88SC1003: #EFrM X 2 i #dls, EC2 Thfg)a M.
EC 5 EC2 ThigJi /5 (HJ: ECEN 8{ EC2EN AR Ar A # B R I Ab TR, SHAT LU A
1. FRARAHEE D,
2. HERBHNE R EE R E VAL, RERIZAIS N0,
3. RN AR AR . RS AR IOAIE IR, R RS X3 B R DA R

fr 4k (PC_to RDR_XfrBlock 1] abData 4z 5,

Pseudo-APDU

CODE
Couﬁicrecr”LEN AdBd{ttSss MEM_L Bytel Byte2 Byte3 Byte4
FFh 20h 80h 04h
Hrp
Error Counter LEN AN ER TR IO, ALY ERr . (HR 22 0x80h,
Byte Address R R IR X B ) T ik
AT88SC101 96h
AT88SC102 9Ch
AT88SC1003 5Ch
CODE AT R R B
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i 5 % 4 X (RDR_to_PC_DataBlock H1ff] abData %535

m—

Horp
SW1, SW2 =90 00h CRA&EAHER)
=63 00h (U RAFAHHIRAMHLE)

Mo B A& F SWISW2 = 9000h 7, A E B EE IR WO X B BT R &
ERASE_APPLICATION_ZONE_WITH_WRITE_AND ERASE @S E 25 IE . WP X 13 19 4 25 4
A WEHERR I H 2 FFRN" . [l i 57 56 BT H9 92 1 27 -

9.3.9.7. VERIFY_SECURITY_CODE
Shar 2 FIRSEA R R R RS L% (209 o LR AR A FRES T .
PATHIERAE LT

1 AR SRACHR E B Y

2. HWREMBMANE RSP EV UL, RERIZALE N0

3. BEEREMARR IS . RS EERAE LR S, e w sl Bl T R .

fir A& (PC_to RDR_XfrBlock H#] abData %415,

Pseudo-APDU

Couﬁ;re? rLEN Addertéass MEM_L Byte :ODEyte 2
FFh 20h 08h 0Ah 02h
Hrp
Error Counter LEN  Z5Hdi NERTH B 0K, S0y LUy
Byte Address R R S A 0 2 ok
CODE 2 DTN AR

i 3 ¥ i 4% 3. (RDR_to_PC_DataBlock 1] abData ¥4 5%

-

Horrs
SW1, SW2 =90 00h CREAEFER)
=63 00h CHNRAEHAEIRIS)

YE: YCEKEF SWISW2 = 9000h /7, 7 # Ff it % 2 &5 22 if #l#% (SCAC) Ffr &
VERIFY_USER_CODE #r$ 42 ZIE#. W7 SCAC #ASR - HZFFEN", LFHI5E BT 953 1k 1) »

9.3.9.8. BLOWN_FUSE
Bedir 4 H T SOV R R BRI ARIRALAT A EC_EN ARz, EC2EN ARiRAL. AAT R FRIRAL
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B R R IR o
H: OERR RIS — AN L E L FE

A& (PC_to RDR_XfrBlock H'#] abData %4 15,)

Pseudo-APDU

CODE
Error Byte . i
CLA | INS C(IJ_lIJEnl\Eer Address | VEM Fl;sdedlflt Flfded?'t State of | State of
(High) (Low) FUS Pin | RST Pin
00h B
FFh | 05h 00h 00h 04h 01h =
01h
Hrpr
Fuse Bit Addr 2 AMFH)  biRAL Az bl . IERETE S W R R
State of FUS Pin FUS pin fPIRAS . #5452 0x01h.
State of RST Pin RST pin FPIRAS . IE#ETE SR T &R,

Fuse Bit Fuse B

it

Al el %aTtep?rf]
(High) (Low)
AP R AR IRAL 05h 80h 01h
AT88SC101 EC_EN Friifir 05h Coh 01h
RAT AR IRAL 05h EOh 01h
AP AR R 05h BOh 01h
AT88SC102 EC2EN #riffir 05h F9h 01h
RAT BRI 06h 10h 01h
Gl AN AT VA 03h F8h 00h
AT88SC1003 EC2EN #riifir 03h FCh 00h
RAT AR IRAL 03h EOh 00h

mi v 3 k% 3 (RDR_to_PC_DataBlock 7 ff) abData % #1s)

=

Horr:
SW1SW2 =9000h CREALER)

ACR38x (CCID) — &% F/it
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9.4. @it PC_to RDR_XfrBlock T HIHEEfrd

9.4.1. GET_READER_INFORMATION

Hir 2 H TR ACR38x (CCID) HfE A5 AR AE B UL Y /T I EAERES, Bl A 5. s
FO N B R . SRR AR, IR BIEAN T KA. 26 Eééﬂﬁ£

M KA/ SCardConnect() APl & /& # # 5t < £ G 15 2 g 4 i LLEH M i & . H X
SCardConnect() API /7120 i 415 2% PCISC #7.

fr A # = (PC_to_RDR_XfrBlock H#] abData %415,

Pseudo-APDU

CLA | INS P1 P2 Lc
FFh | 09h | O00h | OOh | 10h

mi v 3 k% 3 (RDR_to_PC_DataBlock (¢ abData % #12)

FIRMWARE MAX_ C MAX R C.TYPE C SEL C_STAT
Horpre
FIRMWARE 10 15 1 B4R A 5 24
MAX_C i A KR 1 B R
MAX_R AT L gk e A% i %) e R B T A
C_TYPE ACR38x (CCID) SCREMR R R B — ML, AN ARER — A

ﬁﬂ%E’JJﬁH‘ o B ML E N VNIRRT ISR ZFEAM AR R, FHZRRFE
iTu SELECT CARD_TYPE fin & R ATk, SRR R KM

KT IR AR R A BB MM KR, HSHF—
C_SEL R E IR RA . F5E N 00h, RS T A ik R 2R AL
C_STAT TRETA RABARIREEF, DAZRAESECE LW,
00h: kAN
O1h: Rh4EAN, Kb
03h: RhH b
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WA XRFHFRARE

R EL T GET_READER_INFORMATION 43R [\l )+ F 2 B s LA S ARRE R+ Ao

) FHRE

00h H 3l T=0 & T=1 {5 #riX

01h 12C 17 (1k, 2k, 4k, 8k Fl1 16k bits)

02h 12C 774 F (32k, 64k, 128k, 256k, 512k Fll 1024k bits)
03h Atmel AT88SC153 % £ f7 it

04h Atmel AT88SC1608 % 4= f7fiti

05h Infineon SLE 4418 #11 SLE 4428

06h Infineon SLE 4432 il SLE 4442

07h Infineon SLE 4406. SLE 4436 i SLE 5536

08h Infineon SLE 4404

0%h Atmel AT88SC101. AT88SC102 il AT88SC1003
0Ch MCU k& (T=0 @150

0Dh MCU ¥ (T=1@5hi0

R3: SRR AR
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PRB. MR RCHS

THRICE T ACR38x (CCID) W REIR A 4 R AChT .

FFh SLOTERROR_CMD_ABORTED

FEh SLOTERROR_ICC_MUTE

FDh SLOTERROR_XFR_PARITY_ERROR

FCh SLOTERROR_XFR_OVERRUN

FBh SLOTERROR_HW_ERROR

Fsh SLOTERROR_BAD_ATR_TS

F7h SLOTERROR_BAD_ATR_TCK

Féh SLOTERROR_ICC_PROTOCOL_NOT_SUPPORTED
F5h SLOTERROR_ICC_CLASS_NOT_SUPPORTED
Fah SLOTERROR_PROCEDURE_BYTE_CONFLICE
F3h SLOTERROR_DEACTIVATED_PROTOCOL

F2h SLOTERROR_BUSY_WITH_AUTO_SEQUENCE
EOh SLOTERROR_CMD_SLOT_BUSY

R4 . MR AR

Atmel S Atmel 28 =] 8l Ho -4 BI7E 5 [E] K Hpth = ST R fe
Infineon J& 3 LI RHEL A B TE MR L,
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