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1.0. %

ACOSJ A% e RAM /AR (Advanced Card Systems Ltd., ACS) H EWFAMEGE FEEIERS. ©
HT JAVA REWNHEATEAE, IR B S GlobalPlatform Card Specification (iRA 2.2.1) .
JAVA Card Specification ( JiAs 3.0.4) F1Mapping Guidelines (R4 1.0.1) .

A BEVEAN 4 ACOST B e RIRIE RGHIAFIEA DI RE

1.1. ACOSJ-G kA

R A KA H AT
o 40KB EEPROM

ACOS 1.01 2015 6
S F6A o TIEHUE: 2.7V — 5.5V

e 95KB EEPROM
ACOSJ v2.00 2018 & 5 H o TAEHE: 2.1V -55V
o FHINECE N FHhE

e 95KB EEPROM

o THFHLJE: 2.1V -5.5V
o DN E AT HLIE

o IThEedEE

ACOSJ v2. 04 201944 H

R1 L8

1.2. FsN%5

45 Yi B

AES EH IRt (Advanced Encryption Standard)

AID M FHFRIRTT (Application Identifier)
APDU B #G (Application Protocol Data Unit)

AP| N AFEF gL D (Application Programming Interface)
ASCII % [E(5 B HArMEAAS (American Standard Code for Information Interchange)

ATR S A% (Answer-to-Reset)

ATQ HAINZ CGBFXTEEflR) (Answer-to-Request)

BCD k4w AL )+ ) (Binary Coded Decimal)

BER FAR YL (Basic Encoding Rules)

CAT RN AL IR BURAR (Card Application Toolkit; or Cryptographic Authorization

Template)

CBC i HegE bz (Cipher Block Chaining)

CCT Tn#E R BN $E H 5] AR (Control Reference Template for Cryptographic Checksum)
CIN £ A &5 19/K iR B15 (Card Image Number/Card Identification Number)

CLA AR SCHIZE T (Class byte of the command message)
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45 Yi B
CRT Pt 51 B4R (Control Reference Template)
CT s 51 F AR (Control Reference Template for Confidentiality)
CVM Fr & NB6AIE /732 (Cardholder Verification Method)
DAP Bis % A (Data Authentication Pattern)
DEK BijE %54 (Data Encryption Key)
DER ME—Zw g AL (Distinguished Encoding Rules)
DES s =5 kriE (Data Encryption Standard)
DST B S 4% 45 51 FI B (Control Reference Template for Digital Signature)
ECB B 754 (Electronic Code Book)
EMV f@’:ﬁnﬁ% Europay. /i #ikFk MasterCard®5 @+ (VISA®R) ; #8534 RGHI IC FM
(EA
ENC Jin# (Encryption)
FCI A HE 2 (File Control Information)
HEX +75#E (Hexadecimal)
HMAC AR LG 7518 B4 RN IERY (Keyed-Hash Message Authentication Code)
ICC £ LR (Integrated Circuit Card)
ICV WIUEEESF [F & (Initial Chaining Vector)
[IN KT IRAES (Issuer Identification Number)
INS LR e S kot
ISO [ BrAn AL 227 (International Organization for Standardization)
Lc 15 3 BUET 4 fr 4 R IR A K
Le 15T 2 B TE 4 i 2 5L H Hes 1) oK K B
LV KE{H (Length Value)
MAC HICAERS (Message Authentication Code)
MEL Multos 7] $4471E = (MULTOS Executable Language);: MULTOS™iz /7151544
oID 4R B (Object Identifier)
P1 SRR ZH L
P2 Sz S5 2
PIN NN (Personal Identification Number)
PKI NIRRT (Public Key Infrastructure)
RAM BEHLIE B/ 1% 5% (Reserved for Future Use)
RFU TREA ok H (Reserved for Future Use)
RID MR AL AR IR (Registered Application Provider Identifier)
ROM HiLf7 %4 (Read-only Memory)
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45 Yi B

RSA RSA JEX#R 5% (Rivest/Shamir/Adleman asymmetric algorithm)
scp LARIEW (R R fER D2 ®ERF 5 (Secure Channel Protocol; or (ETSI)

Smart Card Platform)

SW IR (Status Word)
SW1 JRAF 1 (Status Word One)
SW2 JIRASF 2 (Status Word Two)

TLV FRZ2KAUE (Tag Length Value)

TP 4T 55 (Trust Point)

XX S 51 S B oS BER R R oSk dIE

X RNBICRINHEE, HAEHE S X — 25

RAPITCIKFTEE (0BLL) , AT RARIS BATES 5 3

R2 5 MGES
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2.0. R F ek

ARATHEIAR T ACOSJ-G AT RE
2.1. BK3H

e TAEHJE (ACOSJ-G v1.01) :
o 2.7V -55VJHEE

o TAEHJE (ACOSJ-G v2.04) :
o 2.1V -55VJEHE

o IRRAMEBEHEPIE: 10 MHz

o K CPU B P4liZ: 28 MHz

o ESDPRIF : KT 5 kv (HBM)

2.2. IRIEHHE

o TAFIESE:. -25° C - +85° C

2.3. IBIE MY
o T=0FNT=1, #%/=625 kbps4rE (HMEBIN £ % 5MHz )
o T=CLBMX, 55848 kbpsiii®

2.4. NFF

o ZKE: 95 KB (ACOSJ-G 2.04), 40 KB (ACOSJ-G 1.01)
e EEPROM fif AME: 50 HIRIEE (25° ©)
o BUBRAEMENTR: 30 4E (25° C)

2.5. N ThRg
e DES, 2K3DES, 3K3DES (ECB F1 CBC)
e AES:128/192/256 i (ECB Al CBC)
e RSA:768 — 2048 fif
o FECC:Hi%y 112/128/160/192/224/256/384 fif
e Hash: SHAI, SHA224, SHA256, SHA384, SHA512
e SM2/SM3/SM4
e SEED:128 fir

2.6. fF &P
o FFA IS0 7816 28 1. 2. 3 Al 4 4y
o TF4 IS0 14443 br#E (A ZRFIB %)
e F54& JAVA Card Specification (3.0.4 i)
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e /¥4 Global Platform Specification (2.2.1 ki)

G
o  fi4& Mapping Guidelines 1.0. 1 #pifE

2.7. BAIMN% (ATR, Efi+)

RRHEM (Bl: ) j5, 2% 1S0 7816 55 3 MM EfLik AN (ATR) o ACOSJ S IF A Al
J R 249 58 B3 A =0 T=0 A T=1 #pi.

PUR 2 ERINIR ATR:
TS 3Bh  IEMZE, EERIERA AL
T0 69h  TB1. TC1 #1TD1 f77E, BRBE 9 NI F4F
TB1 00h  JCREHAMAE HL
TC1 02h  FAMRI [H]
9 AN EEFERF (ACOSTVXXX)
#3 @ ATR EfE
9 AP LT PR AN R
ik &) ATR PiBH
T1 41h FoR “A”
T2 43h FoR “C”
T3 4Fh FoR “0”
T4 53h FoR “S”
T5 4Ah TR “J”
6 76h TR “v”
31h 30h 31h FoR “1017
17719 i, af;
32h 30h 34h FoR “204”7

#4  ATREYFAIHEFET

2.8. ML (ATS, JEBALF)

PR B RS IIE RIE PR E a2 J5, R TR IS0 14443 36 4 30 S MEXIEFE NS (ATS)

TR ERERIAM ATS:
2 ATS i B
TL OEh K
T0 78h M gfidh Y (1) J FSCI
TAL 00h P Sl DS & DR
TB1 71h WA FWI & SFGI
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SH ATS Pt B

TC1 02h St P 0% T
T1 41h TR “N”

T2 43h For “C”

T3 4Fh For “0”

T4 53h Fon “S”

T5 4Ah Fos “1”

6 76h o “V”

31h 30h 31h FsR “101”
T7°T9 =114 =179
32h 30h 34h iR “204”

#5 : ATS Bi&

K FKTATS HIIFE A 1E SE 1S0 14443 55 4 557
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3.0. R AHRES

ACOSJ H 5 fiff K H Ik & : OP_READY . INITIALIZED . SECURED . CARD_LOCKED Al
TERMINATED, 41 ~EfiR:

OP_READY

\ 4

A

INITIALIZED

v

A

SECURED

\ A /

CARD_LOCKED

\ 4 A 4

TERMINATED

BBl

AR 22 40
AR R

B L A v )

3.1. OP_READY

OP_READY R&ERWHBITNABE AW UMER, KRTLEBIERNSRIHE SN, " PEIR.
A7 A Y. APDU 54 T .

KR 4T OP_READY RAKS, PAFIhRER H:
o IBATIFRENPAT LT HER
o OPEN AT b HE#
o RRITEARENBON A R B ik o N
o AFIBHEARI AR KA AT B 0 AT AT S B E EE GP VR R
o RRITEAHIERIVIMEEHTH
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AU RR A N, IR 8O SR VF & R WAMEAERI R -
A VA MCATSAAT AR B S 2 AR AT B
BEAh, ARz BT R AT S S S, #8RT AT N A AL
OP_READY R AT LA R ARSI R AT T 1 (9 3h R«
o INECR/ELL MY N 2 A
o NTHY—NERRITZESMMILINE SN, ZEEATUgEA (25 .

3.2. INITIALIZED

INITIALIZED RS £ — AN E ARk ES. W OP_READY JIRZGHEN INITIALIZED AREHIRAEMm
HRES TR AR RS DR T AR B RIRRTEE . XSRS RS — Ly iR R &
ML (. KRR ZEBERMEET  (HR2ZREARRS REFAE.

3.3. SECURED

SECURED k&2 R EATE M TEENRAEMAIRS. EZRET, ZAaMNH AT PASLES E K
L4550 . M INITIALIZED % SECURED HPIRGSIT R A AT I .

SECURED RN % T A RAMEAR R R R J7 R Al & 17 i e & 2 g s A 2 e k.

3.4. CARD_LOCKED

KA B IRES CARD_LOCKED AR KKyt 728 bk B s My H I ae I 6e 71. M
SECURED %] CARD_LOCKED HJ==E i I WPIR S HIERS & nl K .

+ F 1% B N CARD_LOCKED RFA&FR /RN AT %k v B A e 2 N FH AR IS F -

ZIREAREFERE N, DR EMEEEEE (AR S AN .

OPEN E{HEA RBUIR 12 a3 a A -RBRR R AT BUK 2 . SECURED %] CARD_LOCKED R
BHIT

3.5. TERMINATED

TERMINATED RS RBERAE G R ERZ L. MEMHEIRASS] TERMINATED IRA TR H &
ANH LY

TERMINATED R&K AL IR FIFTEThAEE, AR R FTA A 25 BEAAE Ay B 3000 0. Al 1A%
Uit e A B R A BN, N AT PATEIZIRAS S NEE SR A . R A AN AR,
M A REALEE GET DATA s, AR T 5e BT Ho A ay 2 358028 F B2 ATIR B 558 . e =
B ANFARR, &b r S kK7 R XK.

OPEN H Y, BEA FAHLIERRMZ AN, SAE R &SRR 7T DUK M TEECR S 2]
TERMINATED R& K4 .
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4.0. R Fr et

ACOSJ RN GP HIVE) Java &, HNH RSHAL 30T TR

Controlling Authorities’
Security Domain(s)

Application Providers'
Security Domain(s)

S

Global Services
Application(s)

Security Domain

Issuer's
Security Domain

N

Card Issuer
Application(s)

Security Domain

RTE API

OPEN and GP Trusted
Framework

Runtime Environment

B2 :ACOSJ R4 4EH
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5.0.GP APDU f74&%:%
A2 ERLAR B S GlobalPlatform APDU #74-. X4y S 42 B 7RI T 71 H .

R 6 LGV RRIT RGN APDU fir g, DLR HAh 2 I R S iy I TR R M 2R . 2 5CHF
WHRIETEN, FEEE A4 A e OPEN b3, Jf HANT e 2 oxt thdn 17 30 FF .

OP_READY INITIALIZED SECURED ‘ CARD_LOCKED TERMINATED
o sp o M sp SN Y s easp  sp FasD  sD
B AT 4T (2 B A
TR AT 4047 6
ARl
TR 2 A v v v
Tl 24
I v v v v v v v v v v v
SRECIR A v v v v
SRR )
SR )
SRR N, B
FESCAFAT ]
b st | | sl vl
T3]
SR AT )
SRR 1)
SRRV B T
i}
SR AL
I
Rz v v v
e v v v v v v v v v
WERE v v v
ARt v v v
R6 R A A WLRES T OMIERY GlobalPlatform fir 4>
AM SD FA BRUE FLRUR ) 2 43K
DM SD HAZATE HAR M) 243
FA SD A 52 BRI BUR ) 2 4k
s i ST LAFRARENIRIRIINIT (FELEH) B ZE R A
EHIRH], RAGRF IR
SD Hoth 2 4k
v WISFF o
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FEEK AT SR
FARAR ES S

R 7 RET APDU fir A s 22 2Bk .

W BRANZELH|
lliEs B ORIEE R 40 A K 325 44 B 1) 22 4 ik
AR 7
ARBCIRZS A ORIEIE R R L1 2 4t
7 DR TE T 40 A B 725 44 IR Y 2 4k
n# i DR TE AT 40 A 725 44 IR Y 2 4k
(ERLBEEC] AIEH]
HAR Y B ORIBIE TR 1 22 4tk
WP AIEH]
BEIRE A ORIBIE IR L 1Y 22 4k
A fits K A ORIBIE IR L 1Y 22 4k

7 :GlobalPlatform i 4 i e ik 22 4 Bk
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5.1. MiExar<

P MR ME— R R, BRI HAT RO N AT AT BRSO AR N s B . A
OB PR o G 6 200 3 7 P RE S ME — A IR B

5.2. FEEHEMSL

RIS 8 — BB R (AT DL BRI R, B2 — RAVEIE N . 5 R 28 P1 A
P2 Gt € S € M EE X Bhnas . BalExT R T RE S A S M E B .

5.3. REURGEWS

LR 5 O DL A0 2R A R EUR K7 e 2k, BT OSSO AT B, R e 2 2
WPRA 5

5.4. ZFHEm4

RIEZ LA L% I T PR BT R A WA E B & 1S P 3R

5.5. Inm4

AN ST N A B A KR O S5k, T BLSE B IRTINER. 1CC (1 Py B AL B i
PO AR T AU RV .

UM 2 A I 45— MRS R 2 R o RS R ME TR . R
I 2 B4 5 2 A 00h TG InEk i< K12 5 0™ A% A% IR 28— 4 . %ﬁl#%mF*Aﬁ
PEP LA e OR R R A

B B ARSI RS — BT, KT 46 T IR A & B S B £ A S A 7 22 B [
BB i 4 e R R A CE AT B b
5.6. BEHEEMNS

ZAr Rl R EOAIRAZEIEIER) OPEN SALHLM, XA & FHRIT I AN A B (12 AR IE .
AZHIEE GEIES N 0) KE A= KM,

5.7. EHEFHMS
AR

o I AHNEAT SN CAFEREY], BrE S SarE Y] 1D SUME, (HERENS 2
B RRAS 5 7T LA Al 3 AN o

o fEFHIZ/NHEIRZAAATEN: FEY S LY 1D S, EEE S A P
FRA S T LRI S ANF] BT B I A 5 /D

o ININEASHES: FrERA S A EYIA RS DR S A G

o INMEANEEW. HEHEESUAEHARNEY IDIBHRASHE T HEHNE
ID/IEHIR A S HEFED

R PR B S AT EACE P A I, U 2 A EE R A I i B UORTE SR AR ) 72 B
FERXARTERRAS T, AERFRE P AT E R BISCRI (f235) 1.
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5.8. EHEMS

ik BN . OPEN UL A C4 ¥ E T SELECT [by name]i&lif{ji%#% 4. SELECT [by name]
TR AR BT A A 106 50K 4 B 22 418 o 38 BT P 24 T30 o ) 22 AR H

59. REREMHS
PR P s 02 LR 25

5.10. FFiEfik w4
PSR SR 4 AL TR A i & OSP4

IRAESERTRN fr &, R RIE LA R KIEE AR E BN . WERSE AT R T 2R (B4
MY, At Bl oy 2 RO N -

A5 ) 22 AN A it B i 2R Bt i 2 W P B2z i, AR i R rh 2o R e o IR AN feJa — N
e Pt e iSRRI 2 Ak

B AR B 2R DA i S CHRURARIZ G HE T DR, 2 % IR 1 4t
PR i S F R XA D SRR IRPAT D A 21

MR AL A
o RAEA
o HUMILE AL (BN, [F—ANRAREIETIER 7 EEE R Applet)
o MR AAE R AU AN AR EIE T O
o REWEENVIRAMER (WRAA) PEE, WS H RN EE,
o AR T LA A S O — DR THEF A ML)
o ZAEINEIFMHEHE TS, 7€ PL b8=1 (iJa— M EEH) |

NN TESMERIE AR fr K 2 Ak E AR
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6.0.GlobalPlatform API

6.1. GlobalPlatform £ JAVA k£t

K #= AV HiiR GlobalPlatform 2.2.x Java KR ] APl. Open Platform 2.0.1 ] API {48 ] — B fo i S 5
HR S, (HRWFEHE T MER 2.1.1 AR B A 2 .
WS FT IS, HA AP FUETRR API R RE2: U5 ] (1 [ — X5, X6 7E AN b ELA AR (5] 4 FRIK 5 1
S L S WL (Flln:  setATRHistBytes(), setCardContentState()fll getCardContentState()) , it
TEVEREME, BT, —ANE ST UPDATE() M4 45 PIN (MG, £82m ) 5 — AN
FR I ST R 572 setPINQRTAHIEI ) PIN BIHEAT HISRIE -

GlobalPlatform %5 HER

N TARIIE GlobalPlatform SEELHIE I E AT, GlobalPlatform %A 7 Java £™ 2.2.x BRI
5 6.2 /N ke LRI -

GlobalPlatform [f52jtix}) Java £™ 2.1.1 iz4755 (JCRE) #iE Al Java K™ 2.1.1 N HmFERE Y
FRUEDRERS A s : 4 B S Hr Java ™ 2.2 x M5 —3 T, AEEEBK.

NTSEBILE Y, Java Card™ 2.2.x iZ2{7HE (JCRE) My 28 6.2.4 /N1 HLE ¥ GPRegistryEntry
MR SHIE-NEIPA =X JRPO S

GlobalPlatform €K AID

#F— GlobalPlatform 1] AID #:Kf /& —/> RID F1—A> PIX (R EE. JET M H- GP % J R iR
WEHE IR ER RID KIHH GP APl (GP2.1 #1 GP2.1.1 —#£) K Java KSH K AID &
‘A00000015100’,

ZH

fR4E Java K™ 2.2.x i847¥5 (JCRE)MIVE 2 3.1 /Y- install ik, #Eif4 5k S E0E SUNKTG
WS, ERkERARNT A SEA RN .

AFEY & T U EESRINE, #—PE X T RESHPINE, KRR OPEN FIsHl Ll AR
GlobalPlatform -KiMi#F & [ Java £ Applet F#1E. SRif0, A& Java ™ 2.1.1 MHAGmERED M
Ju7=T Applet 28 install() 7% 1) 5E Y.

LHREBR SRR 2 e a A T B I BE (B 0N 5.5.2.3.2 - [T 2R A 1)

BRI -
e SZff| AID;
L *XBE:

o NAEESH

Y APDU ar Sl FCE TN HHG R NI LR ZHUR T ESH, AR B RH T ESH IR TV 51925 #°CO'HT
LV B E /115 E 2 H
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OPEN 75 #if# 2% (bArray. bOffset fil bLength) &4 TGS

U bArray ZiEL & DURESERT LV gnfid il -
o SZH AID K

o S5 AID;
o RURMIKE;
o HUR;

B2 ¥6 2 S HIN K 5
o NHTRESHL
7711 bOffset it & H 4L A 5 S i) AID KL (s &
771 bLength Zil 0 & R R B4 b bk s U SRR AR

WH Java ™ 2.1.1 NHmFEREDITEH Applet 25/ register (byte [] bArray, short bOffset, byte
bLength) 77k}, Applet 20 sz AID 1E NS5

T=0 f&5HHix

GlobalPlatform K ZRfaete £ 2 MR (k&%) . HAET, Java ™ 2.1.1 BT
(JCRE) #ij@ M1 Java Card™ 2.2.x izfT¥#8 (JCRE) #Mi fikmiEl 2 4 CAUfEH T=0 #MX
i) 1785 EMV2000 177 & . GlobalPlatform 5&i#il#l & JCRE 22k ISO/NIEC 7816 AbFHiZ 1AL
s BN 2 fr4 0 Applet fiH sOn R A IE 21 AP $r BdE . R AR R /N T 2 BRI
K E, OPEN MA-fEEds, Hit'6Cxx' iy, FH554F CAD HFiAIEKE EMfa 4. IEIEH
RiEHA )5, JCRE & HAZ AR .

FRT#1E
FrARAHE, GlobalPlatform APIFRIITAT P #7K A R AN ATE M IEAEREAT (115 55

% APl T TA #1E, %7 Application.processData() /51, #0444 TR RN o 5157 S i &
Tor 25 IR0 AN 618 MOIEAEHEAT 1 3555

ZEIEE
PLRNIZAEIBER &4 EHA T Java £™ 2.2.x (BEMRiES I Java ™ 2.2.x i8{7#%3%E (JCRE) #
i) .

MRIE/NTT 6.3 dr I (5E X, R ARIEIE b3 M IR AR AE LUR 00 R R
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8.0.ACOSJ ROOT E\Z}Eﬁ

8.1. ACOSJ ROOT Rk
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9.0.ACOSJ IDENTIFY E\Z}Eﬁ
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N T R ARE BT a) ACS WG http://www.acs.com.hk.
N HEE G K ENY 2 info@acs.com.hk.
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HRA. SEHRE

e GlobalPlatform Card Specification Version 2.2.1

GlobalPlatform Card API Version 1.6

Java Card 3 API, Classic Edition Version 3.0.4

e Java Card 3 Platform Runtime Environment Specification, Classic Edition Version 3.0.4

September 2011

e Java Card 3 Platform Virtual Machine Specification, Classic Edition Version 3.0.4 September
2011

e GlobalPlatform Card Mapping Guidelines of Existing GP v2.1.1 Implementation on v2.2.1
Version 1.0.1

MasterCard /i MasterCard International Incorporated fJi i # 45 .
MULTOS J& MAOSCO Limited {33/ 45 .
VISA f Visa International Service Association F{: i i b5 »
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