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8. KRTTHAIA 3 MAFK 16 TG AT . REEPIEPRA SBIN20, BN
FEOX B0 (02A103 s BRAEARIT A ZR, VI EPIEH A

‘40 41 42 43 44 45 46 47 48 49 4A 4B 4C 4D 4E 4F,

Page 3 of 8

ACOSJ #F — Applet 3 F info@acs.com.hk

hRAS 1.01 www.acs.com.hk




@ Advanced Card Systems Ltd.
Card & Reader Technologies

2
2.0. %% applet
‘745 Applet:
1. TS
2. Ki% SELECT fir4i%#: 1ISD (AID= A000000151000000) .
3. Vst #4z@iE (INITIALIZE UPDATE ir 4 #1 EXTERNAL AUTHENTICATE f74) &
4. Ri%E INSTALL[for Load]#ir4(80 E6 02 00...).
5. &% LOAD fn’/v‘r\(SO E8 00 00...).
6. % INSTALL[for Install]#74(80 E6 0C 00...).
Security Domain Security
with Authorized Domain with
Host Management OPEN DAP verification
privilege privilege
B—SELECT Security Domain ——p
SELECT I
<4——SELECT Response ————H
I
Optional
I Authentication Process
> B INSTALL————p
INSTALL |
[fOr |Oad] validate requesf
4——INSTALL Response ———&
|
= LOAD > ) )
LOAD — | store Executable Load vegf:t;_g;-{;fc?e
File Signature
«4——LOAD Response ———#
> = LOAD »
verify Load File Data Block Hash;
LOAD store Executable Load File;
N ] create and register Executable
(final) Load File and Executable
> <4———LOAD Response————— Moduie(s)
I
B————INSTALL—————p )
validate request;
INSTALL ~_| | install and register
[for install] L INSTALL Response Application
APDU Interface Internal Internal
interface interface

E1 . Applet 222 E

THERA ARG S, T Applet 23 7RGl JIAS .

;Select issure secure domain

<= 00A4040008A000000151000000

=>
6F5C8408A000000151000000A550734A06072A864886FC6B01600C060A2A864886FC6B02020
201630906072A864886FC6B03640B06092A864886FC6B040255650B06092A864886FC6B0201
03660C060A2B060104012A026E01039F6501FF (9000)
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;send INITIALIZE UPDATE
<= 8050000008 1122334455667788
=> 000002650183039536622002000A72BB2775E0D3610D90424829CEBS5 (9000)

Session Key (Enc) :339F1D7F5D5841EBO34F5CE234557894
Session Key(Cmac) :C6713F31B8DCI1F8905DFECB4065CB81E
Session Key (Dek) :06E72D52EEFBD1D8DB5C230C3F2B56E9

;send EXTERNAL AUTHENTICATE
<= 84820000103CA4BCOOFADSD1434F4086C4959E26B5
=> (9000)

;start upload cap file
<= 80E602000A 05A01122334400000000
=> 00(9000)

;send INSTALL[for Load]

;send 1st LOAD

<= 80E80000FF
C482011D010014DECAFFED020204000105A011223344047041707002002100140021000A001
5002E000E0058000A00100000006A01F400000000000002010004001502030107A000000062
0101030107A000000062010203000A0106A01122334401000F06000E0000008003010001070
100000023070058000210188C000118058D000287007A05308F00033D8C0004181D0441181D
258B00057A0422188B000660037A198B00072D1A0725321A0425730019FF84FF840009AD001
AO081F8B000819081F8B00097008116D008DO0O0OA7A08000A0000000000000000000005002E00
0B020002000680030006810E000100020006000001038003020380030303

=> 00(9000)

;send 2st LOAD

<= 80E8800122
800A0103810E0103800A080680070109001000020D35000A050508040A0707190608
=> 00(9000)

;send INSTALL[FOR INSTALL]
<= 80E60CO001A 05A01122334406A0112233440106A01122334401010002C90000(9000)
=> 00(9000)

N RGN 4B IE ) L
1. FEHUKIE: INITIALIZE UPDATE, 251090, #8HRA S N'OXFF (B HAth
i PUT KEY i 438 i i 25 S A
=>80 50 00 00 08 1122334455667788 (9000)
<=00000265018303953662 2002 000A 72BB2775E0D3 610D90424829CEB5

2. ERGIREEY.
S-ENC:

13 FHER N %5 4'4041424344454647 48494A4B4C4DAEAF’ L. DES-CBC R N
¥ #7%0182000A00000000 0000000000000000°: 4R Ji5 4> 3k 15 i 742 % 4 (S-ENC):
339F1D7F5D5841EB 034F5CE234557894

S-MAC:
13 FHERIN %5 41'4041424344454647 48494A4B4CADAEAF’ L. DES-CBC R N
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##%0101000A00000000 0000000000000000: %A & 2= 3K 3 it 14 % £H (S-MAC) :
C6713F31B8DC1F89 05DFECB4065CB81E

DEK:

1 FER N 55 4H'404 1424344454647 48494A4B4ACADAEAF’ L, DES-CBC It N
¥ % ‘0181000A00000000 0000000000000000 : 4R Ji 4> 3k 15 i 2 %% 4 (DEK) :
06E72D52EEFBD1D8 DB5C230C3F2B56E9

3. KR VIER . ¥ 8 775 LHLREHLEA 8 75 K BEHLECHIE A S 1k 16 7.

{§1F] S-ENC'339F1D7F5D5841EB 034F5CE234557894’, % F DES_MAC4_IS0O9797_M1
10 /EH ICV % %4 1122334455667788 + 000A + 72BB2775E0D3 + 8000000000000000’
AT A4, R4 3 2 7 '610D90424829CEBS’, 5 ki id kit SCAH A

4. Ki% EXTERNAL AUTHENTICATE, 44 0.
a. FEHLNUEEL
K 8 F AR )T REALECA 8 T EALBEHL B E AL AL 16 T AT . ] S-
ENC‘339F1D7F5D5841EB 034F5CE234557894", Jikf DES_MAC4_IS09797_M1 i1 0

YE4 ICV X %145 ‘000A + 72BB2775E0D3 + 1122334455667788 + 8000000000000000’#
T4, H R4 55 B 2= 3CA4BCOOFAD9D143,

b. i MAC, H¥EE&XHA S-MAC'C6713F31B8DC1F89 05DFECB4065CB81E’, L) #fi—
DES Jn#z % 3DES MAC %] %42 ‘8482000010 3CA4BCOOFADID143 #1744, 4
R MAC 45 54> 2 *4F4086C4959E26B5’.

c. #%$#: EXTERNAL AUTHENTICATE:
=>8482000010 3CA4BCOOFAD9D143 4F4086C4959E26B5

<=9000
Off-card Entity Application Security Domain
Generate host challenge
B——INITIALIZE UPDATE—»
. ) Generate card challenge;
&~ security processing -# Generate session keys;
Calculate card cryptogram
4 INITIALIZE UPDATE Response-a
Mutual
authentication —| Apply Secure Channel Protocol;
Generate session keys;
Verify card cryptogram;
Calculate host cryptogram
B—EXTERNAL AUTHENTICATE 9 Verify host cryptogram;
- security processing - Verify MAC & Initialize
icv

APDU Interface GP API
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3.0. MR AT AT NS AF

—ANEPAT B T RS 2 AT PATRE, N NRT AT R R 22 ke . BRIl BE N B T AT N A
SCAF AN A 5 8 AR SR BT AT SCA

APDU 14015 & -
80 E4 00 00 Lc Data

Data ¥t 45 LAARZE 4F 300 TLV kR, 5 T ERBE 2 F5 M 5 Applet K &2 AID.
Bl
80 E4 00 00 Lc 4F + AlDlen + AID

4 2 fE i 18] 00 F1 SW = 9000,
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BRA 845

CLA INS e
80h/84h E4h Delete
80h/84h F2h Get Status
00h/80h/84h CAh Get Data
80h/84h E6h Install
80h/84h E8h LOAD
00h 70h Manage Channel
80h/84h D8h Put Key
00h Adh Select
80h/84h FOh Set Status
80h/84h E2h Store Data
80h 50h INITIALIZE UPDATE
84h 82h EXTERNAL AUTHENTICATE
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