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2.0. fE&HTIE

1. Microsoft Entra ID P1 - HJiE
1. Entra %Efr: Microsoft Entra Plans and Pricing | Microsoft Security

2. Windows 10 & Windows 11

VEILBERE: Plan your Microsoft Entra join deployment - Microsoft Entra ID | Microsoft Learn.
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3.0. ¥ Windows # £l Entra ID

¥ Windows 154 Il Entra ID #4255
1. 3k Settings, % Accounts, #&J5 57 Access work or school
2. riiy Connect, &1 #| Microsoft Entra ID

< Settings
@ Home Access work or school
Find a setting R Get access to resources like email, apps, and the network. Connecting

means your work or school might control some things on this device,

Kecits such as which settings you can change. For specific info about this, ask
them.

A= Your info Connect

+

[

X  Email & accounts

Sign-in options

g »

Access work or school

»

Other users

Sync your settings

Q

3. ¥ Join this device to Microsoft Entra ID, #X/5 % 5% Microsoft Entra ID k5 (i &%
AzureAD k5

Microsoft account x

Set up a work or school account

You'll get access to resources like email, apps, and the network. Connecting means your
work or school might contral some things on this device, such as which settings you can
change. For specific info about this, ask them.

| ‘Ema'\l address

Alternate actions:

These actions will set up the device as your organization's and give your organization
full control over this device.

Join this device to Microsoft Entra \DE‘J

Join this device to a local Active Direttory domain

4. i Join FALHINERME, SRR E

Make sure this is your organization

Make sure this is your organization

If you continue, system policies might be turned on or other changes might be made to your PC
Is this the right organization?

Connecting to: net
User name:
User type: Administrator

o
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5. )5, mii Done

Microsoft account X

You're all set!

ML B % C 4% abe.net

When you're ready to use this new account, select the Start button, select your current
account picture, and then select Switch account’. Sign in using your
LynneR@cloudinfra.net email and password.

6. i%[A Access work or school T, AR

7. WAHT4E Entra Admin Center, &JT EntralD, i%3% Devices, %})541 7T See all devices,
NI Entra ID 19¥%4%, #iIA Join type & 75 7~ N “Microsoft Entra joined”

Home
All devices
D d d fresh Manage [£ f
evice ID or object ID Y Add fiters
Enabled OS5 Version Join type Owner
O ves Windows 10,0.261006584 Microsaft Entra registered Peter Chay
DESKTOR-HSHSACR @ 1eS Windaws 100190456456 Micresaft Entra joined Peter Chan
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4.0.7F Entra BEFEF 0T HE
41. HEBE

1. &k Microsoft Entra Admin Center
JEJT Entra ID, %+ Devices, #&J51]7JT Device settings

3. AcE “Users may join devices to Microsoft Entra” &% &, ¥ &N “All”
1 7] % 7% Selected, #5EHFLEH /12 Entra 2 7] L7 7 A #l Microsoft Entra ..

Home > All devices > Devices

53 Devices | Device settings

FIDO Pocketkey Company - Microsoft Entra ID

[=) save X Discard | A’ Got feedback?
O overiew
[0 Al devices ) L. . . R
Microsoft Entra join and registration settings
Manage

@ Device setings Users may jin deiices to Microsoft Entrs )

[( Selected  None )
£ BitLocker keys

Selected
£ Local administrator passward clecte

recovery

4.2. BITH4 (Passkey) RE

1. &% Microsoft Entra Admin Center
2. JEJT EntraID, i%$% Authentication methods, 77T Policies, #}/5i%# Passkey
3. JFi2 Passkey S 396 iF 5 1%

Enable and Target  Configure

Enable @

4. WFE KEY RESTRICTION POLICY, siii Configure
Passkey (FIDO2) settings

o Synced passkeys and passkey profiles are now available in public preview.

Passkeys are a phishing-resistant, standards-based passwordless authentic
Passkeys are not usable in the Self-Service Password Reset flow.

Enable and Target

GEMERAL
- /s ™y
Allow self-service set up I. No )
- /s ™y
Enforce attestation I. MNo )

KEY RESTRICTION POLICY

Enforce key restrictions '::. No .::'
Restrict specific keys [:_ Block _:]
[] Microsoft Authenticator ©

Add AAGUID

cB89e6a38-6c00-5426-5aa5-c9chf48f0382
973446ca-e21c-9a%b-99f5-9b985a67af0f

50a45b0c-80e7-f044-bf29-f352bfaZel48

2177 T #F ACS PocketKey 719 AAGUID, 152 ilfit#%: AAGUIDs
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5.0. REZEF4H

PEEPAT THIP R 0T, EFI R C5E M Entra Admin Center FHRACE .

51. M ZE%H
EfFH PocketKey R4 H T 83, EMMRENEEE PIN. FE: SANKF &2 AEM 10 HE480.

1. Vji] My Account, A My Profile 7 i
IFVEE: BT AT RE i B Y B R
2. ik#% Security Info, Fiik# Add sign-in method

Security info

3. SRJ5ikHF Security key*.

Add a sign-in method X
Security key
Sign in using a USB, Bluetooth, or NFC device

a Microsoft Authenticator
S/ Approve sign-in requests or use one-fime codes

Learn more about each method to help you choose.
YIFVERE: BAHEIERS, Microsoft A FEZER F “Microsoft Authenticator ” 1% & & 5% 77 (.
4. REEFEFA K% YIRE: USB &S NFC B#&

Security key X

Choose the type of security key that you have.

Cancel

a. USBiR#&: ML a%PMiAN&& N USB iiH.
= PocketKey
= PocketKey+ Il
= PocketKey+ Bio
b. NFC #%&: 7E NFC 5% Mz 4%
=  PocketKey NFC &
= PocketKey+ Il
= PocketKey+ Bio
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5. #RJ51%#F Use an external security key

<9

Choose where to save your passkey for
login.microsoft.com

:..: Use a phone or tablet

E| Use an external security key

6. %A PINW, SRAJE4%THWEIHL. AlRETESUE RS, BUR 2% P15 NFC 325 88 LL5E e

ks
== Windows Security x
Continue setup
Please enter your security key PIN.
R “nee
] *

wr  Windows Security

Continue setup

B

Touch your security key.

Cancel

7. EMER.
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6.0. Windows &3
B Windows TAEK (1) #AF 5 3

1. f£ Windows &% i [fi, %+ Other User.
a. ¥ PocketKey/ NFC £/ PocketKey+ Il 4#i A\ USB i [, Bifik NFC 42fi.

Other user

Tap your security key on the reader or insert it into the USB
port.

b. WA 12 PocketKey+ Bio, 1 7E K HE/ J5 fil filf 14 JE48* .

Other user

. Touch your security key.

KELE =GR, Windows 1 7 23 K A 75 R 77 2C (P41 PocketKey PIND .
2. A PIN, BIA] T,
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