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5.0. ¥t

5.1. PCSC API

KA — L] TR e R) PCSC APL. K TX48 APl IEE 240715, 1i27% Microsoft MSDN &
u PCSC AR ZHAURS B il .

5.1.1. SCardEstablishContext
SCardEstablishContext &% F] T i ST k47 e £ B e # 4F 1 B  JL 3 B R o

2% http://msdn.microsoft.com/en-us/library/windows/desktop/aa379479%28v=vs.85%29.aspx
FEPATAEAT HoAl, PCSC #RAERT, B4 et AT It R 2

Bl

#define SCARD SCOPE_USER 0

SCARDCONTEXT hContext;
int retCode;
void main ()
{
// To establish the resource manager context and assign it to “hContext”
retCode = SCardEstablishContext (SCARD SCOPE USER,
NULL,
NULL,
&hContext) ;
if (retCode != SCARD S SUCCESS)
{
// Establishing resource manager context failed
}
else
{
// Establishing resource manager context successful
// Further PCSC operation can be performed
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5.1.2. SCardListReaders
SCardListReaders R RIKM A GFhEfe B G e HES PRI E (8 7FR CEBREETD .

W R — MRS A AL, RO R e s g 2 B S 8 4 A1 & . ToiRon AL 2 i 2 .
XA BB 2R [ 2 i AR G b ] G A A 2H B A B A

i 2 % . http://msdn.microsoft.com/en-us/library/windows/desktop/aa379793%28v=vs.85%29.aspx

#define SCARD_SCOPE_USER 0

SCARDCONTEXT hContext; // Resource manager context
int retCode;
char readerName [256]; // List reader name

void main ()
{
// To establish the resource manager context and assign to “hContext”
retCode = SCardEstablishContext (SCARD SCOPE USER,
NULL,
NULL,
&hContext) ;
if (retCode != SCARD S SUCCESS)
{
// Establishing resource manager context failed
}
else
{
// Establishing resource manager context successful
// List the available reader which can be used in the system
retCode = SCardListReaders (hContext,
NULL,
readerName,
&size);
if (retCode != SCARD S SUCCESS)
{
// Listing reader fail
}
if (readerName == NULL)
{
// No reader available
}
else
{
// Reader listed

Page 11 of 92

ACR1552U R% - &%Fi} info@acs.com.hk

hAs 1.08 www.acs.com.hk



http://msdn.microsoft.com/en-us/library/windows/desktop/aa379793%28v=vs.85%29.aspx

aCs Advanced Card Systems Ltd.
Card & Reader Technologies

5.1.3. SCardConnect

SCardConnect & U A4 2 BEIRE B G bR 30, FERN TR S E S S0 & IR R R L M S+
IRAS E B S 8 A R, IR R .

1#H5% . http://msdn.microsoft.com/en-us/library/windows/desktop/aa379473%28v=vs.85%29.aspx
41

#define SCARD SCOPE USER O

SCARDCONTEXT hContext; // Resource manager context
SCARDHANDLE hCard; // Card context handle
unsigned long dwActProtocol; // Establish active protocol
int retCode;

char readerName [256]; // List reader name

char rName [256]; // Reader name for connection

void main ()

{

if (readerName == NULL)
{
// No reader available
}
else
{
// Reader listed
rName = "ACS ACR1552 1S CL Reader PICC 0"; // Depends on what
reader be used
// Should connect to
PICC interface
retCode = SCardConnect (hContext,
rName,
SCARD_SHARE_SHARED,
SCARD_PROTOCOL_Tl,

&hCard,
&dwActProtocol) ;
if (retCode != SCARD S SUCCESS)

{
// Connection failed (May be because of incorrect reader
name, or no card was detected)
}
else
{
// Connection successful

}
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5.1.4. SCardControl

SCardControl B EHR X 5t B R H W], v LAE L8 H SCardConnect 8% /5, I B AR s 2hif
F SCardDisconnect i ATFE AT SRR, B 1525 FRAS B 52 ma B T 32 il 1

5% . http://msdn.microsoft.com/en-us/library/windows/desktop/aa379474%28v=vs.85%29.aspx
7E: I API XX E# (Escape) @
1

#define SCARD SCOPE USER 0

#define EscapeCommand 0x310000 + 3500%*4

SCARDCONTEXT hContext; // Resource manager context

SCARDHANDLE hCard; // Card context handle

unsigned long dwActProtocol; // Established active protocol

int retCode;

char readerName [256]; // Lists reader name

char rName [256]; // Reader name for connection

BYTE SendBuff[262], // APDU command buffer
RecvBuff[262]; // APDU response buffer

BYTE FWVersion [20], // For storing firmware

version message

BYTE ResponseDatal[50]; // For storing card response

DWORD SendLen, // APDU command length
Recvlen; // APDU response length

void main ()

{

rName = "ACS ACR1552 1S CL Reader PICC 0"; // Depends on what
reader will be used
// Should connect to
PICC interface
retCode = SCardConnect (hContext,

rName,

SCARD SHARE DIRECT,

SCARD_PROTOCOL_TOI SCARD_PROTOCOL_Tl,

&hCard,
&dwActProtocol) ;
if (retCode !'= SCARD S SUCCESS)

// Connection failed (may be because of incorrect reader
name, or no card was detected)
}
else
{
// Connection successful
RecvLen = 262;
// Get firmware version

SendBuff[0] = OxEO;
SendBuff[l] = 0x00;
SendBuff[2] = 0x00;
SendBuff[3] = 0x18;
SendBuff[4] = 0x00;
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SendLen 5;
retCode = SCardControl ( hCard,
EscapeCommand,
SendBuff,
SendLen,
RecvBuff,
RecvlLen,
&Recvlen) ;
if (retCode != SCARD S SUCCESS)
{

// APDU sending failed
return;
}
else
{
// APDU sending successful
// The RecvBuff stores the firmware version message.
for (int i=0;i< RecvLen-5;i++)
{
FWVersion[i] = RecvBuff [5+1];
}
}

// Connection successful
RecvLen = 262;

// Turn Green LED on, turn Red LED off

SendBuff[5] = 0x02; // Green LED On, Red LED off
SendLen 6;
retCode = SCardControl ( hCard,
EscapeCommand,
SendBuff,
SendLen,
RecvBuff,
Recvlen,
&RecvLen) ;
if (retCode != SCARD S SUCCESS)
{

SendBuff[0] = 0xEOQ;

SendBuff[l] = 0x00;

SendBuff[2] = 0x00;

SendBuff[3] = 0x29;

SendBuff[4] = 0x01;
[

// APDU sending failed
return;

}

else

{

// APDU sending success

}
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5.1.5. SCardTransmit
SCardTransmit R R K IEMRS1E RS GER, FEEONE AR IR A1 1 5
5% . http://msdn.microsoft.com/en-us/library/windows/desktop/aa379804%28v=vs.85%29.aspx

2E: (I APl X% APDU ms (RlI: Kix48 S # T iEE <A<, PICC #9 PCSC #4 APDU
(BLHT/E) FIPICC EE#A APDU) .

ilan:

NP DA =] COANDNN OANADIT TIOTD Ta)

// Get MIFARE UID/ FeliCa IDM

SendBuff[0] = OxFF;

SendBuff[1l] = O0xCA;

SendBuff[2] = 0x00;

SendBuff[3] = 0x00;

SendBuff[4] = 0x00;

SendLen = 5;

retCode = SCardTransmit ( hCard,

&ioRequest,
SendBuff,
SendLen,
NULL,
RecvBuff,
&Recvlen) ;

if (retCode != SCARD S SUCCESS)

{
// APDU sending failed
return;
}
else
{
// APDU sending successful
// The RecvBuff stores the IDM for FeliCa / the UID for
MIFARE.
// Copy the content for further FeliCa access
for (int i=0;i< RecvLen-2;i++)
{
CardID [1] = RecvBuffl[i];
}

Connection failed (May be because of incorrect reader

name, or no card was detected)

}

else

{
// Connection successful
ioRequest.dwProtocol = dwActProtocol;
ioRequest.cbPcilength = sizeof (SCARD IO REQUEST) ;
RecvlLen = 262;
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5.1.6. SCardDisconnect

SCardDisconnect b T KI5 Fif7E B IR 7 A0 H AR 1S 2% o 0 8 e R 2 TR T )%

W25 http://msdn.microsoft.com/en-us/library/windows/desktop/aa379475%28v=vs.85%29.aspx
IR T 457K PCSC #:1% .

(ZLUE

#define SCARD SCOPE USER O

SCARDCONTEXT hContext; // Resource manager context
SCARDHANDLE hCard; // Card context handle
unsigned long dwActProtocol; // Established active protocol
int retCode;

void main ()

{

// Connection successful

retCode = SCardDisconnect (hCard, SCARD RESET CARD) ;
if (retCode != SCARD S SUCCESS) a a
{
// Disconnection failed
}
else
{
// Disconnection successful

}
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5.1.7. APDU iEEH

SCardEstablishContext

A 4

A

SCardListReaders

i

A

SCardConnect

il

TR
g
e

SCardTransmit

SCardDisconnect

E3: ACR1552U APDU ife Kl
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Advanced Card Systems Ltd.
@ Card & Reader Technolc:-gieys
5.1.8. EEMANER

SCardEstablishContext

A 4

A

SCardListReaders

i

SCardConnect

\ 4

SCardControl

SCardDisconnect

B4:. ACR1552U H iz AL R
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Advanced Card Systems Ltd.
@ Card & Reader Technolc:-gieys
5.2. EmAE e RN

5.2.1. ACOS6-SAM E#44

$v 48 SAM £ H#r4. CCID LA LA H PCSC API () SCardTransmit() i) 5 #% K% £ &4
48 APDU.,

2. 7 E, ACOS6-SAM FLXEENT T ACR1552U 1 5 25 9HE SDK, Il EEIRIES BN A5
ACOS6-SAM +. 2ii7% 7 #F ACOS6-SAM i S HIHr 6 15 BRI 1743, 1EHZF ACS #1E £ F MK
ACOS6-SAM Z=£F /.

5.21.1. 4L (Generate Key)

i A B RS S R B A Ry BCE Y], IR ACOS3/6 s e R A, M A K
RHH.

APDU #iH

CLA  80h
INS  88h
00h M 8 FiE Y
P1  0th  ‘Ef16 FTiEH
02h Rk 24 T

P2 HIT AR R R YIRS

P3  08h
EICITIN VN1
R SE HO M LR SOIR A 77«

SW1SW2 B

69 86h AKik$% DF

6A86h P11 P2 L

67 00h  P3ANIEH, 2470/ 08h

6A 83h  7E EF2 HhkANFHEE K& ik
69 81h EF2 Tk (iR, U745
6A 88h  FLAEF| EF2

62 83h 41 DF #8iE; EF2 #8iE
6983h /it N0

69 82h ANV 2 2 A A

6A 87h HE 1) E %A SRR 3DES N
6108h  m4&5E, Ki% GET RESPONSE 4R
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5.2.1.2. FHBIESE (BRBAN) (Diversify (or Load) Key Data) )
2 i 4 B 4 BOR 5 IS SAM R & IF AT IS B 1E . K A1 5 A CBC WA I B A 4

G/ TP
CLA  80h
INS  72h
b7 b6 b5 b4 b3 b2 bl b0 H
-0 0 0 0 0 0 1 #sSc)
-0 0 0 0 0 1 0 ikfEH(Kacer)
-0 0 0 0 0 1 1 feupwm
PlL. - 0 0 0 0 1 0 0 Rp%
-0 0 0 0 1 0 1 EEmesedEsE
-0 0 0 0 1 1 0 ikAE
0 - - - - - .- eFEIEH
T - - - - A
FEHAM R
Bit7: 1= 437 EF2 th iR %4
P2 0 = 4 F#4] EF2

Bit6-Bit5: 00b - RFU
Bit4-Bit0:  #H&K 5l
# P1=1-4, 1| P3 = 8/16,(4 R 55N AES, | P3 = 8/16)
#P1=5P3=0
P3 ¥ P1=6,
P3 = 8 (LM% DES/ 3DES/ 3KDES)
P3 =16 (F % HMK LN AES)

WHRP1=1-4, BPRMOFIS, (EHHENAES, HiRR% S RNF
Hl%, BEE RIS JE A - “0000000000000000” )

B ym 1 = 5, oo
W% P1 =6, DES/3DES/3KDES/AES CBC ¥4 H) & -
R E e LR SO

SW1SW2  iBf

6986h  £ik#% DF

6A86h  P144i%, P1U40N 1-6

6700h  P3fi%, P3ZiN8 (5 0)

62 83h H DF #8iE, 50 EF2 #i8UE
6982h AN

6A88h A F| EF2
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@ Advanced Card Systems Ltd.
Card & Reader Technologies

6A 83h EF2 A 245 5E 1 %541

6981h  EF2 Xk (FDB. MRL ZA—%0
6A87h  fiiEHIEPIASCHFINE

6983h  fHE BT

90 00h AR HPREY], A7 SAM 174 a5

5.2.1.3. % (Encrypt)
Zin A4 DES B{ 3DES Bk kN5, ©affH:

1. 5 ACOS3/6. DESFire®. DESFire® EV1/EV2/Light 5t MIFARE Plus < J A8 B AR AR s i 72
Y.

IIHCER] CERD)

HE I = .

il P IR B S 2 B R AT N

4 MRS, % ACOS3 %A L2

APDU {iH§

o &~ Db

CLA  80h
INS  74h

b7 b6 b5 b4 b3 b2 bl b0 iiiff

- 0 0 0 0 0 0 - ECBH®

- 0 0 0 O 0 1 - cBCHi

- 0 0 0 0 1 0 - ZE#EMACHR

- 0 0 0 0 1 1 - MACHR

- 0 0 0 1 0 0 - #%ACOS3SM%rs

-1 0 0 1 0 1 - MIFARE DESFire &

-1 0 0 1 1 0 - MIFARE DESFire EV1/EV2/Light
P1 Jn

- 0 0 0 1 1 1 - CMAC

- 0 1 0 0 0 O MIFARE Plus 14

- 0 1 0 0 0 1 MIFARE Plus s

o - - - - - - 0 3DES

o - - - - - - 1 DES

i - - - - - - 0 3KDES

1 - - - - - - 1 AES

- - - - oo - - b -RFU
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APDU #H

P2 {83 ] Load Key IhAETE SAM 40 1 2540 «
1 - fHEHERR S Ks X T g
2 - fERIBCE A Sc o B e T n s

P2 3 - A AR R R AT

0 - [ ENC (Sc, Ks)

Wik P1.b3 = 1 5 b5=1, P2 A 4A 1

W P2 = 0h, P1 AT LA 0 5L 1

P3 <128

#I5E P 1 bit 3 R T 1, 3 H P1 (K bit 5 A A% T 1

P3 - IR P2 = 1-3, 8 (DES/3DES/3KDES)ak 16(AES)Ifis 4k, i 128 77
SR P2=0,0
B S
W P2 b6 = 1, F s AN 1% A2
o HISCHHEMIKE
o DESFire R a2 MR kKA
e DESFire £ a4 A+ Ak
o B
4 P1=A1h, Zm#%H T MIFARE Plus fir 4
o IR MFP 42— MEEFEMS, it iZ%2: Command
Code(1 /M771)+BlockNum(2/4 /775 )+Value(4 1~7715).
o IR MFP iy & R EOE M, HR MR 0N 1% 2&: Command
Code(1 MF5)+ PPS1(1 M)
o R MFP 421, #¥umtlNiZ2: Command Code(1 ™
1)+ BlockNum(2 ~771).
o WRMFP&4ESE, H¥EMHKNZEZE Command Code(1 4™
1)+ BlockNum(2 /71 )+plaintext
s P1=A3h,
o 1 ICCIRMMIEHE (A SCHE, #1EE RMAC A&
RMAC)

5 ET 2% FH Authenticate EV2 First/ Authenticate EV2NonFirst #7447
ik, N P14 CDh & 8Fh.

e I P1=CDh, NIIn##1E T DESFire EV2/Light fiv 4. #dE 1

% 2 URE %S
A S A

o Wk P1=8Fh, JIJ CMAC J&H]T DESFire EV2/Light fi & BMi 5 o
Ho (s U 1% 2 -

> EV2m4: a4 RS CMAC £d)

> EV2WiRN: SRE EV2 158 5

> Light 4. B84 (A% CMAC s
CLA/P1/P2/Lc/Le F75) .

> Lightmi: SkE Light ] SW2 Flui 5 $4E .

o UNE EV2/Light £AUR LIRSS AT A SCHHE, TEHE M 24 & 00h, I
RiEZE SAM .
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R S BRI RLAR SOR A 45 -
6986h  AKikfF DF
6A86h P13 P2 L
67 00h  P3 AL
6A83h  ACOS Hibr# R #mtss (£ Diversify iy &£
61 XX I sek, 6 GET RESPONSE FKH4: #t

5.21.4. f#% (Decrypt)

Zan A FTiEid DES. 3DES i AES HiL k& HdE, ©aiH:

1. 5ACO0S3/6. MIFARE DESFire. MIFARE DESFire EV1/EV2/Lightzi MIFARE Plus—+ 41 H.
DA R A T

S R .

R %

A PR AR B B o 4 B B A7 25

. R IR EEACOS3 % A ST S K

A6 I a5 ACOSS 22 44 LIl B 34

APDU i8]

a~onN

CLA  80h
INS  76h
b7 b6 b5 b4 b3 b2 bl b0 P
- 0 o o0 0 0 0 - ECBH#R
- 0 o o0 0 0 1 - cBCHR
SR %
) 0 o o 1 o o . i;g%@ ACOS3 %4
- 1 o 0 1 0 1 -  MIFARE DESFire fi¢#%
o - 1 o 0 1 1 0 - EIFARE DESFire EV1 fi#
- 0 1 0 0 1 0 -  MIFAREPlus f#%
o - - - - - - 0 3DES
o - - - - - - 1 DES
1 ) - ; - - - 0 3KDES
1 - - - - - - 1 AES
o 0 0 0 - - - - FiArfibfE-RFU
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APDU #H

P2 & A Load Key ThAE/E SAM £+ 73 HUH 1) %8«
1 - (R Ks 4 BE AT i 2
P2 2 - B Scxt T iR
3 - A 2 B O A AT
0 - i&[a DEC(Sc, Ks)
P3 <128
1% P1 = A5h, P3=16/32/48
P3 Wi P11 bit 3 AZET 1
- Wf P2 = 1-3, 8(DES/3DES/3KDES) sk 16(AES) 5%, i 128 7
-ME P2=0,0
L
W P1 = ASh, FdE 2 02 1 SeA
WIR P2b6 =1, FdisaUnii%2:
o HISCHEIRMIKEE, wiRARA, {HFH 00
o DESFire R a2 MR kKA
Wi o DESFire K K& AR F sk
o INEMISCA
56T CA% FH Authenticate EV2 First/ Authenticate EV2NonFirst iy 4 58 BGAIIE,
H EV2/Light £iR [0 253 i K i CMAC f%dE, ) P1 RN CDh. $diE ks
EWATSE
o EV2maR: SKH EV2 1588
o LightmiRi: 3k [H Light () SW2 Film 5 44 .

R S BT LR SOR A 745 -
6986h  Ki%#% DF
6A 86h P13k P2 £k
67 00h  P3 IEff
6A83h  ACOS Hir#HAMEA L ([ Diversify v &4 % $)
61 XX fiRas e, % GET RESPONSE #iHu 4t #

5.2.1.5. iAiE#E% (Prepare Authentication)

Zar A T IAE SAM £ (fE %) XFF ACOS 3/6 -, m# MIFARE Ultralight C/MIFARE DESFire
“£/MIFARE DESFire EV1/EV2/Light £/MIFARE Plus K& .

APDU #iH

CLA  80h
INS  78h

00h - 3DES
P1

01h - DES
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APDU M

02h - 3KDES (MIFARE DESFire EV1/ACOS3)

03h - AES (MIFARE DESFire EV1/MIFARE Plus/ACOS3)

80h - 3DES ({¥fR MIFARE DESFire 4iF)

81h - DES (Y[R MIFARE DESFire I:iiF)

HE - RFU

Oh - 7 ACOS3/6 KiF ik a1 B

01h - MIFARE Ultralight C/DESFire ¥:iiF, @it (/i) Zufias s
05h - MIFARE Ultralight C/DESFire ¥iiF, @i it & inas %4

02h - MIFARE Plus iAiE. A SL1 %] SL3 #1 YGAIE

P2
03h - MIFARE Plus IAMF. M SL1 & SL2 A IE
04h - MIFARE Plus iAE. M SL2 3| SL3 FIERFEINE
06h - MIFARE DESfire EV2/Light
AuthenticateEV2First/AuthenticateEV2NonFirst/Mifare Plus EV1 2244 3 k1%
P3 8 - (P1=00h, 01h, 02h, 80h, 81h)

16 - (P1=03h)
¥ RN

eS8 IR LR SORZS 795
69 86h AKikf% DF
6A86h P11 P2 L
67 00h  P3 ANIEHf, L4 08h
BA83h  ACOS #%H (KT mk KC) Kuk#uhds, (i Diversify 2% H)
6982h i L A%t
6110h 458k, Ki%X GET RESPONSE Hi4:

5.2.1.6. RBRKIAIE (Verify Authentication)

A A H T’ % ACOS 3/6. MIFARE Ultralight C. MIFARE DESFire/MIFARE DESFire EV1 H{
MIFARE Plus Xf T & ) &vkit, WarEm A R %48 Ks.

APDU ViEA

CLA  80h
INS 7Ah
00h - 3DES (P2 = 0)
01h - DES (P2 =0)
P1 02h - 3KDES (P2 =0, ACOS3)

03h - AES (P2 =0, ACOS3)
HE - RFU
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APDU Vi

00h - # I ACOS3/6 WAiFik[FlfE &
01h - &% MIFARE Ultralight C®/ DESFire®/ DESFire® EV1 A IEIR FIfE &

‘

P2
02h - &I MIFARE Plus AEIR [B]15 5, 8¢# MIFARE DESFire EV2/Light
i) AuthenticateEV2First/AuthenticateEV2NonFirst iz [A]{E &
08h - (P2=0,P2=1, HilfE%4H}XH DES/3DES)
P3 16h - (P2 =1, HiIHE%4XH 3KDES/AES)
(

16h - (P2=02, H. MIFARE Plus i&[fl %4 ek(RndA’ ))
32h - (P2=02, H MIFARE Plus i&[FI4(# ek(TI+PICCcap2+PCDcap2))

ACOS 3/6: DES (Ks, RND1)
A MIFARE DESFire/ DESFire EV1/EV2/Light i% [1|%#i: ek(RndA’ )
MIFARE Plus i% [F1 %% ek(RndA’” )=k ek(TI+PICCcap2+PCDcap2)

R RE HO A LR SOR S 75 -

SW1SW2 iHd
6986h  AKik#% DF
6A86h P15 P2 L
67 00h  P3ANIEH, 24%i/ 08h

ACOS-SAM i 2240 RNDT &5 #5545 . 14/ PREPARE
AUTHENTICATION i 4 5k A4 iliix 26555

6982h  HIEAIEH
90 00h H¥5 1EHs, ACOS A EIMIERLY)

‘

6A 83h

5.2.1.7. ACOS #&HIK &K% (Verify ACOS Inquire Account)

Zar A T2 ACOS3/6 K F & Ak P ek ar 4. B H SAM B4 HUEEAKIE ACOS3/6 iR [F 1)
MAC B8 I 5 TE A

CLA  80h
INS  7Ch
b7 b6 b5 b4 b3 b2 b1l b0 s
- 0 0 0O 0 - 0 - ACOSINQAUTHJEH
- 0 0 0 0 - 1 - ACOSINQ AUTEH
o - 0 0 0O 0O 0 - - ACOSINQ ACC_MAC #JiH
- 0 0 0O 0 1 - - ACOSINQ ACC_MAC H
o - - - - - - 0 3DES
O - - - - - - 1 DES
1 - - - - - - 0 3KDES ({{ ACOS3)
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1 - - - - - - 1 AES ({¥ ACOS3)
P2 Oh
P3 1Dh

iR % ACOS KA1 INQUIRE ACCOUNT iy 4 iR [A] i i i e

R RE B A LR SOR S 77 -

SW1Sw2 B
6986h  AKik#% DF
6A86h P15 P2 L
67 00h P3 AN IEH

ACOS # % Ks B Kacer RHE& L4 {4 4 DIVERSIFY #y 24k Kacer; W&
A, @i “Prepare Authentication” 4k Ks.

6F 00h HARH MAC A IE T
90 00h AR P MAC IEH

6A 83h

5.2.1.8. ACOS k32 5#% (Prepare ACOS Account Transaction)
N T A ACOS3/6 7t (Credit)/f13k (Debit) iy 4, A Z4iiHHE MAC it ACOS3/6 #4744 «

APDU #iMH

CLA  80h
INS  7Eh
b7 b6 b5 b4 b3 b2 b1l b0 b
- 0 0O O O O O - ACOSTRNS AUT &M
- 0 0 0O 0O 0 1 - ACOSTRNS AUT M
P1 O - - - - - - 0 3DES
0O - - - - - - 1 DES
1 - - - - - - 0 3KDES ({{ACOS3)
1 - - - - - - 1 AES ({{ ACOS3)
E2h: %8
P2 Eahizﬂ:ﬁ
P3  0Dh
RESE I RLAR SORS
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69 86h A%k DF
6A 86h P1 85 P2 L4k
67 00h P3 RIEffi, W% 0Dh

ACOS %% Ks B Kacer RME& L4 144 DIVERSIFY @24 Kacers WIid&
M, il “Prepare Authentication” 4k Ks.

61 0Bh frA5e, &Ki% GET RESPONSE Hu4h

6A 83h

5.21.9. JFKIEFEYK (Verify Debit Certificate)

X ACOS3/6, # DEBIT & i) P1=1, ik Al —MHIFKAESS . W) BLE R BB iy 4 ) 45 1A
ACOS3 fi i S 1% SO IZ A UE S BEAT R A

APDU {iH§

CLA  80h
INS  70h
b7 b6 b5 b4 b3 b2 b1 b0 B
- 0 0 0O O O O - ACOSTRNS AUTKJHH
- 0 0 O O O 1 - ACOSTRNS AUT/GH
P1 o - - - - - - 0 3DES
o - - - - - - 1 DES
1 - - - - - - 0 3KDES ({X ACOS3)
1 - - - - - - 1 AES ({X ACOS3)
P2 Oh
P3 14h
Hm Bk
R 52 e REAR SOR 775«

SW1SW2  iBf

69 86h K &EF DF
6A 86h P1 8¢ P2 L3k
67 00h P3 ANIEHE, W2 14h

ACOS %4 Ks 3¢ Kacet AR LS ; 1 DIVERSIFY fix &4 i Kacers W&
A, 147 PREPARE AUTHENTICATION 4 Ks.

69 82h ANV Ak
6F 00h DEBIT CERTIFICATE T3k
90 00h .2, DEBIT CERTIFICATE H ik

6A 83h
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5.2.1.10. HUE4H (Get Key)

B Ay 22 MU ET SAM 383 (SFI=02h) %4t N 7 4h—7k ACOS6/ACOS6-SAM
Jry Xl BT U R ] DA B A 2 BOR SE . XA EORT DARA OR A S N B B 32 20 2 A 256
AT I PR Y

IEAh, Za A ] DU IS B B, A e A A T SAM 2 S0 (SFI=02h) 7 N ACOS7/10.
MIFARE DESFire. MIFARE DESFire EV1/EV2/Light 5t MIFARE Plus . iXFE# AT DA (R4 5 N5
BH 2 B I # R0 SR E D R

AL (W, ACOSB-SAM 2% T4 4.2 %) W B TR IIGEIF & bit7 USHEARE) , H
SR SCAT ORI, L JE ] Get Key A 7] LR BRAS B K B A 4] . Bit7 W B 5, 8/ — B
W, TEATART R R #AE A % HA# ] Read Record 4o

FHCE A APAT 20T, C@dHEINE (ACOS6-SAM % F-H 4 6.3 1) bR A B IAF T FE,
5% /& MIFARE Plus/MIFARE DESFire [AH HAMEILIFETE H AR R B oh @ sr 7 it %8 .

2: GET KEY iy S K ESIKZ HIEH -

APDU {5

CLA  80h
INS CAh
HussiH, fit ACOS KB/ 34
00h "ML & MSAM ) EE A
01h WM EHE A 16 N7 170 BUE A
02h i REAH 2 24 AN ) 4 B
03h R4 & MIFARE Plus F[f] Change Key 774
%4, ik DESFire REE X% 4H, N 44 {it DESFire/DESFire EV1 B %41 .

LuES AR S FE & B 5 FEAKRE
MIFARE | . P
800 pESFire #E MIFARE DESFire - Fr 2 AR ) b
i MIFARE =
i NG |
81 DESFire EV1 7£ MIFARE DESFire EV1 & H 2 ANFE b
MIFARE _ . v
g2h  SEAnC . {EMIFARE DESFire EV1 R 7R Y 2
MIFARE _ — o
88h  DESFire #£ MIFARE DESFire - /i H 2 H 7 1) P
goh  MIFARE 7E MIFARE DESFire EVA1 - /4 it H R 16477
DESFire EV1 B 1
MIFARE | — o
8AN  DESFire EVA E MIFARE DESFire EV1 & A o & A 7] 1 =

P2 SAM H1f) Key ID (FHFAZ 5 i & 4D
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APDU  #iHH

#i P1=00h, P3=08h
47 P1=01/02h, P3=10h
#i P1=03h, P3=0Bh
+i P1=80/81/82/88/89/8Ah: P3 = 0Bh & 0Dh
# P1 = 00h, 1744 N RNDrarget
#i P1=01/02h, 4% N RNDraget + HAR KA HIFSIS (83L5)
#i P1=03h
- bR A WFESS (8 575)
- 54 (A0 A1) (1 AFHD)
- BNr (2 4~ 575)
¥ 4 P1=280/81/82/88/89/8Ah:
- HAsRAWFSS (871
- ¥145 Key ID (SAM RH1 1) Key 17fi# T #1456 key, 00=DESFire R [1ERIA Key)
- Key No.(DESFire ] Key No.)
- Key Version (DESFire K11 Key kA, ki, {EH=0)
- i C6 (k)
- KeySetNo (AJi%k)

P3

* RS AR RS BEA A Change Key fll Authenticate Key, B3 9125 42 7548 FAH [F) A48

R S BT LR SOR A 745 -
swiswe gy

69 85h  SAM I FREEH RS L
62 83h 457 DF #80E, 20H b EF #8iUE
6986h  Ki%#% DF
6981h  KEY CHFMZERIEE R, R A HR A AR K0
69 82h HAR SO Sk B ARSI AV 5, Bl ANl 2 e 4 A
B6A86h P13 P2 L
67 00h  P3 ANIEH
6A 83h H bR IR MR 1 s P N T 16
611Ch @4 Th, i GET RESPONSE 3kHL4E H
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5.3. ek B R X

5.3.1. ATR 4R
EESELIE PICC 5, —/ ATR & %1% % PCSC WKz)3kil% PICC.

53.1.1. ATREE®R GEFT 1S014443-3 PICC)

FH & i | ViBH
I E—— ey orea
0 3Bh L
F
1 8Nh T0 EREF8E IR JFEAGFEATAL. TB1FTCT, HA{EATD1.
IR N RoR 1 s #5 144 (HistByte 0 - HistByte N-1)
5 80h D1 EREFI8E R JFEAFATA2, TB2FITC2, H{EATD2.
R 0 RoR PR RALN T=0
3 01h D2 FREFEA0R R G SEAAEETA3. TB3. TC3MITD3.
27T 1 BRI CERALN T=1
80h T KRR, 80K NAE T I% () COMPACT-TLV HdE %} % vh 5
FAE— RS RRF
4Fh N BRI AT AE AR IR
4~ 0Ch K
34N RID Tk MR A 3R A (RID) # AO 00 00 03 06
SS PR
C0 ..C1h R AR
OOOOOOhOO RFU | RFU # 00 00 00 00
4+N uu TCK | TOETKIWATG 75 % AL 57 L
Bi4m.
MIFARE Classic 1K< JATR = {3B 8F 80 01 80 4F 0C A0 00 00 03 06 03 00 01 00 00 00 00 6Ah}
Horrs
KE(YY) =0Ch
RID ={A0 00 00 03 06h} (PC/SCI{/F‘?H)
FRHE(SS) = 03h (ISO 14443A, H#3%47)
EH4FR(CO..C1)  ={00 01h} (MIFARE Classic 1K)
FRHE(SS) =03h: 1SO 14443A, 34
=11h: FeliCa

| H &#K(CO ..C1):

00 01: MIFARE Classic 1K 00 38: MIFARE Plus® SL2 2K
00 02: MIFARE Classic 4K 00 39: MIFARE Plus® SL2 4K
00 03: MIFARE Ultralight® 00 30: TopazfilJewel

00 26: MIFARE Mini® 00 3B: FeliCa

00 3A: MIFARE Ultralight® C FF 28: JCOP 30

00 36: MIFARE Plus® SL1 2K FF [SAK]: i€ X HIFRZE

00 37: MIFARE Plus® SL1 4K
5.3.1.2. ATR{EBKR GEHT 1S014443-4 PICC)

FI =l PRic i85
0 3Bh WIGH T71F

FEREFEI8ER IR JFEAEATAL. TB1HMTCT, HAEETD.

1 8Nh T0 . _ " . .
{2540 N #3774 048 (HistByte 0 - HistByte N-1)
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T M FRic i

EREFE8E IR JEEEATEAETA2, TB2ATC2, HAEAETD2.
2 80h TD1 o
771 0 Rl AN T=0
ERE T 0R R G LA TEETA3. TB3. TC3MTD3.
3 01h TD2 N e s
K7 1 RN ERAN T=1
XX T1 iy,
ISO 14443-A:
K EATSH R (K7 7735, S3%1S0 14443-4b5 i
4 ~
Tk
3+N XX ISO 14443-B:
FHi1~4 FHi5~7 T8
ATQBHI N 5 ATQBHITMUE BT | 7 1=ATTRIB
¥ A IMBLI; k3
FH5(RFU)=0
4+N uu TCK TORETKHI A 75 % 7 8%
11

MIFARE® DESFire®fJATR = {3B 81 80 01 80 80h} // 6 /M7 i fHIATR

2E: [EHAPDU“FF CA 01 00 00h” X #4275 4180 14443A-4PICCiF 277 41SO 14443B-4/17
PICC, 7-HUIRGH, EAEEHATS. #41SO 14443A-3241SO 14443B-3/4 f9PICC £ 7]
ATS.

APDUfi74 = FF CA 01 00 00h
APDUmMi;. =06 75 77 81 02 80 90 00h

ATS = {06 75 77 81 02 80h}

2.

EZ-Link(JATR ={3B 888001 1C 2D 94 11 F7 71 85 00 BEh}
ATQBITI N 58 =1C 2D 94 11h

ATQBHIHMUE B =F7 71 85h

ATTRIB/#*JMBLI =00h
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5.3.2. APDU. #F APDU flIEFEH w4

CCID HLAT bL £ PCSC API :f) SCardTransmit()1i45 # 43 K /1 %47 (Native) 43k
APDU. X}F PICC, #n%H+k H 3 #F 1S014443 5 4 #4071k Innovation P, 25 284
IAPDU FT R W irh B4 KIEZE R B, A2 /APDU AT IEHT . W A SCRRIZ PRI 0L,
2> 1) CCID EHLIR[AIEE “6A 817

E: HT Microsoft Window ¢ H5%2 fe RENHHEIAH, Microsoft Window T] A4 - F HH /s I [A] - R 3%
APDU #54 . ZifE< (i DESFire K#EA 1ISO APDU #ix, ik LR EmS, RIEEE R
Fro HEE T, Microsoft Window &7 R A4 T HERMNKE 10 B EE Rk (@
PC _to RDR_IccPowerOff) .

5.3.3. PICC i) PCSC #AF APDU GHREET &)

% FA i (Pseudo) APDU H T iRl #: V5 dE £ fi . CCID E ML Al LLfEH PCSC API EPEI’J
SCardTransmit() 7] 1525 &% K %X APDU. R 2|FH APDU J5, &5 #SfEAd kg n £ a4,
RIGRIBL R A A HE X RE N4, 185 a8 F B 6 2 m vk [F145 CCID E L.

5.3.3.1. 3REUIE (GetData) [FF CA -]
B4 PR OE L R R HOHGR, BRSSPSR,

PN
IJI?J/?\

Get Dat FFh | CAh IR oon
e ata
- (4K)
mASH
P1 P2 X

00h 00h | 3RHLF A (19 UID/PUPI/SN
01h 00h | ZRHU A ZKES 4 34009 ATS

02h 00h | FREXLL R R BM BRI
AZ: 27 ATQA/ATVA + 4/7/10 =75 UID + 1 F i /5 —1 SAK.

B5: 12 775 ATQB
IRELCA N R 2o UM o 5, A%y
A% 277 ATQA/ATVA + 4/7/10 =275 UID + 1/2/3 71 SAK.

B2%: 1277 ATQB
80h 00h
FeliCa: 17 i ATQ (+ 6 ¥ ATTR, . #i%)
SRI: 8 F# UID + 1 FH 5 H ID.

ISO15693: 1 % DSFID + 8 %5 UID
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CTS: 4777 SN + 2 77 ATQT

Innovatron: 4 %7 SN + 1 = kR&s k.

i 87
W e LB 5
g g SW1 SW2
M) I PR A5
R SW1 SW2 \ X
&Ih 90 00h AR BT 5E
AT 6X XXh e
BN

R T A SLIERN PICCH 41 5
UINT8 GET_UID[5] = {FF, CA, 00, 00, 00};
SREL DL ST IE R 1ISO 14443-A PICC /) ATS:
UINT8 GET_ATS[5] = {FF, CA, 01, 00, 00};

5.3.3.2. jn#E#4 (Load Key) [FF 82 ...]

Wi 4 T 160 2 B 2 v X5 48 8 1O A B3 B g2 b DO B A8 . B0 X R T B R A7k X, BLT Y
WA TINIE Mm@ A2 R A Bl e .

4
CLA NS RS e )
BRAEF 42 BREA K
Load Authentication Keys FFh | 82h 00h )'ffﬁ'ﬁ{qjlz moAR FREAE
5 (0-1) B
KR
RAEE  BHIKRE (o) BEEIRCR (B DR
MIFARE Standard -
MIEARE Plus SL1 06h 6 717 Crypto1 Key A/B.
MIFARE Plus SL1
us 16h 6 =77 Crypto1 Key A/B + 16 547 AES Key.

MIFARE Plus SL2
MIFARE Plus SL2 06h 6 F 1N Crypto1 Key A/B.

MIFARE UltraLightC
MIFARE DESFire

10h 16 17 2K3DES Key.
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Wi IR 25
g3 SW1 SW2 \ X
&I 90 00h PAE IR Ih 5E K o
Gl 6X XXh N

BN

1T 5 AR (36 B 00h In#R% 91 {FF FF FF FF FF FFh}.
APDU = {FF 82 00 00 06 FF FF FF FF FF FFh}

5.3.3.3. iAiE (Authenticate) [FF 86 00 00 05 ...]
A A TR A PAT VRS R . NUERID S, P T RA7 il 52 R4 /1T .
i Load Key i 4K IEAf (1% 504 4 B B R X 548 52 2 P X

PSP
i &

=
2
4
N
b
=
=
T
3
i

Authenticate FFh | 86h 00h 00h 05h W

01h 00h (RFU) H g1k HHIRM EHGRMIX S
bk AN B
FRE Huhk HHRA

MIFARE Standard
MIFARE Plus SL1 00h~FFh: ¥k 0~255
MIFARE Plus SL2

60h: Crypto1 Key A
61h: Crypto1 Key B

MIFARE UltraLightC | 00h (RFU) 80h: 2K3DES
MIFARE DESFire 00h~0Eh: DESFire %5 0~14 0Ah: 2K3DES
i) PR A5
gEm SW1 SW2 \ =
I 90 00h AR BT 5E B
Gl 6X XXh P
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BRX B BERk
ANE ANE A~ A N3 A
F 16 M HIX, ’%{Jﬁlz@a4 SR (34, 5k 16 FH) (148, 16 )
X 0 00h — 02h 03h )
BIX A1 04h — 06h 07h
> 1 KB
HIX 14 38h — 0Ah 3Bh
BX 15 3Ch — 3Eh 3Fh J
#4:. MIFARE Classic 1K FEINIEEWM
WX
g Bk
AN N A A N3
R g 24T g, mte ) (148, 16 57)
X 0 00h ~ 02h 03h )
FE X 1 04h ~ 06h 07h
; > 2KB
X 30 78h ~ 7Ah 7Bh
HIX 31 7Ch ~ 7Eh 7Fh y
X
A Bk
ANE ANE A~ 16 AN
R iy 0 o (s, w5165 (144, 16 57)
FIX 32 80h ~ 8Eh 8Fh )
X 33 90h ~ 9Eh 9Fh
> 2 KB
X 38 EOh ~ EEh EFh
FIX 39 FOh ~ FEh FFh J

#5: MIFARE Classic 4K <N fE45H

ACR1552U &% - &%5Fi

JiA 1.08
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S5 K 2 3 b

75 SNO SN1 SN2 BCCO 0 \

Frol s SN3 SN4 SN5 SN6 1

A I/ BCC1 P LockO Lock1 2

OTP OPTO OPT1 OTP2 OTP3 3
HAE 35 Data0 Data1 Data2 Data3 4
HHE 35 Data4 Data5 Data6 Data7 5
HHE 5 Data8 Data9 Data10 Data11 6
512 fir

e Data12 Data13 Data14 Data15 7 &
HE /5 Data16 Data17 Data18 Data19 8 64 51
Bl s Data20 Data21 Data22 Data23 9
Bl s Data24 Data25 Data26 Data27 10
Bl s Data28 Data29 Data30 Data31 11
i/ s Data32 Data33 Data34 Data35 12
B s Data36 Data37 Data38 Data39 13
i/ s Data40 Data41 Data42 Data43 14
B s Data44 Data45 Data46 Data47 15 /

%26: MIFARE Ultralight () 4 fE45 1)
P
I BEAEF{TYPE A, %45 00h}iiES: 04h. PC/SC V2.07

APDU = {FF 86 00 00 05 01 00 04 60 00h}

YE: MIFARE Ultralight i 25 7792 i, F A7 7] L E HI D71 -
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5.3.3.4. BEEXR—i#lH (Read Binary Blocks) [FF BO ...]

b4 F T AR E B BUIE I 2 BT 46 A PICC SR 8 T OBt . ARG R A RBAN T, ] ey
AR, F AT RE TR A REAT DIEFF IR AT X LE R T U7 [ AR

PANS
HE

>

Read Binary Blocks FFh | BOh P AT (a5 AR R

P1/P2 (FE=CATHHE)
P1[7:4] P1[3:0] + P2[7:0]

B FEEHHE (MSB ZERD)

MIFARE Standard Oh: Wi 2 i
MIFARE Plus SL1 St 4 e 000h~OFFh: # 0~255
MIFARE Plus SL2 e

MIFARE UltraLight

h (R h~02Fh: 7 0~47

MIFARE UltraLight C Oh CfRED 000h~0 o
SRIX4K/SRT512 Oh CLEE) 000h~07Fh: 1t 0~127

" OFFh: ZAZiIXi
PicoPass oh (fRE) 000h~0FFh: 3t 0~255
1ISO15693 Oh (fRED) 000h~7FFh: Ht 0~2047
Topaz/NFC Type-1 4532 | Oh (fRE) 000h~7FFh: 5t
CTS Oh ({8 000h~01Fh: Ht 0~31

Le (RFEEUA 5740

kit FHO FHA1 FI 2
00h: 2HY 256 F 7

fai -

01h~FFh: Bt 1~255 F7 5

0000h: 2HY 65536 F

K 00h )
0001h~FFFFh: il 1~65535 i
i SRR A5
gR SW1 SW2 A&
W 90 00h BeAE R Ih 5E %
iR 6X XXh N

Page 38 of 92

ACR1552U %1 - S%Ffit info@acs.com.hk

JRZs 1.08 www.acs.com.hk




@ Advanced Card Systems Ltd.
Card & Reader Technologies

(IR

I 3 He 04h HFiE 16 745 (MIFARE Classic 1K 5% 4K)
APDU = FF B0 00 04 10h

11 33 80h JF 4R EL 240 3 (MIFARE Classic 4K)

// Bt 80h Z B 8Eh (15 M)
APDU = FF B0 00 80 FOh

5.3.3.5. FE#FH—it#lHk (Update Binary Blocks) [FF D6 ...]

e 4 F T B & Y T E 0 B R4 T PICC B NIEE 71T CRAURBYTUR NI REED R, )
PR RO, AR, FPT AT RS R B e AT UE 3455 e/ T 5 1 AP

I P P9 BT 5 N B T RSO R e A W E (i MIFARE RIGEFED o BT BLR SRS

USRS NEE R O B ARG, FTRESIE R BIAE. T TR R BIUE MRS, AR [ 2 a ik
[T, JERE—A APDU fir 2 [ 2N H U5 AN H s .

PN
IJI?J/?\

Update Binary Blocks FFh D6h AT A REANRTF T E gﬁ
P1/P2 (FEsUAIthbE) 1 Write Size — 2 (H/T R/
- P1[7:4] P1[3:0] + P2[7:0] WIT D (235)
B oG HHE (MSB ZERT)
MIFARE Standard
MIFARE Plus SL1 ah /:;; F';Bi 000h~OFFh: #t 0~255 16
MIFARE Plus SL2 e
MIFARE UltraLight
MIFARE Oh ({RED) 000h~02Fh: T1 0~47 4
UltraLightC
SRIX4K/SRT512 Oh (f#ED SRIX4K/SRT512 4
PicoPass Oh (¥ PicoPass 8
1SO15693 Oh (f£ED 000h~7FFh: 1k 0~2047 1SO15693
Topaz/NFC Oh: GLREHEFR ) N
L 000h~7FFh: =ittt (i1 78h)5k 8(H )

Type-1 b5 8h: AR
CTS Oh (8 000h~01Fh: 3t 0~31 CTS
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Le (eSS AM 775D

RA - =FHoe FHA1 FH 2
5] 01h~FFh: B\ 1~255 /N5 -
S 00h 0001h~FFFFh: 5 A\ 1~65535 /771
RN ]
LEE SW1 SW2 HX
&Ih 90 00h B I 5E %
Gl 6X XXh PR

B0
11 % MIFARE Classic 1K/4K -~ Hr ) — 3 e 04h #5504 55 4{00 01 ..0OFh}
APDU = {FF D6 00 04 10 00 01 02 03 04 05 06 07 08 09 0A 0B 0C 0D OE OFh}
I1'¥ MIFARE Ultralight -~ H 1) — il Hk 04h (%545 5257 9{00 01 02 03h}
APDU = {FF D6 00 04 04 00 01 02 03h}

Page 40 of 92

ACR1552U %1 - S%Ffit info@acs.com.hk

JRZs 1.08 www.acs.com.hk




@ Advanced Card Systems Ltd.
Card & Reader Technologies
5.3.4. &t (Pass Though) 4

5.3.4.1. Vjld 1S014443-3 i3

AT WA AL Ay & S5 R IE T A 1S014443-3 bt 4, XHEAFH BRI
e ACR1552U-M FW 1.05.00 ok 5 & i A
e ACR1552U-A FW 5.01.00 i = i A<

ACM1552U-Y FW 2.05.00 BB & il A

e ACM1552U-Z FW 2.05.00 ok 5 & i A

WREAER

1SO14443-3 {4 FFh | 00h | 00h | 0Oh KK B Kol
M o
] 7 M) S 9 4R
2R S K SW1 SW2
M 7 AR A A
phE SW1 SW2 X
[5as) 90 00h BRAE ) 58 il
Gt 6X XXh RIK

5.3.4.1.1. 1S014443-3 LH LB ABENS
AT UL WK 1S014443 L7451y & #5435 4% 2.
#ian.

Mifare Ultralight AES 3KHUR A5

60

S LR
FF 00 00 00 01 60
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5.3.4.2. jlA 1ISO15693 #74%

AT WA A% A & G5 R IE A 1S015693 Frifkffidr 4, X 4 (1 B sk i F
e ACR1552U-M FW 1.03.00 i ¥ & i A<
e ACM1552U-Y FW 2.03.00 5 & i A
e ACM1552U-Z FW 2.03.00 55 = i A

s
CLA INS P1 P2 A 2B
P
ISOTS693 87 | Ekn | FBh | ooh | 4 | Hcitkereet | ardm ¥4 | --/00h
~
/\EP:
bR 00h (BRIL) : Hhr B LB E Y 22h. FEILHEOLT, BERFBIETH LS UID.

v IETUARRE S HE X (Custom) % H (Proprietary) iv4 i
FoAt: Bz AH AR bR S HE

M J9f
Mg B2 e L S
ghE R Bk SWi1 SW2
E VRN L
LR SW1 SW2 X
R 90 00h PEEAE RN 5E
R 6X XXh He o

5.3.4.2.1. 1S015693 & NiEiL a4

Zl-fﬁﬁ\éaizuﬁ ¥ 1SO15693 iy & ¥ i NiEfEHE . TREFEME, BEfem BN R 26 kbps H K (1)
. WFAEH 53 kbps K164, £ Errorl Reference source not found. .

il 1.

TREFERER ol AT 2

22 02 XX XX XX XX XX XX XX XX

Hor:

22 AR A

02 TRFFERER oAU

XX XX XX XX XX XX XX XX 8 =717 UID
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S

FF FB 00 22 09 02 XX XX XX XX XX XX XX XX
CiEy

FF FB 00 00 01 02

1] 2:

JEFhk)y R AN HEE e (Wi 4
02 23 00 01

Hr:

02 P EAL

23 Bk 2 Yy XD
00 (s E T RS
01 BEH 2 MR

S R
FF FB 00 02 03 23 00 01

1 3:

TEIE R FIREEENLEL (NXP SLIX2 H & A4
12 B2 04

Hrp:

12 PR AL

B2 IR SR AR

04 NXP A 7= i g i

BAERE

FF FB 00 12 02 B2 04

5.3.4.2.2. TEHHMAIR

TEHIET 1S015693-3 bt E M FTA 4. tich “N/A” AR ARBEATIER .. n 7 & iHix
Loy A AR, 35 KIENEE inffo@acs.com.hk. iHVEE: 1SO15693 RO REA LA I ik d 4.
EARSCRFIE S B N R IR AR TS 1

i AR ¥ ek S
01h o il &5 (Inventory) &
02h SR Al {REFEEL (Stay Quiet) B
20h Al ik L (Read Single Block) &
21h Al ik HHiEL (Write Single Block) &
22h Ak iR (Lock Block) &
23h Al ik £ (Read Multiple Blocks) =
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AR *m Thee S8
24h Al ik 5% (Write Multiple Blocks) &
25h Al ik kP (Select) s
26h Al ik HE NHMY (Resetto Ready) =
27h Al ik S AFl (Write AFD &
28h Al ik #iE AFl (Lock AFD) &
29h Al ik 5 X\ DSFID (Write DSFID) &
2Ah Al ik e DSFID (Lock DSFID) &
2Bh Al ik KA G5 E (Get System Information) £

Alik REZ Pt 4IR%Ss  (Get Multiple Block &
2Ch .
Security Status)
2Dh Al ik Pk £ P (Fast Read Multiple Blocks) 4
30h Al ik ¥ @i (Extended Read Single Block) &
31h Al ik ¥ 5 (Extended Write Single Block) &
32h Al PSR (Extended Lock Block) &
Al ik ¥ B £ (Extended Read Multiple =
33h
Blocks)
Gl ¥ EE 2 (Extended Write Multiple &
34h
Blocks)
35h ] ik PMIE (Authenticate) =
36h Al ik FAHTH (KeyUpdate) N/A
CIp3 WIS 2+ 487~ 77 (AuthComm N/A
37h .
Crypto Format Indicator)
Al ik A INE M e~ TF (SecureComm N/A
38h .
Crypto Format Indicator)
39h Al ik Pk (Challenge) &
3Ah Al ik EEUZE P IX (ReadBuffer) P
3Bh Ak ¥R A S5 2 (Extended Get System s
Information)
3Ch Al TR Z e 2R3 (Extended Get &
Multiple Block Security Status)
Al ik POy iz £ 5 (Fast Extended Read 5
3Dh ,
Multiple Blocks)
A0-DFh H E X IC il i AH <% (IC Mfg Dependent) N/A
EO-FFh L H IC ]38 i A o< ¥l (IC Mfg Dependent) N/A

5.3.4.3. A FeliCa #53%&
il FeliCa #2511t A A [E T il PCSC #il MIFARE #5256 4. a4 4 FeliCa #iyE, T —A

FeliCa it & 4514
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\ CLA \ INS \ fr o BRI
- ABIER | FeliCa 14 (JFETK
s % %0 %0 frrk R LES

FeliCa fiima B &5 0 (Bl + 2 7745)

4 Wi 2 4503

PASEE AR -
1. 5 FeliCa # i i% 4%,
ATR = 3B 8F 80 01 80 4F 0C A0 00 00 03 06 11 00 3B 00 00 00 00 42h
F, 1100 3Bh = FeliCa

2. EHL FeliCa IDM.
#r4 = FF CA 00 00 00h
i % = [IDM (8 “7)] 90 00h
f5l4n: FeliCa IDM =01 01 06 01 CB 09 57 03h

3. FeliCa x4 Vi,
fltn:  “ERHC NATBR.
#r4 =FF 000000 10 10 06 01 01 06 01 CB 09 57 03 01 09 01 01 80 00h
Hor
Felica #ir4 =10 06 01 01 06 01 CB 09 57 03 01 09 01 01 80 00h
IDM =0101 06 01 CB 09 57 03h

WIRE = P77 R
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5.3.5. PCSC 2.0 % 3 4K APDU 184 (V2.02 KA ERRA)

PCSC 2.0 %5 =#B2 HUE i fir 2 I -4 Hadfs AN PR 5 1B WIA% I 20 AR R AR 28, e lie 8] it it 128 W
IR [E1 5 N PR P A, R I D)3 B 8L

5.3.5.1. PCSC 2.0 35 3 4%

Start transparent
session

Y

[ Switch Protocol }

|s the protocol part 27

[ Anti-Collision }

Transparent P
Exchange J‘

Y
[ End transparent }

ses5ion

El5: ACR1552U i% B 2 & it is
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5.3.5.2. & FImMMK APDU #3X

iy A%

FFh C2h 00h ke BIRK Bm B K JE]

HATiRe (1477 -

00h = & 1HE#
01h = FE WAL H
02h = P bl
H'& =RFU

g 7 A% 7
i LA S SW1 SW2
BER-TLV % fd A% d 15

R AR 2R [F] SWA FI SW2 i bma ik (anfg) . SWA Fl SW2 54 1SO 7816 [l E . A
BT CO Hdixt 51 SW1 Sw2.

CO ## ot 5(
s KE (153 SW2
Coh 03h FEOIRAS
RS UL
BIRRE i
XX = APDU HiAs R £ 4wt G 1 45 =
00 = APDU % W45
KXSWISW2 1 01 = 5 1 sttty i
02 = 5 2 MR AR
00 90 00h KRR AR
XX 62 82h B 5 XX S, W5 RE EAFE
XX 63 00h KEREE
XX 63 01h T H e B 2R, 1F1EAT
XX 6A 81h AN SRR X 5 XX
XX 67 00h EAMCEE R X 5 XX
XX 6A 80h EAME B EHRE T 5 XX
XX 64 00h it 5 XX PAT 4% (IFD Joi )
XX 64 01h i 5 XX PATH R (ICC T i)
XX 6F 00h B R XX R, AR

AT AR R RS R XX WS, BaWMADNTZT R E RN R #H 1SO 7816 #t
SE M SW1 SW2 K.

4n Rk C-APDU Hdla b A7 48 2 AN et 5, iy HL b — ANl SR, R4 e 3L e i RAMK
RIGEHE T RO, IFD AT LA EREE TR 4 5T R
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5.3.5.3. EHE&UE (Manage Session) [FF C2 00 00 ...]
Idr & R VFH P TR 21 IR A ThRE, DT 485 . @S 5emUn, H P NSZRIZ R 2.

i BRI, WARAIEBEH], i @RS IS S EEAa N 2R A R B, IFHEEAKE,
BRARIZR B WOIT LS S

Manage Session | FFh C2h | 00h | 00Oh | Cmd ##EKFE | Cmd TLV --/00h
M) PR A& B
V€ SW1 SW2 X

- 90 00h HAE T 7E e

Le = 0x00: Cmd TLV 2 — R, W THERIER, E5%
Rsp TLV.

-- 6X XXh Le=--: Cmd TLV Z—Kk.

Rsp TLV 90 00h

Cmd TLV
Ccmd X

Start Session:

TR IR

81 00h
RF Off: o
4 RF .
83 00h KM
. WHE N/ RF On/Off TLV | FIAARBR T a]
Timer:

[TIME]: 4 = 15{H (LSBfEHT) , JEHEA 1000 £ 4294967000 us. PRkl

OF A0 OANTTIMEL 1 ey A s 19 1000Us.

RF On:
RF.
84 00h 1t
End Session: . .
82 0oh gER s, FE R .
Rsp TLV

TLV Error:
C0 03 NN 6X XXh

B NN M4 TLV #iiR.
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5.3.5.3.1. JFAELEHIESTSR (Start Session Data Object)
AR TR IER <. 2WEFRE, A3 mIhREEEH, ERSEL R,

IR GESEREEPOE

PRaE KE (1575 ik
81h 00h -

5.3.5.3.2. ZHR&SWEHIEXNR (End Session Data Object)
e 4 F T4 RIER . EHSIEF a0, HEEAHNR IR,

SRS HEX R
S KE (159 yI=A
82h 00h -

5.3.5.3.3. %M RF #IEXE (Turn Off the RF Data Object)

a4 TR K237 .

F 1] RF 8055+ %
PR KB (159 &
83h 00h -

5.3.5.3.4. F)5 RF HIEXIH (Turn On the RF Data Object)
I ar 4 H T IR R & .

TFA RF 55880 R

R | KB (159 i
84h 00h _

5.3.5.3.5. TFETEREIENSR (Timer Data Object)
A TR — 32 AL 285 xt 5, B 1 us AL,

Biln.  anRAESC ] RF $di o ZAIT A RF $dlixt R 2 (84 5000 ps (TH S8l R, 525 852 57
RF #°K%1 5000us, )5 fHEFITE RF .

TH s E X %
e K (159 fa
5F 46h 04h TS (4D
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5.3.5.4. #EHAH (Transparent Exchange) [FF C200 01 ...]

e A o AR R K IEINR R T B AL T, IR A DAk BRI B S A BE R AR e 2 (I
ISO14443 55 4 3 p) LUK —LL4% ik 204 (CRC MAERE) o /A LUBAR T F 45 58 B R 46 B
HAFIXANLA APDU 1, SRJERIEL R .

R, b Be TR ORI A AL B AR, AT RE S AR AN I8 AN IR S AR P/ AR A B0 R
R FOIRES, I HLAT RE 75 2 BB B R A e A AXE R PR/ R IR

i
CLA \ INS \ P1 \ P2 7SS
Transparent Wh b 1
Exchange FFh C2h | 00h | 01h | Cmd K Cmd TLV 00h
M LR 2555
gEe SW1 SW2 RS
% 90 00h AR BT 58
Hix 6X XXh YN8
Cmd TLV
Cmd &X
Transceive Flag: #8451 Transceive TLV K Flag
90 02 [Flag] 00h Flag[7:5]: RFU; ¥4 0

Flag[4]: %X W25 1SO14443-4
Flag[3]: 15 J2E i1 32 A 1 R 06 A
Flag[2]: 5 A8 - f& i ar (R A 56 Ab
Flag[1]: ¥ }y%% 1k #% 1t CRC ib##
Flag[0]: % M4% il f£ 4 CRC ib#

WAL TLV B, WA E— Ay & i B Flag fH. WIERMARBEL
Flag fEL, s F 24 A M 84 -

Transmit Bit Frame: % & T4 Transceive TLV f] Bit Frame. 05t TLV Bk, MIERNEN
91 01h [NumBit] 0,

NumBit[7:3]: RFU; &5 0
NumBit[2:0]: 55 — A7 A B %R (0 RoRFT A RIAL A R0

Timer: W E % Transceive TLV [ A a]
SF 46 04h [TIME] [TIME]: 4 5°if (LSBYEHI) , V& 1 us $| 4294967000 us. SEFriii

s 1) DU < N B e 20 1) 302.07 x 20~15 us.

W IE TLV SR, UM S w4 B G FWTTAEAE 9 i ]

Set FWTI: ¥ Transceive i) FWT/HI . 256 RiRiiTFF C2h ..”fr & ¥ B FWTI,
FF 6E 03 03 01h B
(FWTH TERINE S 0.
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Cmd X

FWTI: 0 ~ 15, FWT/#I} = 302.07 x 2FWTI us

Transceive: Size: BER-TLV K J& =7 B gt H4f (1) K/
95h [Size] [Data] Data: #4144
Rsp TLV
Rsp EHEX
Receive Bit framing: NumBit[7:3]: RFU; %4 0.
92 01h [NumBit] NumBit[2:0]: /& — A7 7 HIA R FECE (0 R Pra FAL#A RO
Response: Size: BER-TLV & By 4l B4 1 K/
97h [Size] [Data] Data: #2I FI %
Response Status: Status [7:4]: RFU.
96 02h [Status] 00h Status[3]: A MmiES %
Status[2]: A BRI HT R
Status[1]: RFU.
Status[0]: CRC £fi%.

5.3.5.4.1. RIENZEURIFEEIEXNSR (Transmission and Reception Flag Data Object)
A H T AT FiE T E iS5 RF 244,

HRIE R 5 H e X 5

il

o KE (A7

% ) FH0

Ar - PiBH
0 0 — TEfE 4R J5 ¥ im CRC

1 — AEAES IR J5 ¥ i CRC
0 — X Hdi 31T CRC K
1 — AXF R R E1T CRC R
0 — TEAL 1504 H e N A A RS 56 Ar
1 — RN AR LR AL
90h 02h 0 — HHER R B0 d b & A A AL B 00h
3 | 1= A B A A AR (R T A
R
0 — TERE R R bk, B M & £ 35
4 | 1= AhneEEFICK gD (Bilhn PCB.
CID. NAD)

5-7 | RFU

5.3.5.4.2. RIELLBRMBIEXTER (Transmission Bit Framing Data Object)
A A H T8 SR RIE B U B i e — N T A U R E .
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RIEAL T 5 5
mE | KE (155
I o YH
91h 01h 0-2 | B NFEHPRERMEE (0 FRIAKIMEHERD
3-7 | RFU
IR RWUER X R A% SR SR R TR . SRR AR B, R WA
S ERE R

5.3.5.4.3. Yrk¥IENS (Transceive Data Object)

Shdr & M T AOEMENOR A ICC B . BdEiaksema, SRS RIFEAIRE, HRITHR S EHE
Xt GANE PRI TH) S5 A

W BAT AR R P SO SR BN 5, B E A 2 RIS BRI B S5 FWTI EE X R UE M
IR B A . I R W FWTIL 35 32 %5 K4y 302 ps.

WOk et Xt 5

01-7Fh B (1~127 1)

81h 80h HE % s (128~N F71)

5.3.5.4.4. iTETEEEIEXNR (Timer Data Object)
A A H T AIE—A 32 frih i g8 8 xt %, LA 1 ps NEAT.
Blan: W RAFAE 5000 ps HITHRF 3BT R, B0E SR AR N FTAE AL 4 TLV K4 5000us.

THI 28 B b 5
R | KR (155%) It
5F 46h 04h g (4 AFETD

5.3.5.4.5. WNALRMEIEX R (Response Bit Framing Data Object)
Wiy 4 FH T E ) 87 B AR R SO 1 8 B R T R

wE KE (1579

A P8
92h 01h 0-2 | WE—NFHRHEBNEE (0 RKRIHKAEAE RO
3-7 | RFU
RIEAT T o G B AR IR B CNOR BT R . WERANAEAE SR BT R, R BT )
PLHAE L

5.3.5.4.6. WRREHIEXNR (Response Status Data Object)
Wiy 4 R T E A B R s SR A U RS
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M I PR 2 K xof 5

0 — CRC IEH, BRAATR
1 — CRC K4 5 M

0— LR

(IR R/ ESIRUES
96h 02h 0 — TCAHH R IR A 4 ik RFU
1 — o 2 B AR IR A R
0 — Jo BT %

1 — A0 3 BT 1R

4-7 | RFU

5.3.5.4.7. MWNEIEXHR (Response Data Object)
ki 4 P 5 B AR R B YO (RO IR A5

Wi [ 5040 o %2
01-7Fh MR R (1~127 7795
97h 81h 80 - FFh MR e (128~255 )
82h - - Wi N E e (256~N 755D

5.3.5.5. {J# i (Switch Protocol) [FF C2 0002 ...]
ATy WA Wk E ISt =hreRy SNV W Srike 20 SN G =V I 8

AR, W RS TR SRR N S B R, AT RE 2 AR AN I AN IR S AR PR/ [ AR A oL R
e AIRAS, JF HL AT RE R 2L B B A/ B KR A RE A SRS R P/ [ AR R IR

ik

Switch Protocol FFh C2h 00h | 02h | Cmd ##E& A | Cmd TLV 00h

M 2R A i
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i S B3 SW1 SW2 X
Rsp TLV 90 00h G 8 -
- 90 00h )

- 6X XXh FIL

Cmd TLV

Cmd HX

Set Baud:
FF 6E 03 05 01h [Baud] | 2% &[Baud], MIEkIA{E Y 98h (106 kbps).

ISO14443: 98h (106 kbps). 99h (212 kbps). 9A (424 kbps). 9B (848

kbps).

1ISO15693: 80h (26 kbps). 08h (53 kbps)
Switch Protocol: s AL B 5 1 RF A/ E
8F 02h [RF] [Layer]

[RF]:

00h: ISO14443A, 01h:1SO14443B

02h: 1SO15693, 03h: FeliCa, FFh: 2477 RF

H'E: RFU

[Layer]:

02h: 2 2134y 03h: 55 3 215647,
04h: 2 4 21344y (VT A/B)
H'e: RFU

e WORVEREEE 2 Ry, Wit TEM i (AR K.

Rsp TLV

Response: Size: BER-TLV &~ By g i I B 45 K/
8Fh [Size] [Data] Data: ATR (11255 4 #5r). & SAK (WHR & A K5 3 #4). i

ATQB 1) PI (422 B 25 3 #Hi57).

5.3.5.5.1. PI¥brdEIEXTR (Switch Protocol Data Object)
M4 T8 € PR R R bR HE 2

DI o SRS 5
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_ E
BE KE ¥

FHO FHA1

00h — ISO/IEC14443 A 2
01h — ISO/IEC14443 B &

02h — PJ# 212 )7
03h — U sl 2058 =)=

8Fh 02h —
giﬁ i 2‘32693 04h — Wi 12002
7 _ RFU H¥ - RFU
5.3.5.5.2. MN¥IEXHR (Response Data Object)
by 4 FH 2 S R AR R B R B IR A
0 J5, 5048 of
PREE KB (1F3H) &
5F 51h Bl ATR
b L ror 2 SAK (W2 A ZKE 3 #7r). B ATQB
8Fh R ) Pl (IR B K 3 114).

5.3.5.6. PCSC 2.0 %5 3 #4w~H
1. FHIREW G
#r4: FF C200 00 02 81 00
mi&: CO0 03 0090 00 90 00
2. KHRZY

#r4: FF C2 00 00 02 83 00
i &: €0 03 00 90 00 90 00

3. I R&Y
74 : FF C2 00 00 02 84 00
iR : CO 03 00 90 00 90 00
4. POE 1SO 14443-4A.
fr4:  FF C200 02 04 8F 02 00 04
MiRi: €O 03 0164019000 CHIEAFELEFRH)
C0 03 00 90 00 5F 51 [Len] [ATR] 90 00
5. ¥ PCB #%y OAh, FTEfEfm%dE T 5 H CRC. A RIGFIPM Gk .
fir4: FF C200 01 0A 90 02 00 00 FF 6E 03 07 01 0A
iR : CO 03 00 90 00 90 00
6. /Xi% APDU “80B2000008” % | F Ff Hmi vz .
fir4: FF C2 00 01 OE 5F 46 04 40 42 OF 00 95 05 80 B2 00 00 08
MiR: €0 03 00 90 00 92 01 00 96 02 00 00 97 0C [ A-Wi 5] 90 00
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7. GHGEWIR
#r4: FF C200 00 02 82 00
i )¥: €0 03 00 90 00 90 00
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5.3.6. PICC 1%/ H APDU

THIRA (Pseudo) APDU H-F iR #:vs i dEEefdF, 2% PCSC Pseudo APDU [H#h7t. X4 APDU
HIN AL 2 5 PCSC Pseudo APDU 25146l

53.6.1. SAMEH (Write Value Block) [FF D7 ...]
B T4 4 A A 0185 A 65 MIFARE FRAERI R 0B, BRI AT 0, P 224 S AT WA GEE
FERRAF LB 7 B

PN
FII?J/?\

Write Value Block FFh D7h 00h s 05h VNS

00h 4ANFATHE (MSB ER/D

%1 1: Decimal —4 = {FFh, FFh, FFh, FCh}

MSB LSB
FFh FFh FFh FCh

#] 2. Decimal 1 = {00h, 00h, 00h, 01h}

VB_Value

MSB LSB
00h 00h 00h 01h
M 82 2BR 25 A
R SW1 SW2 &
) 90 00h HAE BLTh 58 e
et 6X XXh R
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5.3.6.2. ZHUEH (Read Value Block) [FF B1...]

B2 F T MSEA MIFARE ARAERT R BOA RBP4 D735 R0 WA &80, P B 5E sl
BEAT AIE T FSRAF S B 7 i BURR

Read Value Block FFh B1h 00h o5 04h

%1 1: Decimal —4 = {FFh, FFh, FFh, FCh}

MSB LSB
FFh FFh FFh FCh

%1 2: Decimal 1 = {00h, 00h, 00h, 01h}

SB

M LSB
00h 00h 00h 01h
M 87
) 3 SW1 SW2 X
4 NI v
(MSB 710 90 00h B

-- 6X XXh RI

5.3.6.3. BN (Decrement/increment Value) [FF D7 ...]

s 4 FI T MRS A I —A 4 35008, TR E RN B R (R HE MIFARE drdE) o 40
PRI 55 RAFN A —NET, W) UK B AR 2% = 0y 0 s S . A sbar &1, - R 24 %6k
DIHAT VA I FRAT S YA H AR SR 77 I BR -

Decrem:a/nt/lncrement EER D7h H bRk T 05h BEE
alue #
4 0 FH1 | W2 | FH3 S 4
01h AAFAT N (MSB 7E 77D
02h 4 AT A (MSB FERTD
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0] AR A B
&R SW1 Sw2 X
J%I 90 00h A ) 5E
ety 6X XXh RV

5.3.6.4. H#l{EH# (Copy Value Block) [FF D7 ...]
e A TR E RS S 2 B b (R FR3ES MIFARE AnilE) o AR sbar &80, 7 N 2450 e ohidt
AT INIEFESRAT RHIE AN H AR 1) 77 i AR o

iy 4

Copy Value Block FFh D7h 00 T 02h W
03h H bt
M AR AR B
SR SW1 Sw2 A&
5% 90 00h AR BTh 58 e
iR 6X XXh KM,
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5.3.7. P EI&FE PCSC H#r% (1S014443-4)

AT # 1S0 14443-4 bRty 1y (PICC) #57T LASEA 1SO 7816-4 M (i APDU. ACR1552U %5 g
57545190 14443-4 FRHER R A AT I, N7 B2 11O 7816-4 HsE (¥ APDU Rl 2. ACR1552U
SAENTBALEE 1SO 14443 55 1-4 3353 P

4 MIFARE Classic (1K/4K). MIFARE Mini il MIFARE Ultralight k%52 i i3 T=CL #48l #E4T 2 KR 1
HE MIFARE P2/ ERRTERT 1SO 14443-4 br25R0n] . B 25 EiE 2% PICC ] PCSC #\F APDU
GEEET B .

ISO 7816-4 Hi5E i) APDU ) S 4544

ISO 7816
PN fir a8 SRR [E o 2
! P R KE

ISO 7816-4 H5E [Hm Nl SCII &5/ (Bdis + 2 775D
A i S I
R My 1 45 4 SW1 SW2

i UL 1SO 7816-4 iy 4 I i MRS 15

g SW1SW2 | &y
T 90 00h | HEfER IR .
iR 63 00h PR R

TR g A P A2 -
1. HoRbR%, 5 PICC #:08 ri%d:.
2. EHUHE AR RGN

FEPIX L,
1. SRR IER.
PR ATR 24 3B 88 80 01 00 00 00 00 33 81 81 00 3Ah.
Hr,

ATQB M H %4t = 00 00 00 00, ATQB Ppis (55 =33 8181, iX&—4 1SO 14443-4 Type B #x
2%
2. Ri% APDU, HUBEHLELC.
<< 00 84 00 00 08h
>> 1A F7 F3 1B CD 2B A9 58h [90 00h]

YE: X1 I1SO 14443-4 Type A f55, LIl APDUFF CA 01 00 00h” 4K ATS.
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il
/I M 1SO 14443-4 Type B PICC (ST19XR08E) izl 8 71
APDU = {80 B2 80 00 08h}

CLA =80h
INS =B2h
P1 =80h
P2 =00h
Lc =7

fir & HE Ik = o
Le =08h

M%: 000102 03 04 0506 07h [$9000h]
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5.3.8. SZ#FH PICC ATR
BRINSZHF R PICC 88y /H AR . fEE5 4% Rl )5, PCSC APl H1ff) SCardStatus() 2K T 51] ATR & [1]

45 CCID F#L.

FREBEA
MIFARE Std 1kEror

Bookmark not defined.

ATR

3B 8F 80 01 80 4F 0C AO 00 00 03 06 03 00 01 00 00 00 00 6A

MIFARE Std 4kError!

Bookmark not defined.

3B 8F 80 01 80 4F 0C AO 00 00 03 06 03 00 02 00 00 00 00 69

MIFARE Ultralight&rer

Bookmark not defined.

3B 8F 80 01 80 4F 0C A0 00 00 03 06 03 00 03 00 00 00 00 68

MIFARE Ultralight
EV1 Error! Bookmark not

defined.

3B 8F 80 01 80 4F 0C A0 00 00 03 06 03 00 3D 00 00 00 00 56

MIFARE Plus SL1 2ik: 5 MIFARE Std 1k
2Error! Bookmark not defined. | ¢ ity 3B 8F 80 01 80 4F 0C A0 00 00 03 06 03 00 36 00 00 00 00 5D
MIFARE Plus SL1 2ik: 5 MIFARE Std 4k 4
4KError! Bookmark not defined. | . 1y 3B g 8 01 80 4F 0C A0 00 00 03 06 03 00 37 00 00 00 00 5C

MIFARE Plus SL2 2k

3B 8F 80 01 80 4F 0C A0 00 00 03 06 03 00 38 00 00 00 00 53

MIFARE Plus SL2 4k

3B 8F 80 01 80 4F 0C A0 00 00 03 06 03 00 39 00 00 00 00 52

MIFARE Ultralight #kik: 3B 8F 80 01 80 4F 0C A0 00 00 03 06 03 00 3A 00 00 00 00 51
CError! Bookmark not defined. %’ﬁﬁ . 5 MIFARE UItraLight *H IEJ

SmartMX, Bl MIFARE | #ry) . 15 MIFARE Std 1k A

Std 1k Error! Bookmark not

defined. #%H: 515014443-4, Type A H[F]

SmartMX, 1l MIFARE | #AWk: 5 MIFARE Std 4k 4[]

Std 4k 2 #%H: 51S014443-4, Type A 7

1SO14443-4, Type A

3B8n 8001 T1.Tn Tck

n=ATS i 73 s
T1.Tn=ATS F 1 shg
Tck = $88n 8001 T1 ..Tn

1ISO14443-4, Type B

3B 888001 T1..T8 Tck

T1.T4 = ATQB 1) 5 F 58
T5..T7 = ATQB H {5 2
T8 = ATA 1] MBLI

Tck = 75 888001 T1..T8

FeliCa

3B 8F 80 01 80 4F 0C A0 00 00 03 06 11 00 3B 00 00 00 00 42

1SO15693-3 Generic

3B 8F 80 01 80 4F OC A0 00 00 03 06 0B 00 00 00 00 00 00 63

2 T4 ATR & AL E FBGE, %207 Error! Reference source not found. B #4411 Bit 3 Fl Bit 7.
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R REFEAR ATR

Infineon My-D Vicinity | 55 o 80 01 80 4F 0C A0 00 00 03 06 0B 00 OE 00 00 00 00 6D
(SRF55Vxxx)
ST LRI 3B 8F 80 01 80 4F 0C A0 00 00 03 06 0B 00 13 00 00 00 00 70
NXP I-Code SLI 3B 8F 80 01 80 4F 0C A0 00 00 03 06 0B 00 14 00 00 00 00 77
NXP I-Code
S e 3B 8F 80 01 80 4F 0C A0 00 00 03 06 0B 00 35 00 00 00 00 56

. ISO14443B: 3B 8F 80 01 80 4F 0C A0 00 00 03 06 06 00 17 00 00 00 00
PicoPass 2K 79

. ISO14443B: 3B 8F 80 01 80 4F 0C A0 00 00 03 06 06 00 18 00 00 00 00
PicoPass 2KS 76

. ISO14443B: 3B 8F 80 01 80 4F 0C A0 00 00 03 06 06 00 19 00 00 00 00
PicoPass 16K 77

. ISO14443B: 3B 8F 80 01 80 4F 0C A0 00 00 03 06 06 00 1A 00 00 00 00
PicoPass 16KS 74
PicoPass 16K ISO14443B: 3B 8F 80 01 80 4F 0C A0 00 00 03 06 06 00 1B 00 00 00 00
(8x2) 75
PicoPass 16KS ISO14443B: 3B 8F 80 01 80 4F 0C A0 00 00 03 06 06 00 1C 00 00 00 00
(8x2) 72
PicoPass 32KS ISO14443B: 3B 8F 80 01 80 4F 0C A0 00 00 03 06 06 00 1D 00 00 00 00
(16 + 16) 73
PicoPass 32KS ISO14443B: 3B 8F 80 01 80 4F 0C A0 00 00 03 06 06 00 1E 00 00 00 00
(16 + 8x2) 70
PicoPass 32KS ISO14443B: 3B 8F 80 01 80 4F 0C A0 00 00 03 06 06 00 1F 00 00 00 00
(8x2 + 16) 71
PicoPass 32KS ISO14443B: 3B 8F 80 01 80 4F 0C A0 00 00 03 06 06 00 20 00 00 00 00
(8x2 + 8x2) 4E
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ST G E DL FH e R TE], BRIAZE N R4 PICC SRRV RIS, P Al LU By 4 “Set
PICC Polling Type” K i F X % Fh SR /3 R B S HF o A AR RN 2R A/ R BV F 9F HAE 35 8% L5,
PCSC API H1f] SCardStatus()2:# ~ 41 ATR iz [a]Z5 CCID F#l.

R RBAR ATR
SRI (SRIX4K/SRT512) | 3B 8F 80 01 80 4F 0C A0 00 00 03 06 06 00 07 00 00 00 00 69
Topaz 3B 8F 80 01 80 4F 0C A0 00 00 03 06 02 00 30 00 00 00 00 5A
PicoPass 2K ISO15693: 3B 8F 80 01 80 4F 0C A0 00 00 03 06 OA 00 17 00 00 00 00 75
PicoPass 2KS ISO15693: 3B 8F 80 01 80 4F 0C A0 00 00 03 06 OA 00 18 00 00 00 00 7A
PicoPass 16K ISO15693: 3B 8F 80 01 80 4F 0C A0 00 00 03 06 OA 00 19 00 00 00 00 7B
PicoPass 16KS ISO15693: 3B 8F 80 01 80 4F 0C A0 00 00 03 06 OA 00 1A 00 00 00 00 78
gc;;ass 16K ISO15693: 3B 8F 80 01 80 4F 0C A0 00 00 03 06 OA 00 1B 00 00 00 00 79
gc;;ass 16KS ISO15693: 3B 8F 80 01 80 4F 0C A0 00 00 03 06 OA 00 1C 00 00 00 00 7E
Z';‘T?Z‘;’ 32KS ISO15693: 3B 8F 80 01 80 4F 0C A0 00 00 03 06 0A 00 1D 00 00 00 00 7F
(P1|20+P2>S<;)32KS ISO15693: 3B 8F 80 01 80 4F 0C A0 00 00 03 06 0A 00 1E 00 00 00 00 7C
gigiaj’z)sm ISO15693: 3B 8F 80 01 80 4F 0C A0 00 00 03 06 0A 00 1F 00 00 00 00 7D
PicoPass 32KS ISO15693: 3B 8F 80 01 80 4F 0C A0 00 00 03 06 0A 00 20 00 00 00 00 42
(8x2 + 8x2)
Innovatron 3B 88 80 01 80 4F 05 FO 49 4E 4E 4F 35
CTS 3B 87 80 01 80 4F 04 FO 43 54 53 79
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6.0. E& (Escape) #d

T4 H T HRLE PCD/INFC, LLAUjin 35 25 FIkE ki aE. CCID EHNLa] LAfEH PCSC API
SCARD_CTL_CODE(3500) SCardControl() [ 5 #% K i%iX ey 4. W E] Escape tid G, 5w
R AT & I BT S TUERAE, AR5 AR A N &% B CCID ML,

VE:

XLy S FEL IR A% Hl%: EO0 00 00 25 01 00 (6.1.1 79) 7 25#57PICC 2 17 %.%(6.0 7).

6.1. PICC K] Escape 7%

6.1.1. RF #£#] (RF Control) [E0 00 00 25 01 ...]
Uhdr &M T E RF 4

RF Control EOh 00h 00h 25h 01h RF R
M SR A i

RFIRZS: 1%y

RF R ]
00h RF 4]
01h RF JT)E, %if)
02h RF JF/E, Aftif

El & - 01h (RF 7/, #11)

6.1.2. 3XEL PCD/PICC }Rk% (Get PCD/PICC Status) [E0 00 00 25 00]
A4 H T 3kEL PCD/PICC KRS .

e
TS ‘ CLA ‘ INS P1 P2 ‘ Le
Get PCD/PICC Status EOh 00h 00h 25h 00h
M AR A A
M N7 CLA INS ‘ P1 ‘ P2 Le ‘ fir & HAR I,
& E1h 00h 00h 00h 01h Get PCD/PICC Status
PCD/PICC RA: 1 /MF15
00h RF 25141
01h 7t PICC
02h PICC T3t
03h PICC i e/ O U
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RF RZ Vi
FFh it

6.1.3. KU H#I/ATR %75 (Get Polling/ATR Option) [E0 00 00 23 00]
W 4 FF U B AR AT, Tom RS A T (R . I & UR TR 5 S

PANPA
ﬂlj/?\

4 . CLA | INS P1 P2 Le

Get Polling/ATR Option EOh 00h 00h 23h 00h
M 2 PR A A

CLA

iR E1h 00h 00h 00h 01h PICC ##)/ATR i1

6.1.4. BB HIATR % (Set Polling/ATR Option) [E0 00 00 23 01 ...]
Wi 4 T B B I T

i 2

Set Polling/ATR Option EOh | 00h | 00h | 23h | O1h
M) S PR A5 A
M) 2 CLA INS P1 P2 Le B
g E1h 00h 00h 00h 01h PICC % i#f)/ATR 115
PICC % #I/ATR &I - 1 N
BIESH S8 iEA IR
Bit 0 Ja &1 PICCH I EAL M MIARZEIE | 1 = Al
Bit 1 J& H RF <A EIkE i 0 = Bkid
Bit 2 RFU
, JA % 30K A ATR X 4isk A s 1 =
R LR /\% \
Blt 3 MIFARE %ﬂﬁ’\]iﬂ%ﬂ 9P:FIJICC %1@&‘&0\“ E/J*T 77f§ 0 = EJEJ‘;J‘
Bit4~5 RF 2 H [ g - W
Bit 6 RFU
Bit 7 JAFS 43 ATREAT PICC #e v EA M AR 2225 | 1 = A&l
SmartMX/JCOS £ MIFARE A, 0 = Bkid
RF 5G] 1] B — 2 Bit 187 1: 50 RF KHIEIRE (Bit 1=0)
i USB i217(D0)
0
0 1 o
1 0 T RF % H]
1 1

1B 2: 5 RF <MK (Bit1=1)
B S 4 | USB 4T (D0)

Bit 5 Bit 4
0 0 250 ms
0 1 500 ms
1 0 1000 ms
1 1 2500 ms
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U E- 8Bh (7 /H4E 4, i/ RF KNG, FHHE 3 il R ATR X159 MIFARE ZE2 1R

H, Rf K7/ F[00], /7 /145 4 757 ATR &/ 7 SmartMX/JCOS £ ## MIFARE)

6.1.5. 3REX PICC #:#)% (Get PICC Polling Type) [E0 00 01 20 00]
oA T I AR AR, RIS fr S B AR B . OUH TR0 S S

PN
4

Get PICC Polling Type EOh 00h 01h 20h 00h

M 2R A
R,

FHA1 FHO0

ESES E1h 00h 00h 00h 02h PICC 4 if)

6.1.6. ¥ PICC %i2% (Set PICC Polling Type) [E0 00 01 20 02 ...]
a4 H T E PICC #if)2 7,

%

Set PICC Polling Type EOh 00h | 01h | 20h | 02h PICC %t ify Y

Mg PR 2 A

R E1h 00h 00h 00h 02h PICC #27Y

PICC # 112k - 2 N5, A~

FH BIESH e 21 PiEA IR
Bit 0 ISO 14443A
Bit 1 ISO 144438
FH1 | Bit2 FeliCa ;::Cucrf;ﬁ%# S0 B 2 R A ; : ziﬂ
Bit 3 RFU
Bit 4 Topaz
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i BIESH 28 B IR
Bit 5 Innovatron
Bit 6 SRI/SRIX
Bit 7 RFU
Bit 0 Picopass (1ISO14443B)
Bit 1 Picopass (ISO15693)
FH0 | Bit2 1ISO15693
Bit 3 CTS
Bit 4-7 RFU

B E- F771: 07h (ISO14443A, ISO14443B, FeliCa)
#750: 05h (Picopass (ISO14443B), ISO15693)

B2

< E0 0001 20 02 07 05

mgpz: E1 00 00 00 02 07 05

HiEH: 91 =07h = 0000 0111b = ISO14443A, ISO14443B, FeliCa
4750 = 05h = 0000 0101b = Picopass (ISO14443B), ISO15693

6.1.7. 3RELE3h PPS (Get Auto PPS) [E0 00 00 24 00]

FGRAIH PICC, 35 el o 2 g I &R E (¥ 5€ U 2t PCD A1 PICC (M (¥ fE AR . H R A
AR BINERGRE, SR 22 IS I 5 R A S E .

PASPA
i &

Get Auto PPS EOh 00h 00h 24h 00h

M 2R A i

i & BRI

gEHR E1h | 00h | 00h | 00h | 02h B R BT pY

6.1.8. % E 3 PPS (Set Auto PPS) [E0 00 00 24 01 ...]
edr 4T 3B E 3 PPS.

PNy
fir 2>
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LE) VR S €522

Set Auto PPS EOh 00h 00h 24h 01h B R

M 2 PR A A

g3 E1h 00h | 00h | 00h | 02h R M HTE

PPSH# 2%

S i
00h 106 kbps; %5 [d] T-1%41 % & H 3PPS
01h 212 kbps
02h 424 kbps
03h 848 kbps

ELi 1% & — 02h (424 kbps)

TE:

1GEKYL PIHFES TR TRELL (€T HIPICC HI R A EZE T, i [HH S5 t X iR K A8 3 e
0o 155 78 R A LU R 138 15 38 F K GPICCH X i . U1 RPICC 2L/ [H2F B A G 15 A2 IR 1988 15 18 5
HIZSR, PICCHF AT AE LT IH -

2. YR Y B 5 B RN F L G g 81T, 15 VBRI N385 i

6.1.9. L PICC 2k%! (Read PICC Type) [EO0 00 00 35 00]
B4 AT E PICC 287,

PAN
Dlj/?\

Get PICC Type EOh 00h 00h 35h 00h
M L AR A5 H
1 & B
ESE S E1th | 00h | 00h | 0Oh | O2h Type K&
RIS
KA ‘ Bi

CCh 7 PICC

04h Topaz

10h MIFARE

11h FeliCa
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KA ‘ i

20h Type A, Part 4
23h Type B, Part 4
25h Innovatron
28h SRIX
30h PicoPass
FFh HeE
Rl 147
- RA& L
00h RF K]
01h J; PICC
02h PICC Ui
03h PICC CLidhsE/ s
FFh S

6.1.10. 3KEURF Th&#E (Get RF Power Setting) [E0 00 00 50 00]
Hodn 4 T30 RF (O 18, [ AR A Tkt e«

e ACR1552U-M FW 1.03.03 g I

e ACM1552U-Y FW 2.03.03 gl I

e ACM1552U-Z FW 2.03.03 gl I

i

/7"\

Get RF Power Setting EOh 00h 00h 50h 00h

Mg PR 2 A

WREAER

¢ E1h 00h 00h 00h 01h RF Ij %

6.1.11. ¥ E RF XK E (Set RF Power Setting) [E0 00 00 50 01 ...]
Ihir 4 M T E RF IR RE, BEFRATRSRI RF D% E—H.
7E£: AT Set RF Power Setting 5, EEHBEHEEA—K.

PAN
i
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My 2 4R35
Set RF Power Setting EOh 00h 01h 50h 01h RF Zh#%
M LAR 7555
L €
ERP R E1lh 00h 00h 00h 01h RF I %
[Epid=a: S:H

RF 2% - 1 474

00h B FHRFIIR B E
01h 20%

02h 40%

03h 60%

04h 80%

05h 100%

2l 1 & — 00h
TR, E AR R DS AT B8 S BRI — e R R .

6.1.12. FREUEFEMEAIZE (Get Selective Suspend Setting) [E0 00 00 E5 00]
I 4 T U B H R B, R a0 R ATk -
e ACR1552U-M FW 1.05.00 3% 5 = hit A
e ACR1552U-A FW 5.01.00 3% = hit A
ACM1552U-Y FW 2.05.00 58 5 i A
e ACM1552U-Z FW 2.05.00 3% % =it A

Get Selective Suspend Setting EOh 00h | 00h | E5h | 0OOh

M 2R A i

R E1h 00h 00h 00h 01h IR
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6.1.13. HEERFHEEKE (Set Selective Suspend Setting) [E0 00 00 E5
01 ...]

Uhdn & M T i BIEFIE R R E, WREIFNZRYE “RPCGEFVEHEERE” mMAE .
F: HRESRLTREBSURIAN, THEEHEREERETIR, K2R,
ﬁf A

>

CLA INS P1 P2 M R E AR IR

Set Selective Suspend

Setting EOh 00h | 00h | E5h | 01h PRI HE

M PR A5 A

ERE E1h 00h 00h 00h 01h B S e

BEPEEHES - 1 AT
00h = H
01h JA
2 #E - 00h

6.1.14. PICC - HID &4/ Escape 1%

6.1.14.1. FREEHIHK A (Get Output Format) [E0 00 00 90 00]
i 4 FH TSR A R

PAN
Dlj/?\

Get Output Format EOh 00h 00h 90h 00h

Mg 2 PR A A

i €2

R E1h 00h | 00h | 00h | 02h A% i
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6.1.14.2. &EH MK A (Set Output Format) [EO0 00 00 90 02 -]
i 4 T 3 B g 2.
TR R A AT SCRE 02h T 04h i H T -
e ACR1552U-M FW 1.05.00 51 ¥ = i A<
e ACR1552U-A FW 5.01.00 i = i A<
ACM1552U-Y FW 2.05.00 BB & il A
e ACM1552U-Z FW 2.05.00 i = i A<

CLA INS P1 P2 Lc m BRI

Set Output Format EOh | OOh | O0Oh | 90h | 02h iy A 5 HE

M SR A i
S HIEI

R E1h 00h | 00h | 00h | 02h A% i B

Bit7~4 FREKNG 1= ol
PICCH: ) ZA M AR AR 25K ‘
Bit3~0 SN 0 = Bkt

O . AT

R L]

oon RN E (UIDF150, UIDF i1 -+ UIDFHiN)
filln: aa cc bb dd (Ji4A/52FRUIDIGT)
o1h FITA - Fr 8058 7 (UIDF 5N, UIDFFN-1 «+- UIDF50)
il dd bb cc aa (JR46/5FRUIDI T [ %)
o2h YISO 14443 fFelicaifi ¥
fil1: dd bb cc aa (AT K Fr 84 (1 )5 46/ SEBRUIDIR T J %)
oah X1SO 156933 5
f#4n: dd bb cc aa (FTik < Fr 8 AL 1 J5 4R/ S BRUIDI T B % )
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FREANE: 1 4 bi(Bit 7 ) Bit 4)

RZ(M bit 7 Z| bit 4) Pt (BT RIE x bit)
1XXX N
00x0 INE TR
00x1 PNCESS:
000x I FF471UID
001x Y4, 7. 8. 10FFUID

BB i 4 fL(Bit 3 # Bit 0)

R (M bit 7 F| bit 4) Pt (B R/ RIE x bit)
Oh Hex
1h Dec (iZF1)
2h Dec
3h 6H-6H
4h 8H-8H
5h 10H-10H
6h 14H-14H
7h 20H-20H
8h 6H-8D
9h 6H-10D
Ah 8H-10D
Bh 10H-14D
Ch 2H4H-8D
Dh 14H-17D

ACR1552U &% - &%5Fi

JiA 1.08
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6.1.14.3. JRELUID 2. FEME R FRF (Get Character at Start, Between, at
End UID) [EO 00 00 91 00]

P4 HI TR A UID GE24R A (el A0S SR A B 1545

Get Character of UID EOh 00h 00h 91h 00h

M 2R A

g L CLA INS P1 P2 Le

gZR E1h 00h 00h 00h 03h Fp ] ZER ah

6.1.14.4. ZE UID 245, FEMERAFRF (Set Character at Start, Between, at
End UID) [EO 00 00 91 03 ---]

tedr& M T3 E UID AR A e RS A B 1747 .

/7"\

E=

INS ) )7 5 5 33,
00h

Set Character of UID EOh 00h | 91h | 03h F i) zt Ry

M 2R 2 i

CLA INS P1 P2

4z E1h 00h 00h 00h 03h H ] & ik

Hh ) 4 AN CREAS UID 2 T8 545D

R P8
FFh Hh BB 75
He S IEH BT 828 (USB) HIDE A
i AT Gl R BT

RE i
FFh HH IR T
HE HS BB AT B (USB) HIDfEA®R
ALh: AT G IFIR I 745D

R P8
FFh Hh BB T
He BS R EITB% (USB) HIDfER &
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1. AZERTY## WKL <7 %7 %7 57 “ “TEGPENT 71, AEFFE0) FlE
.

6.1.14.5. BN RIES (Get Keyboard Layout Language) [E0 00 00 92 00]
B4 T SRR AT RE

PN
FII?J/?\

Get Keyboard Layout

L EOh 00h 00h 92h 00h
anguage

M PR A5 B

A HEE

ESE S E1h 00h 00h 00h 01h BEAT RIS

6.1.14.6. R EEMAAFIES (SetKeyboard Layout Language) [E0 00 00 92 01 ]
e A TR B R RES .

e

CLA INS P1 P2 e D HE I

Set Keyboard Layout

EOh | 00h | 0Oh | 92h | O1h B AT 1 &
Language

Mg PR A A

[ &

s E1h 00h 00h 00h 01h R RIES

BERLATRITE S 1A

RE L

00h g
01h PiE
02h TR
03h 7. P 5

U %E - 00h (FEi5)
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6.1.14.7. KB EHIED (Get Host Interface) [E0 00 00 93 00]
S 4 F T IRE L L .

PN
&

Get Host Interface EOh 00h 00h 93h 00h

Wi 87 PR 5 A

ESE S E1h 00h 00h 00h 01h FHHEN

6.1.14.8. #EX#HE DO (Set Host Interface) [E0 00 00 93 01 -]
e 4 TR E EED A4

M [ A 8 35K

Set Host Interface EOh | O0h | O0Oh | 93h | 01h EHEEO

M ]S AR 25 B
L E

& E1h 00h | 00h | 00h | 01h FHHEEO

FHFEA: AT

RE i

00h X HID% 5
01h X CCID#E 5 #%
02h HID#%: + CCIDEL S 8%

iU #E - 01h (XK CCID 5 #)

6.1.15. PICC - RHE#IK Escape fii4

6.1.15.1. FHAFHHER (Enter Card Emulation Mode) [E0 00 00 40 03 ---]
ey A F T U0 E S a8 N R, DRI NFC 8122571 2 b2 s FeliCa .
HEB: PHINFC ip 15387 2 frsmi N Lock 7. UID A /il 45 »

ik
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M O 43K

Enter Card Emulation
Mode

M 8 PR 5 B

EOh 00h 00h 40h 03h NFC £ 00h 00h

4 E1h | 00h | O0h | O0Oh | 03h NFC iz

==

"7

NFC i % i: 3

| w1

02h NFCIEIEISRI2bR A 2,
03h FeliCa
He T A

X: EVJIREA TR R AT G HA RS G R BRI 7 A2 2 i o

USB ijj 7] F T
il
ik SNO SN1 SN2 SN3 Nil
TRH TR (35 (735 TR Nil
P8t PREH kil Lock0 Lock1 Nil
] Data0 Data Data2 Data3 0-3 \
BEE Data4 Data5 Data6 Data7 4-7
HE s Data8 Data9 Data10 Data11 8-11
HE s Data12 Data13 Data14 Data15 12-15
HHE /S Data16 Data17 Data18 Data19 16-19
] Data20 Data21 Data22 Data23 20-23
Hlix/5 Data24 Data25 Data26 Data27 24-27 ALY X
HHE /S Data28 Data29 Data30 Data31 28-31 (1988
] Data32 Data33 Data34 Data35 32-35 =)
HHE /S Data36 Data37 Data38 Data39 36-39
RS Data40 Data41 Data4?2 Data43 40-43
HdEis Data44 Data45 Data46 Data47 44-47
HdE s Data48 Data49 Data50 Data51 48-51
HIEE Data52 Data53 Data54 Data55 52-55
Bt ss
B s Data1984 Data1985 Data1986 Data1987 1984~1987 j

RT: NFC Iz 2 bR N F454 (2000 F41)

USB i I %753
il
BEiEI s Block 0 0-15

1 BEHR (16 31
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1 AR (16 F71) USBﬁE?ﬁﬁﬂ
s Block 1 16-31
Hlmis Block 2 32-47
B s Block 3 48-63
i s Block 4 64-79
i s Block 5 80-95
s Block 6 96-111
s Block 7 112-127
HaRi/5 Block 8 128-143
HaRi/5 Block 9 144-159

+8: FeliCa RIMHMAFLEM (160 F71)

ik P 0 ##fE: {10h, 01h, 01h, 00h, 09h, 00h, 00h,
00h, 00h, 00h, 01h, 00h, 00h, 00h, 00h, 1Ch}

BRABR 0 $3E  NFC 287! 3 hp%s @ thfs Bk
2
1. FeliCa FHM X IF A7 NE 55
2. FeliCa F/1 i 55 (IDm) /& X, i) 5 & (03 88) .

6.1.15.2. EEFEHE#IEIE (Read Card Emulation Data) (NFC 815K A! 2 #x%5)
[EO 00 00 60 04 ---]

B4 FH T e UL R A I 2
2 HHE
Read Card I
Emulation EOh | O0h | OOh | 60h | 04h | 00h | NFC iz @f‘@ KE
Data =
M) N PR AS
M 7 CLA ‘le P1 P2 ‘ Le i & FE
g E1lh 00h | 00h | 0Oh K i
EiamEE: 179 - 7 H M Data0 FFiHH bk
K. 19779 - FHiE

6.1.15.3. EANFEHHIE (Write Card Emulation Data) (NFC #1537 2 #34%)
[EO 00 00 60 ---]

ARy RGN E PR A o
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A S HAR I
VEVEﬁa(i%f EOh | 00h | 0Oh | 60h *%ffh" 01h '%_:Fi(é %ﬁ; K| HuR
Data
i AR ZS
LG CLA INS P1 \ P2 Le‘ > HHE R
% Eth | 00h | 00h | 00h | 03h K 90h 00h

NFC & i 1 ANy
02h NFCI xR R 245 255 5
03h FeliCa

He A B 5 R

AR 1 - 70 Datad FFERI ML
19 15 - R

6.1.15.4. EEFERIEIE (Read Card Emulation Data) (NFC #1=3K% 2 F74%)
FRB)

b & F TSR BT R A IR A 2

=

CLA INS P1 P2  Lc

Read Card NEC eanmi R | Rihmeg
Emulation | EOh | 00h | 01h | 60h | 05h | 00h | . Bit[15:8] = K
B .
Data Bit[7:0]
0] 7 AR A A
0 B CLA ‘ INS P1 P2 ‘ Le i R HHER
iR E1h 00h | 00h | 0Oh KB B
B 27 - 7 M SN0 KIF AR B I
K. 179 - FREREU AT

6.1.15.5. EANFEHHIE (Write Card Emulation Data) (NFC #1587 2 #34%)
IR

s T HABHE R AR,

CLA INS P1 | P2

Write Card KJEF +
Emulation EOh 00h | 01h | 60h - 01h Bit[15:8] = K B

Data Bit[7:0]
M SR 25 i
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M R CLA INS P1 ‘ P2 Le ‘ BRI,
g E1h | 00h | O0h | 00h | 03h K g 90h 00h
NFC B & 1 A1
- R i
02h NFCIt xR RI2pr 2
He R RS R
BIAmBEE: 277 - R7 9 SNOEIFFIHS NHihk:
K- AT - EE AT
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6.1.15.6. #H NFC #1525 2 f745 K# ID (Set Card Emulation of NFC Forum
Type 2 Tag ID) [EO 00 00 61 03 -]

U fir 4 T BB FELADL Y NFC 285 2 Ar%5 11 UID.

I . R
Set Card Emulation of NFC Forum N
Type 2 Tag ID EOh 00h | 00h | 61h 03h 3% UID
i AR ZS
e N2 ‘ (. ‘ INS P1 P2 Le A HAES,
& E1h 00h 00h 00h 02h 90h 00h

6.1.15.7. #%E NFC BRI E$IE (Set Card Emulation Lock Data in NFC) [EO

00 00 65 01 ---]
B2 H T8 NFC B E R bR A BB ) 8te . Bdldie 5, ARl NFC#HTES.
i
PN CCLA INS Pl P2 Lc  fro¥uES
Set Card Emulation Lock Data EOh 00h | 00h | 65h | 01h B
M AR A5 A
e
g E1h 00h 00h 00h 01h B
Bl AT - R AREEY NFCE(E T H S
BRIESH S8 ‘ B HIR
Bit 7 ~ 2 R PRE
o MAPENCa B |y feiit NFC IS TH0. HRISART | O 6L
Bit 0 ;J;HEFC SR L)l USB BBedr AT B 1. A8t

6.1.15.8. & E RN FeliCa ] IDm (Set Card Emulation FeliCa IDm) [E0 00
00 64 06 -]

iy & FH FAERTIRALT FeliCa Ry L% & 6 717 FeliCa RixiRs

é\

=l

CLA INS P1 P2 Lc 4%ESR

Set Card Emulation FeliCa IDm EOh | OOh | O0Oh | 64h | 06h IDm

i AR ZS
MR | CLA INS P1 | P2 Le WiRHIES

455 | E1h | 00h | 00h | 00h | 06h
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Horr:
IDm 6 =T

6.1.15.9. FKEFHEMIRAE (Get Card Emulation Status) [EO0 00 00 69 00]
Ui 4 F T 3R NFC i {5 R A B Ul s RS

A A

fin 4
Lie CLA INS P1 P2 Lc
Get Card Emulation Status EOh 00h 00h 69h 00h
I SR A
g E1h 00h 00h 00h 01h K&
W 14T
BIESH B VLEA
Bit7~6 TR e TR
Bit 5 R CLS 1= CBA
Bit 4 BEREH 1=Kk C#H
Bit 3 M O 4B 1= BT Hdi 3 s
Bit 2 B e i 1= HdE O
Bit 1 BREEA 1= EA
Bit 0 Bl -R S 2 1= R

6.1.15.10. #3l NFC i8IxK% 2 iAW~ B &4

I &4 L ACR1552U B4l NFC 181558 2 KpnZist, fik ACS M https://www.acs.com.hk. 5
L

(iU R N NGRS SN N X 1R
o Rik: HEAFRFEHIE (Enter Card Emulation Mode)
EO0 00 00 40 03 02 00 00
2. JER T 45 NDEF £
o Rik: HANEEEIE (Write Card Emulation Data) (NFC 835357 2 #345)

E0 00 00 60 1A 01 02 00 16 E1 10 F4 00 03 OF D1 01 0B 55 02 61 63 73 2E 63 6F 6D
2E 68 6B FE

i BRI A — DR B URL 92k

https://www.example.com/this/is/a/very/long/url/that/keeps/going/on/and/on/with/even/more/segments/
added/to/make/sure/it/exceeds/the/typical/length/limit/of/260/bytes/which/is/surprisingly/easy/to/do/ifly
ou/keep/adding/more/and/more/segments/like/this/one/and/even/more

fiiH] ACR1552U #i4ll NFC R 4x2K M 2 hr&Eiiatl. IR T
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aCs Advanced Card Systems Ltd.
Card & Reader Technologies
(RS URNTTT DN RS IS & 1R
o KiK. FEAFHLMER (Enter Card Emulation Mode)
E0 00 00 40 03 02 00 00

2. @ NHM G 4AS NDEF 4 :

o RiE: BARBIEIE (Write Card Emulation Data) (NFC W28 2 §52%) o BT
NDEF jH BRI T 256 775, 5 B970 T 0 R4 NFC g InZi A 2 bR,

EO 00 00 60 AC 01 02 00 A8 E1 10 F4 00 03 FF 01 09 C1 01 00 00 01 02 55 02 65 78
61 6D 70 6C 65 2E 63 6F 6D 2F 74 68 69 73 2F 69 73 2F 61 2F 76 65 72 79 2F 6C 6F
6E 67 2F 7572 6C 2F 74 68 61 74 2F 6B 65 65 70 73 2F 67 6F 69 6E 67 2F 6F 6E 2F
61 6E 64 2F 6F 6E 2F 77 69 74 68 2F 65 76 65 6E 2F 6D 6F 72 65 2F 73 65 67 6D 65
6E 74 73 2F 61 64 64 65 64 2F 74 6F 2F 6D 61 6B 65 2F 73 75 72 65 2F 69 74 2F 65
78 63 656564 73 2F 74 68 65 2F 74 79 70 69 63 61 6C 2F 6C 65 6E 67 74 68 2F 6C
69 6D 69 74 2F 6F 66 2F 32 36 30 2F 62 79 74

EO0 00 00 60 6E 01 02 A8 6A 65 73 2F 77 68 69 63 68 2F 69 73 2F 737572 70 72 69
73 69 6E 67 6C 79 2F 65 61 73 79 2F 74 6F 2F 64 6F 2F 69 66 2F 79 6F 75 2F 6B 65
65 70 2F 61 64 64 69 6E 67 2F 6D 6F 72 65 2F 61 6E 64 2F 6D 6F 72 65 2F 73 65 67
6D 65 6E 74 73 2F 6C 69 6B 65 2F 74 68 69 73 2F 6F 6E 65 2F 61 6E 64 2F 65 76 65
6E 2F 6D 6F 72 65 FE

2

U17% THEEZHK T NDEF (NFC ##% G 145:0) HI1G ERIHE, #iXZ% NDEF Hiti; 1ZH7E 5 NDEF
IRHI 2 FIRIE S 1R T 0175 5 FITE B, HixX2 NDEF id-®7#/HF NFC #7535 % . NDEF #75
FH)TIHRA THEUIT % ACR1552U i 4570 15 7 36417/ NDEF 7 & A15 47

6.1.16. PICC - RIHER K Escape d

6.1.16.1. BEAKRIERX (Enter Discovery Mode) [EO 00 00 6A 01 -]
B4 TN R .

PAN
Dlj/?\

M [ 4 35K

Enter Discovery Mode EOh 00h 00h 6Ah 01h R

M 2R A i
i & HE

o E1h 00h 00h 00h 01h R

RIER: AT

R L

00h | R EE A

02h NFCIEIEISRI2R AR =

03h FeliCa
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@ Advanced Card Systems Ltd.
Card & Reader Technologies

6.2. St K HADK Escape 74

6.2.1. IREUE R4 (Get Firmware Version) [E0 00 00 18 ---]
e 4 F TR S AR E AEE

4

Get Firmware Version EOh 00h 00h 18h 00h

M SR A

I A1 A F P [ 1 A

#i4n.

s EO0 00 00 18 00

M RCRASES:  E1.00 00 00 14 41 43 52 31 35 35 32 20 52 20 46 57 20 31 2E 30 30 2E 30 30
7N 3 ) [ AR < 41 43 52 31 35 35 32 20 52 20 46 57 20 31 2E 30 30 2E 30 30

ASCII [ #fiiA: ACR1552 R FW 1.00.00

6.2.2. 3KBUF%1S (Get Serial Number) [EO 00 00 33 00]
B4 T REUF 5

PN
Dlj/?\

Get Serial Number EOh 00h 00h 33h 00h

M 2R A i

M SO B 5

ZER E1h 00h | 00h | 0Oh T 5K FH5

6.2.3. & USB A%+ SIN (Set S/N in USB Descriptor) [E0 00 00 F0]
a4 T% B USB iR 754 ) SIN.

PNy
fir 2>

Set S/Nin USB Eoh | ooh | ooh | Foh | o2n | oon | 'A/HUSBHEAF
Descriptor 1] SN
) 7 R 2SR

Page 86 of 92

ACR1552U %1 - S%Ffit info@acs.com.hk

JRZs 1.08 www.acs.com.hk




@ Advanced Card Systems Ltd.
Card & Reader Technologies

] B2 CLA INS P1 P2  Le ] SRR

JE FH USB #4514

gER E1h | O0Oh | O0Oh | 00h | 03h SN

90h | 00h

JEFH USB #5877 () SN (1 575D

1 P USB S8 10 SN
00h % F USB fliid 5 i SN
01h Ja F USB #iid 54 Y SN

il E - 01h

6.2.4. VBN BRIEH] - IR (Set Buzzer Control - Single Time) [EO0 00 00 28 01 ---]
a4 FH T B B RIS 25

e

Buzzer Control EOh 00h 00h 28h 01h BN BROPR A

Mg PR 2 A

LR (62

¢ E1h 00h 00h 00h 01h WS IR

BB ERAS (1)
R B RS o

00h R

052 I 1] 1 S
01 ~ FFh TR, FFEERTFIEL 10ms g

(v

6.2.5. BN 5L Es4]-EE S (Set Buzzer Control - Repeatable) [E0 00 00 28 03 +++]
i 4 FA T 5 S 2 £ o A

PSP
iy &

CLA INS P1 P2 Lc AR EIES

Buzzer Control EOh 00h | O0Oh | 28h | 03h | HEMYELRZS

M 2 PR A A
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@ Advanced Card Systems Ltd.
Card & Reader Technologies

gER E1h 00h | O0Oh | O0Oh | 03h | &MY ZIRES

Y BRES
Y = X - : =T:0bc éj; i b S
281 - 740 T2 i 1 gﬁFF FF A I EESzf ], BL 10ms iy
ﬁ\/ = o X - :\ N 414 éj; i , N S
282 - 7 S B $1QFF KA EESS ], PL 10ms iy
ZH 3 - 72 A I ] 01 ~ FF: S8 I

6.2.6. 3RHX LED JRZ (Get LED Status) [EO 00 00 29 00]
b4 F T RIS T LED AR

PANPA
IJITJ/Q‘\

LS CLA ‘ INS P1 P2 ‘ Le
Get LED Status EOh 00h 00h 29h 00h
M ]S PR 24

iR E1h 00h 00h 00h 01h LED JIRZ

W ROR AT (ACR1552U-A%)

iR E1h 00h 00h 00h 03h LED RR&

6.2.7. ¥ E LED ##] (Set LED Control) [E0 00 00 29 01 -]
w4 H T3 8 LED #4i

A
fir 2>

M S 278 5K
Set LED Control EOh 00h 00h 29h 01h LED k&
i LR A5

1y & H IR
gk E1h 00h 00h 00h 01h LED IR
LED RS (1 %%
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LED iR | v

Bit 0: ¥ LED 1=H; 0=
Bit 1: %t LED 1=JF; 0=2x
Bit 2-7: RFU HE
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@ Advanced Card Systems Ltd.
Card & Reader Technologies

6.2.8. & RGB LED #:#] (SetRGB LED Control) ({{f§ ACR1552U-A*) [EO0 00
00 29 03 -]

tear M T3t E LED %

Set LED Control EOh 00h 00h 29h 03h

4]
d
o
4
d
o\
ot
N

Wi 87 PR 5 B

ESE S E1h 00h 00h 00h 03h

LED & (157

RIESH NS ER A B
ZHA - T O i 01 ~ FF: 4Lt f
B2 - FA o 01 ~ FF: &tfafg
B3 - T2 it 01 ~ FF: fE

6.2.9. 3KEX Ul #E (Get Ul Behaviour) [EO 00 00 21 00]
B4 FIF3RHL PCD U Ul Tom e fr A M R BB . (U T B s B .

PAN
Dlj/?\

Get PICC Ul Behaviour EOh 00h 00h 21h 00h

Mg o2 PR A A

ESE E1h 00h 00h 00h 01h PICC Ul #:4F
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@ Advanced Card Systems Ltd.
Card & Reader Technologies

6.2.10. % E Ul #4E (Set Ul Behaviour) [E0 00 00 21 01 -]
U4 FT#% & PICC Ul [/
Ul #1E bit 1. bit 2 A1 bit 5 £ 51 [E fFARAS 0] F :

e ACR1552U-M FW 1.05.00 51 ¥ = i A<

e ACM1552U-Y FW 2.05.00 i = i A

e ACM1552U-Z FW 2.05.00 i = i A<

iy
CLA INS P1 M) 2 5 3,
Set PICC Ul Behaviour EOh 00h | 00h | 21h | O1h PICCUI #1F
M PR 25 A

ESES E1h 00h 00h 00h 01h PICC Ul #:4F

UL A - 14578, RgRsan s

BIESH ¥ vEH bl
Bit 0 FEEF (LED PR A4

Bit 1 PICC# i IRZ&LED

Bit 2 PICCHEERALED wEmmuU | 1=HH
Bit 3 AL DRI (M KT ) fF 0= ¥
Bit 4 RRRE R Z DI A e NS 5 48T g ) )

Bit 5 A N 2R AT BT G I )

PICC #til i# & - 2Fh

VE:
1. Y i EUI 2 E i S A& FSAMEZ [
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Mi3=A. NDEF 4 E

AN NDEF 74 54 URL 443 #] Ntag .

T REIRLER, i53% “NFC Forum NFC Data Exchange Format (NDEF) Specifications 1.0” #i

Gipup
NDEF j8 & ={D1 01 0B 55 02 61 63 73 2E 63 6F 6D 2E 68 6Bh}

M r  kE we

0 D1 1 NDEF ##:Lk. TNF = 01h, SR=1, MB=1, ME=1
1 01 1 WRAKE (179D

2 0B 1 URI ##E K E (11 5795

3 55( “U” ) 1 WA “U”

4 02 1 46'5:.  “https:/iwww.”

5 | G1S3TBEEIEE | 4o | Rl sy “acscomhk’

4w %] Ntag = {03 OF D1 01 0B 55 01 61 63 73 2E 63 6F 6D 2E 68 6B FEh}

We ik KB R |
0 03 1 TLV ¥4 5%. 03h = NDEF 78 &
1 OF 1 NDEF B2 MK E (15 771
D1 01 0B 55 01 61
2 63 73 2E 63 6F 6D 15 NDEF 4 &
2E 68 6B
17 FE 1 TLV ¥4k . FEh = ids%45
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