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1.0. & v
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4.0. BB

4.1. USB
ACR1552U J@iZf7& USB trifi i) USB %10 S5 ENLER:.
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5.0. ¥t

5.1. PCSC API

AL TR AT HIER PCSC APl KT IXEE API (TE 24075, 1§57 Microsoft MSDN J&
5L PCSC LAEZH ARSI il .

5.1.1. SCardEstablishContext

SCardEstablishContext 5% H] 1~ E 3L HEAT B & Hiodhs P R A1 1 BT U PR A R 3T

W£%: http://msdn.microsoft.com/en-us/library/windows/desktop/aa379479%28v=vs.85%29.aspx
FEPATAE T HoAl, PCSC AR, 255 HAT R %

#define SCARD_SCOPE_USER O
SCARDCONTEXT hContext;

int retCode;

void main

// To establish the resource manager context and assign it to

“hContext”
retCode = SCardEstablishContext(SCARD_SCOPE_USER,
NULL,
NULL,
&hContext);

it (retCode !'= SCARD_S SUCCESS)

// Establishing resource manager context failed

}

else

// Establishing resource manager context successful
// Further PCSC operation can be performed

}

fil4n
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5.1.2. SCardListReaders
SCardListReaders % HIRIRM R G P AETR E i RaAE SRR REEEFHE OHRELZID .

W IR — ML RAHIIR, REOR P s 2 2 B R 8 701K . T I 4 24 25
XA BB 2R [ 2 i R 48 b ] A A A LR R s

5% . http://msdn.microsoft.com/en-us/library/windows/desktop/aa379793%28v=vs.85%29.aspx
il

#define SCARD_SCOPE_USER O

SCARDCONTEXT hContext; // Resource manager context
int retCode;

char readerName [256]; // List reader name

void main )

// To establish the resource manager context and assign to

“hContext”
retCode = SCardEstablishContext(SCARD_SCOPE_USER,
NULL,
NULL,
&hContext);

if (retCode !'= SCARD_S SUCCESS)

// Establishing resource manager context failed

}

else
{
// Establishing resource manager context successful
// List the available reader which can be used in the system
retCode = SCardListReaders (hContext,
NULL,
readerName,
&size);
if (retCode !'= SCARD_S SUCCESS)

// Listing reader fail

}
if (readerName == NULL)

// No reader available

}

else

// Reader listed

+
}
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5.1.3. SCardConnect

SCardConnect & U € BIRE FL G bR 30, FERN LR SR E R E A & IR RE R L 1A S
IARREE R A BCE R R, SIRE—FEHRE R

= o3

5% . http://msdn.microsoft.com/en-us/library/windows/desktop/aa379473%28v=vs.85%29.aspx

#ilan:

#define SCARD_SCOPE_USER O

SCARDCONTEXT hContext; // Resource manager context
SCARDHANDLE hCard; // Card context handle
unsigned long dwActProtocol; // Establish active protocol
int retCode;

char readerName [256]; // List reader name

char rName [256]; // Reader name for connection

void main

{
it (readerName == NULL)
{
// No reader available
3
else

// Reader listed
rName = "ACS ACR1552 1S CL Reader PICC 0'"; // Depends on what
reader be used
// Should connect to
PICC interface
retCode = SCardConnect(hContext,
rName,
SCARD_SHARE_SHARED,
SCARD_PROTOCOL_TO,
&hCard,
&dwActProtocol);
if (retCode !'= SCARD_S SUCCESS)

// Connection failed (May be because of iIncorrect reader
name, or no card was detected)

}

else

// Connection successful

}
}
}
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5.1.4. SCardControl

SCardControl ARt Se R 25 0 B #ed ), v LAZE i A SCardConnect PR %G, FF H A il 2 i
F SCardDisconnect £ ATFE AT SRR, B X 15 R AR 152 ma B T $2 Hi5 .

1#H 5% . http://msdn.microsoft.com/en-us/library/windows/desktop/aa379474%28v=vs.85%29.aspx
2 (G APl XX EE (Escape) @
1

#define SCARD_SCOPE_USER O

#define EscapeCommand 0x310000 + 3500*4

SCARDCONTEXT hContext; // Resource manager context

SCARDHANDLE hCard; // Card context handle

unsigned long dwActProtocol; // Established active protocol

int retCode;

char readerName [256]; // Lists reader name

char rName [256]; // Reader name for connection

BYTE SendBuff[262], // APDU command buffer
RecvBuff[262]; // APDU response buffer

BYTE FWVersion [20], // For storing firmware

version message

BYTE ResponseData[50]; // For storing card response

DWORD SendLen, // APDU command length
RecvLen; // APDU response length

void main

{

rName = "ACS ACR1552 1S CL Reader PICC 0"; // Depends on what
reader will be used
// Should connect to
PICC interface
retCode = SCardConnect(hContext,
rName,
SCARD_SHARE_DIRECT,
SCARD_PROTOCOL_TO] SCARD_PROTOCOL_T1,
&hCard,
&dwActProtocol);
if (retCode = SCARD_S SUCCESS)

// Connection failed (may be because of iIncorrect reader
name, or no card was detected)

}

else

{

// Connection successful
RecvLen = 262;
// Get firmware version

SendBuff[0] = OxEO;
SendBuff[1] = 0xO00;
SendBuff[2] = 0xO00;
SendBuff[3] = 0x18;
SendBuff[4] = 0x00;
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€

SendLen
retCode

5;

SCardControl ( hCard,
EscapeCommand,
SendBufTf,

SendLen,

RecvBuff,

RecvLen,

&RecvlLen);

if (retCode !'= SCARD_S SUCCESS)

{

// APDU sending failed
return;

}

else

{
// APDU sending successful
// The RecvBuff stores the firmware
for (int 1=0;i< RecvLen-5;i++)

FWVersion[i] RecvBuff [5+i];
}

}

// Connection

RecvLen = 262;

successful

// Turn Green turn Red LED off
SendBuff[0]
SendBuff[1]
SendBuff[2]
SendBuff[3]
SendBuff[4]
SendBuff[5]
SendLen 6;
retCode = SCardControl ( hCard,

EscapeCommand,

SendBufTf,

SendLen,

RecvBufTf,

RecvlLen,

&RecvlLen);
ifT (retCode = SCARD_S SUCCESS)

LED on,
OXEOQ;
0x00;
0x00;
0x29;
0x01;
0x02;

// Green LED On,

// APDU sending failed
return;

}

else

// APDU sending success

}

version messagde.

Red LED off

ACR1552U &%)] - &E5F/M

A 1.05
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5.1.5. SCardTransmit
SCardTransmit BB K K IB RS ERER e £, BB LR B FETE .
5% . http://msdn.microsoft.com/en-us/library/windows/desktop/aa379804%28v=vs.85%29.aspx

M (B APl K% APDU a5 (Rll: Kix48 S TiEZTFA <. PICC #7 PCSC #4 APDU
(BEHY/E) FIPICC HEE#HA APDU) .

Bl

#define SCARD_SCOPE_USER 0

SCARDCONTEXT hContext; // Resource manager context

SCARDHANDLE hCard; // Card context handle

unsigned long dwActProtocol; // Established active protocol

int retCode;

char readerName [256]; // List reader name

char rName [256]; // Reader name for connect

BYTE SendBuff[262], // APDU command buffer
RecvBuff[262]; // APDU response buffer

BYTE CardID [8], // For storing the FeliCa IDM/

MIFARE UID

BYTE ResponseData[50]; // For storing card response

DWORD SendLen, // APDU command length
RecvlLen; // APDU response length

SCARD_10_REQUEST ioRequest;

void main

{

rName = ""ACS ACR1552 1S CL Reader PICC 0'; // Depends on what
reader should be used
// Should connect to PICC
interface
retCode = SCardConnect(hContext,
rName,
SCARD_SHARE_SHARED,
SCARD_PROTOCOL_TO,
&hCard,
&dwActProtocol);
if (retCode !'= SCARD_S SUCCESS)

// Connection failed (May be because of iIncorrect reader
name, or no card was detected)

}

else

{
// Connection successful
ioRequest.dwProtocol = dwActProtocol;
ioRequest.cbPciLength = sizeof(SCARD_10_REQUEST);
RecvLen = 262;

Page 15 of 96

ACR1552U &% - &%F} info@acs.com.hk

JAs 1.05 www.acs.com.hk



http://msdn.microsoft.com/en-us/library/windows/desktop/aa379804(v=vs.85).aspx

@ Advanced Card Systems Ltd.
Card & Reader Technologies

// Get MIFARE UID/ FeliCa IDM

SendBuff[0] = OxFF;
SendBuff[1] = OxCA;
SendBuff[2] = 0x00;
SendBuff[3] = 0x00;
SendBuff[4] = 0x00;

SendLen = 5;
retCode = SCardTransmit( hCard,

&ioRequest,
SendBufTf,
SendLen,
NULL,
RecvBufTf,
&RecvlLen);
iT (retCode '= SCARD_S SUCCESS)
{
// APDU sending failed
return;
}
else
{
// APDU sending successtul
// The RecvBuff stores the IDM for FeliCa / the UID for
MIFARE.
// Copy the content for further FeliCa access
for (int i=0;i< RecvlLen-2;i++)
CardID [i] = RecvBuff[i];
}
}
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5.1.6. SCardDisconnect
SCardDisconnect p& % SR I 5 1 75 N FH A2 2 H An iR a8 P R R R 2 AT 5L iz .
5% . http://msdn.microsoft.com/en-us/library/windows/desktop/aa379475%28v=vs.85%29.aspx

UL R HH T 45K PCSC #:1E
il
#define SCARD_SCOPE_USER O
SCARDCONTEXT hContext; // Resource manager context
SCARDHANDLE hCard; // Card context handle
unsigned long dwActProtocol; // Established active protocol
int retCode;
void main
{
// Connection successful
retCode = SCardDisconnect(hCard,SCARD_RESET_CARD);
if (retCode !'= SCARD_S SUCCESS)
// Disconnection failed
}
else
// Disconnection successful
}
}
}
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5.1.7. APDU ZEE

SCardEstablishContext

y

SCardListReaders <

izl

REK
Wik
B89

A

SCardConnect

o

SCardTransmit

SCardDisconnect

E3: ACR1552U APDU i 2Kl
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5.1.8. HEMmAWMER

SCardEstablishContext

y

SCardListReaders <

izl

REK
Wik
B89

SCardConnect

\ 4

SCardControl

SCardDisconnect

El4: ACR1552U H 2 it K
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5.2. A E R RN

5.2.1. ACOS6-SAM &4

EHiN4 SAM E 4. CCID EHLAT LME A CCID #32 PC_to_RDR_XfrBlock (%% PCSC API 1
ff) SCardTransmit()) [A1EF# K%K A LA 45 APDU,

YE: 17 T HF ACOS6-SAM S/ B 15 BRI b 5t ig I F ACS 4/ E/C# Z K ACOS6-SAM =%
FH

5.2.1.1. ZHHER (Generate Key)
Zin AR R PRI YT S R 2 S A O BUE R, R 3 ACOS3/6 s e -RA Y, HTMERE R

RIEM .
CLA 80h
INS 88h

00h AR 8 T
P1 01h R 16 T
02h R 24 B

P2 AR R R E R I

P3  08h
HhE WAL
52 A LR SOR A 7715+

SW1Sw2 {iBf

69 86h  AKik#¥ DF

6A86h  P1k P2 X

67 00h P3 ANiEff, b0 08h

6A 83h  7E EF2 ik ANFHEE K& Ik
6981lh  EF2 L& (it kK/h. AR
6A88h R AF EF2

62 83h 470 DF BBiE : EF2 #BiE
6983h AN O

69 82h ANl 2 A%

6A87h  FHEM LB HIASLHF 3DES N
6108h & 5EM, Ki% GET RESPONSE Hi4h
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5.2.1.2. FHBIESE (BRBA) (Diversify (or Load) Key Data) )
i 218 i B EH o O B A RN SAM R A HAT I3 . e 7 415 F CBC H146 A &4 Jdn &

VS TN
CLA  80h
INS  72h
b7 b6 b5 b4 b3 b2 bl b0 {i#A
0O 0 0 O 0 0 1 #Z(Sc)
0 0 0 0 0 1 0 ik ;%% 85 (Kacer)
0O 0 0 0 0 1 1 sy
P1 0 0 O 0 1 0 0 FEHxH
0O 0 0 0 1 0 1 ##HEmESEHEESE
0 0 0O 0 1 1 0 ¥iEAE
0o - - - - - - - 16 715 %
1 - - - - - e - oA A
FEHAMER]
Bit7: 1 =477 EF2 B a4
P2 0= 2Jm#% ¥ EF2

Bit6-Bit5:  00b - RFU
Bit4-Bit0:  FEHIK |
47 P1=1-4, | P3 = 8/16,(4nR&H LN AES, Il P3 = 8/16)
# P1=51P3=0

P3 ¥ P1=6,
P3 = 8 (L% HM 57N DES/ 3DES/ 3KDES)
P3 =16 (EHHME LN AES)

WHRPL=1-4, P ROFIS, (EHENAES, HiER% T RNF
H'5, BER P RIFHS E N E “00000000000000007 )

By 1= 5, oo B
W P1 = 6, DES/3DES/3KDES/AES CBC #J#4 H & »
R SE A AR SOIR A :

SW1Sw2 {iBf

69 86h  AKik#% DF

6A 86h Pl 4%, PLAAZN 1-6

67 00h P344i%, P3N 8 (5K 0)

62 83h 40 DF BeBiE, Bl EF2 #BiE
69 82h AN R A ok

6A88h L AF| EF2
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SW1Sw2 {iBf

6A83h  EF2 HRAE48E 1) 2 HH

698lh  EF2 &t (FDB. MRL % A—F0
6A87h  F&EHIEHASHRIAIE

6983h  fREMEHIHBIE

90 00h CAMHREY, 1275 SAM fEff s

5.2.1.3. 1% (Encrypt)
%2 i H DES 8 3DES Sk Hdl, e -
5 ACOS3/6. DESFire®. DESFire® EV1 5 MIFARE Plus - 7 #H B\ UEAE RS R 2% 4 .
SRR CEE
&N %
A L R 2 B KT 23 MU R AT I
M ANIEREM LS, #E# ACOS3 WA LML .
CLA  80h

INS 74h
b7

o M w0 nh PR

(on
(o]
O
(]
o
Ny
oy
w
(o}
N
O
=

b0 iBA

- ECBH

- CBC#izk

- EHEMACER

- MAC izt

#E#% ACOS3 SM T4
- MIFARE DESFire %
- MIFARE DESFire EV1 %
- CMAC

MIFARE Plus 4
MIFARE Plus i3
3DES

DES

3K DES

AES

Fry At fE - RFU

P1

.
o|lo|lo »r B O O ©o O O
Rr|lRr|lo O 0o o o o o o
o|lo|lo o o o o o o o
o|lo|lr B B B O O O O
(@) o { = o o |l |l o o
r|lo|lr © r O r ©O R O
.

m B O O

1

1

1

1

1

1
Ok O
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APDU i8]

P2 {#%f# i Load Key ZhHsTE SAM &40 Bl (2540«
1 - ff IR Ks X Hdis A7 i 2%
2 - [ EUEE Scout B kAT n
P2 3 - fd IR N e B AT N
0 - J&[Hl ENC (Sc, Ks)
1R P1.b3 = 1 8¢ b5=1, P2 144004 1
1 P2 = 0h, P1 AT LA 0 8( 1
P3 <128
4R P11 bit 3 AT 1, JEH P bit 5 thAZET 1
- 15 P2 = 1-3, 8(DES/3DES/3KDES) sk 16(AES) {5 %k, #i 128 7
- P2=0,0

lip'e
W1 P2 b6 = 1, Btk AN 1% e«
o WISCHEERIKE
e DESFire B & IR F Sk KL
e DESFire iy & MR F 3k
o WX
# P1=ALlh, iZ% T MIFARE Plus 7%
o IR MFP 42— MEERMEMS, HdmiE AN iZ2: Command
Ko Code(1 /MF71)+BlockNum(2/4 4~ F75)+Value(4 ~F74).
o IR MFP iy & 282 BEAT I, HdiE ifids X% & : Command
Code(1 M%)+ PPS1(1 7).
o R MFP 421k, #difisXRii%Z/2: Command Code(1 />
1)+ BlockNum(2 7).
o MR MFPmARE, HIEMH X% /Z Command Code(l 45
F1)+ BlockNum(2 4~ 771)+plaintext
P1=A3h,

e [ ICCRFIMEHE AL SC LB ALTE RMAC (W17
RMAC))

R R FAT P RLAR SOR A 745 -
69 86h AL DF
6A86h P13k P2 LXK
6700h  P3 AN IEHE
6A 83h  ACOS Hir#HARNEE Y (T Diversify 44 B 4H)
61 XX n#sE, 4 GET RESPONSE 3kH4;
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5.2.1.4. f#% (Decrypt)
%4 H Tt DES. 3DES 8 AES Hik ks, &
1. 5ACOS3/6. MIFARE DESFire. MIFARE DESFire EV18{MIFARE Plus—£ H #H B EAE A [
SRR
SECEE () .
B %5
15 FH 3ok FE B AT A U RS B TR 2
. BT IR ACOSI % AR S N
B IR ACOS3 224 L 37 F 4

APDU iHH

QI ANN

CLA  80h
INS  76h
b7 b6 b5 b4 b3 b2 bl b0 A
- 0 0 0 0 o o0 - ECB 5
- 0 0 0 0 o 1 - CBC #{
Wi 7
) 0 0 0 1 o o . %%gﬁ; ACOS3 %4
- 1 0 0 1 0 1 - MIFARE DESFire fi# %
b1 - 1 0 0 1 1 0 - EIFARE DESFire EV1 fi#
%
- 0 1 0 0 1 0 - MIFARE Plus fif
0 - - - - - - 0  3DES
0 - - - - - - 1  DES
1 - - - - - - 0 3KDES
1 - - - - - - 1 AES
0 0 0 0 - - - - Fii A FAth A - RFU
P2 fRE A H Load Key ZhAETE SAM HH /3 HitH 11 %5 4H «

1 - RS Ks 0B AT iR o
P2 2 - I ECS A Scont B kAT R e
3 - A N 2 B D A AT
0 - iR[n DEC(Sc, Ks)
P3 <128
g P1 = A5h, P3=16/32/48
P3  WHEPLMbit3A%ET 1
- Wit P2 = 1-3, 8(DES/3DES/3KDES) & 16(AES) M %, #ici 128 771
-mHE P2=0,0
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APDU i8]

L
Wi P1 = A5h, Fd 2 N2 i SeA
W P2 b6 = 1, Hdiks AN % e
VeI o HISCHEIERIKEE, WiRAH, {EH 00
e DESFire 1 & HIR F kKA
e DESFire £ F &+ Ak
o IMEHISIA

R R FAT P RLAR SOR A 745 -
69 86h A& FE DF
6A86h P13k P2 LXK
67 00h  P3 ANIEH
6A83h  ACOS HirEHIAMER L (L Diversify fir &£ 91D
61 XX fE#5E K, i GET RESPONSE 3KH4;

5.2.1.5. AiE#E% (Prepare Authentication)

Zar T RAE SAM £ (fEA%) %FF ACOS 3/6. MIFARE Ultralight C/MIFARE DESFire &
IMIFARE Plus &AM

APDU iHH

CLA  80h
INS 78h
00h - 3DES
01h - DES
02h - 3KDES (MIFARE DESFire EV1/ACOS3)
P1 03h - AES (MIFARE DESFire EV1/MIFARE Plus/ACOS3)

80h - 3DES ({{[R MIFARE DESFire %ilF)

81h - DES ({{[} MIFARE DESFire %iiF)

H¥E - RFU

Oh - &4 ACOS3/6 4 iiF ik [l 5 &

01h - MIFARE Ultralight C/DESFire 36iF, Eit (ZrHLi) &imas 4
05h - MIFARE Ultralight C/DESFire ¥6:1iF, itk & N2 %41

P2
02h - MIFARE Plus iAilF. M SL1 %] SL3 HI & KINE
03h - MIFARE Plus iAilF. M SL1 3] SL2 th A IF
04h - MIFARE Plus iAilF. M SL2 %] SL3 fIERFENIE
b3 8 - (P1=00h, 01h, 02h, 80h, 81h)

16 - (P1=03h)
B RABEYLIEGE
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eS8 I LR SOR S 9
69 86h Ai%+E DF
6A86h  P1E{ P2 L3
67 00h P3 ANIEf, @402 08h
6A83h  ACOS %% (KT 5 KC) AK#i#itss, (ffi FH Diversify 4 iz 1)
69 82h Al w KM
61 10h @45, Ki% GET RESPONSE M4

5.2.1.6. RKIAIE (Verify Authentication)

Ay A H T # % ACOS 3/6. MIFARE Ultralight C. MIFARE DESFire/MIFARE DESFire EV1 B
MIFARE Plus =Xt T & if) 532548, WMarE e L %4 Ks.

APDU VA

CLA 80h
INS 7Ah
00h - 3DES (P2 =0)
0lh - DES (P2=0)
P1 02h - 3KDES (P2 =0, ACOS3)
03h - AES (P2=0, ACOS3)
H¥E - RFU
00h - I ACOS3/6 iR [Fl{E &
P2 01h - #%% MIFARE Ultralight C®/ DESFire®/ DESFire® EV1 iAilF ik A5 &

02h - 74 MIFARE Plus AFR 145 B

08h - (P2=0,P2=1, Hilf%%XH DES/3DES)

16h - (P2 =1, HidfE%%#XH 3KDES/AES)

16h - (P2=02, H. MIFARE Plus & [F¥i# ek(RndA’ ))

32h - (P2=02, H MIFARE Plus iZ[n[## ek(TI+PICCcap2+PCDcap2))

ACOS 3/6: DES (Ks, RNDr)
AEh MIFARE DESFire/ DESFire EV1 iR [AI1%#i: ek(RndA’ )
MIFARE Plus iZ [FI%#& ek(RndA” )&% ek(TI+PICCcap2+PCDcap2)

P3

R SE IR PR SORZS 7715 :
69 86h AL DF
6A86h P13k P2 L2k
67 00h P3 ANiEff, 4202 08h

Page 26 of 96

ACR1552U &% - &%F info@acs.com.hk

B4 1.05 www.acs.com.hk




@ Advanced Card Systems Ltd.
Card & Reader Technologies

SW1Sw2 {iBf

6A 83h ACOS-SAM i FE 245 RNDT % H #E &% . 1] PREPARE
AUTHENTICATION i 454 iliix se 25 4

69 82h IR LA
90 00h AR EH, ACOS A HIE L)
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5.2.1.7. ACOS )ik " &K% (Verify ACOS Inquire Account)
Zar 2 H T & ACOS3/6 R AWK F i 2. ‘Bl SAM 17 #U% 5 IE ACOS3/6 ik [l

MAC #5256 F1 2 75 TE 6 -
CLA  80h
INS  7Ch
b7 b6 b5 b4 b3 b2 bl b0 i
- 0 0 0O O - 0 - ACOSINQ AUT#KJEH
- 0 0 0 O 1 - ACOSINQ AUT JaH
- 0 0 0O 0 0 - - ACOSINQ ACC_MACKHH
P1 - 0 0 0O 0 1 - - ACOSINQ ACC_MAC HH
0 0 3DES
o - - - 1 DES
1 - - - 0 3KDES ({{ ACOS3)
1 - - - 1 AES (¥ ACOS3)
P2  Oh
P3  1Dh

s %) ACOS £ H i INQUIRE ACCOUNT #r4 iR [ml ¥ By, WL 2.

R SE IR PR SORAS 775 :
69 86h  AKik#¥ DF
6A86h P13k P2 L2k
67 00h P3 AN IE

ACOS #H] Ks 8 Kacer RifE# 4 : i H] DIVERSIFY 7 &M Kacers UHi&
i, @il “Prepare Authentication” 4k Ks.

6F 00h AR H MAC A IE
90 00h BHEHH MAC IEH

6A 83h
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5.2.1.8. ACOS kxR 5#% (Prepare ACOS Account Transaction)
N7 A ACOS3/6 7t { (Credit)/#11Ek (Debit)fr 4, L4015 MAC fit ACOS3/6 HEATRIH: .

APDU  #iBj

CLA  80h

INS  7Eh
b7 b6 b5 b4 b3 b2 bl b0 i
- 0 0 0O 0 O 0 - ACOSTRNS AUT KM
- 0 0 O O O 1 - ACOSTRNS AUTJiH

P1 o - - - - - - 0 3DES
o - - - - - - 1 DES
i1 - - - - - - 0 3KDES (L ACOS3)
1 - - - - - - 1 AES ({LACOS3)
E2h: 728

P2 E6h: ;E;—K

P3  0ODh

Hls ek

eS8 I LR SOR S 9

SW1Sw2 B

69 86h K &P DF
6A 86h P1 8% P2 12k
67 00h P3 ANIEHE, 41 0Dh

ACOS %% Ks B Kacer RHAE& M4 ; 18 DIVERSIFY 24K Kacers A&
A, @i “Prepare Authentication” 4% Ks.

61 0Bh A 5e, &K% GET RESPONSE Hu4h

6A 83h

5.2.1.9. IFKIEFEK (Verify Debit Certificate)

*tF ACOS3/6, # DEBIT @A) P1=1, £iREl—ANFERUE . o] DUl b % b fy 4 1) 45 5L A
ACOS3 i B 3R SCHHZ N EGIE B3k AT 2

APDU iHH

CLA  80h
INS  70h

b7 b6 b5 b4 b3 b2 bl b0 if

- 0 0 0O O O 0 - ACOSTRNS AUT#KJIH
Pl - 0 0 0O O 0 1 - ACOSTRNS AUTHEH

0o - - - - - - 0 3DES
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APDU  #iBj

o - - - - - - 1 DES
i - - - - - - 0 3KDES ({{ ACOS3)
1 - - - - - - 1 AES ({{ ACOS3)
P2  Oh
P3  14h
Ham Btk
R SE IR PR SORZS 7715 :

SW1Sw2 {iBf

69 86h Ak DF
6A 86h P15 P2 L2
67 00h P3 RNIEH, W4iE 14h

ACOS %% Ks 3¢ Kacer RS LS ; 1H DIVERSIFY iy 24 i Kacers W&
FH, iZ41T PREPARE AUTHENTICATION 4% Ks.

69 82h ANV fE A kA
6F 00h DEBIT CERTIFICATE J:3k
90 00h %)), DEBIT CERTIFICATE B %

6A 83h

5.2.1.10. EU#4H (Get Key)

U 6 A2 M A TT SAM US540 (SFI=02h) 224 HiyE N 74—k ACOS6/ACOS6-SAM
Fro XL R AT DUt AT DU S BOR S B . X REM AT LR AR A SN S5 B 52 3 0 a5 R S 06
EACHS (AR

Ak, Zan A nl PUB I B A L, R A M 2 R SAM SR S0 (SFI=02h) A ACOS7/10,
MIFARE DESFire. MIFARE DESFire EV1 &% MIFARE Plus . X#EMAT LR AR SN 1 254052 21
ST B IAE A f R4

R LM (W, ACOS6-SAM 2% Tt 45 3.2 %) W B sk Ifets & bit7 UNEHEARE) , H
B CEOE, L Get Key A AT LLER AN BRAS T A %54 . Bit7 B 5, S8 0— B
W, EATATAE R #5242 F % HoAdi F] Read Record #ir4 .

FEREHGASPATZ 0T, L@ IHEINE (ACOS6-SAM Z#:F M 5.3 7)) bR A L YGE TS,
¥ /& MIFARE Plus/MIFARE DESFire A HAMNIEILFEAE B Ar & F A & 7 idFE %4

YE: GET KEY a7 & H GEFRIR Z 7501

APDU  {iiBH

CLA 80h
INS CAh

P1 U4, it ACOS k5 /5 3554
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APDU 5§

ooh  MARNEHEZ MSAM % 4H

Olh MM A2 16 A5 BUEH

02h S 2 24 A5 BUE 5

03h iR %4 & MIFARE Plus [ Change Key #14

B #4H, {it DESFire R M4, iR %dE 4t DESFire/DESFire EV1 T %41

Db IIE A5 MBS 5 B
80h 'E)/'I'EFSAI‘:F:E 7£ MIFARE DESFire & i H 2 A [F 1) %6 s
gih  WEERE % MIFARE DESFire EVL i R R W e
82h 'E)/'I'EFSAI‘:F:E EV1 7£ MIFARE DESFire EV1 & /i & A [ ) if St
88h 'E)’”EFSAF?E £ MIFARE DESFire K 1 Hh 2 A [ ) i: e
gon WUARE | fE MIFARE DESFire EVL /I W s
gah MIFARE £ MIFARE DESFire EV1 & F w1 /& 4 7] 1) ff’ e

DESFire EV1 A
P2 SAM ) Key ID (FT22 58 3 & 4H)

47 P1=00h, P3=08h

47 P1=01/02h, P3=10h

47 P1=03h, P3=0Bh

¥ P1 = 80/81/82/88/89/8Ah: P3 = 0Bh

# P1 = 00h, #r4 %44 RNDrarget
%7 P1=01/02h, 154 %4 N RNDraget + BAR £ HIFHS (Sitt5)
#i P1=03h
- Bbs R A WSS (8 5771)
- 54 (AOEK AL (LAF)
AEh - BNr (2 4~ 77)
¥ P1 = 80/81/82/88/89/8Ah:
- Hi R A HS (8 7))
- X146 Key ID (SAM K H (] Key f7fi# | #1465 key, 00=DESFire K #EKIA Key)
- Key No.(DESFire <[] Key No.)
- Key Version (DESFire K1) Key iiiA, ki, {E=0)

* e ds AR R S BA ANA K Change Key 1 Authenticate Key, B3 /2540 52 7518 FH AR [R] AR

P3

Page 31 of 96

ACR1552U &% - &%F info@acs.com.hk

B4 1.05 www.acs.com.hk




@ Advanced Card Systems Ltd.
Card & Reader Technologies
P 52 IR RLAR SOR 775 :
69 85h  SAM I FREEHAME % ks
6283h i DF #8E, =LH IR EF #80E
69 86h AL FE DF
69 81h  KEY CPFHISRAIENR, N iZad A FRA AR S
69 82h  EFRCHS IR IR AT R, B AN R e A Ak
6A86h  P1k P2 3k
67 00h P3 AN IE
6A 83h FI AR PR e 28 i s K 2N T 16
611Ch @&, i GET RESPONSE 3RH4S

5.3. FEEALE B R MY

5.3.1. ATR 4R
BEEEANR PICC G, —/ ATR &4 &% % PCSC 35K iR 5] PICC.

53.1.1. ATR{EEKER GEAT 1S014443-3 PICC)

FH B Fric i B
0 3Bh {2aEs
"
8 E IR JREARFEAETAL, TBIAITCL, HAF#ETDL.
1 8Nh o 1&&*)?% N 7 i 75 M (HistByte O - HistByte
N-1
5 80h D1 R FE8E IR JREARTEAETA2, TB2AITC2, HAFFETD2.

77T 0 RN T=0
ERE T 0RRN G BEAFEETA3. TB3. TC3FITD3.

3 01h TD2
R 71T 1 FoR AN T=1
80h 11 | PR, BOFIRAEFI L (¥ COMPACT - TLV i X 5 v
PEAAAE— MRS R IRTE
4Fh AR A AT AE bR 1
4 - 0Ch KE
34N RID Tk | FEMREI R #EBLREAFA(RID) # AO 00 00 03 06
SS PR AT
CO ..Cih EPAK AL )
00 29 9% | rFu | RFU # 00 00 00 00
4+N uu TCK | TOETKI A 741 # fr 57t %
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gl

MIFARE Classic 1KK~HATR = {3B 8F 80 01 80 4F OC A0 00 00 03 06 03 00 01 00

00 00 00 6Ah}

Hr:

KEYY) = 0OCh
RID = {AO
FRHE(SS) = 03h
€HA4FR(CO ..Cc1) = {00
FRUE(SS) = 03h:
= 11h:

EHAZFR(CO ..C1):
00
00
00
00
00
00
00

ACR1552U &%)] - &E5F/M

A 1.05

00 00 03 06h} (PC/SCT.AE4)
(IS0 14443A, FE3HD)

01h} (MIFARE Classic 1K)
1SO 14443A, $3#%

FeliCa

01:
02:
03:
26:
3A:
36:
37:

MIFARE
MIFARE
MIFARE
MIFARE
MIFARE
MIFARE
MIFARE

Classic 1K
Classic 4K
Ultralight®
MINiI®
Ultralight® C
Plus® SL1 2K
Plus® SL1 4K

00
00
00
00
FF
FF

38:
39:
30:
3B:
28:

MIFARE Plus® SL2 2K
MIFARE Plus® SL2 4K
TopazfiJewel

FeliCa

JCOP 30

[SAK]: AR 52 SCHIARAE
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5.3.1.2. ATREE#KN GEHTF 1S014443-4 PICC)
F3 =l i L]

0 3Bh YR F5F
EREFEI8R N BEAEETAL. TBIMITCL, HAF#ATDL.
1 8Nh T0 G5 N ZR 71 (HistByte 0 - HistByte N-
1)
EREFI8R N BEAEETA2, TB2AITC2, HAF#AHTD2.
2 80h TD1
T 0 R HhiERALA T=0
ERE I 0R IR G SEANFEAETA3. TB3. TC3AITD3.
3 01lh TD2 - ) e s
T 1 R ERAN T=1
XX T1 ISy
1SO 14443-A:
K EATSHE N [ 7 5. 3% 1S0 14443-4FRHE
4 ~
Tk
3+N XX 1SO 14443-B:
FHi1~4 FHI5~7 T8
ATQBI) N FH 5l ATQBIITMUE B | M- 11=ATTRIB
¥ A IMBLE; {2k
FH1 (RFU)=0
44N uu TCK TOETKIIFITA 7% 57 5
1.

MIFARE® DESFire®ffJATR = {3B 81 80 01 80 80h} // 6/ F75MIATR

YE: &/HAPDU “FF CA 01 00 00h ” KX 77 51SO 14443A-4 fPICC L 42 77 £1SO 14443B-4 47
PICC, JEHUIRAGHT i, W55 2HIATS. 774150 14443A-3 2(01S0 14443B-3/4 #/PICC £k 5]

ATS.
APDU#r4 = FF CA 01 00 0Oh

APDUWf, = 06 75 77 81 02 80 90 0Oh

ATS = {06 75 77 81 02 80h}

B2.

EZ-LinkfJATR = {3B 88 80 01 1C 2D 94 11 F7 71 85 00 BEh}
ATQBH M FH &4 = 1C 2D 94 11h

ATQBHIHMXAE 2. = F7 71 85h

ATTRIB ¥ MBLI = 00h
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5.3.2. APDU. #,F APDU IR EH /4

H Al Bldid PC_to RDR_XfrBlock jH 2 [M11 5 #8 & i% APDU. .5 APDU (Pseudo APDU) Fl-k J
LA 4 (Card Native Command) . ##5Ef 45, 54 <l RDR_to_PC_DataBlock 74 £ 1R Al
M J8

Command from CCID
Host

W
Card Mati
RN
CCID FEHLAT LU# F CCID 3 PC_to_RDR_XfrBlock (Xt)F- PCSC API #iff) SCardTransmit()) [ i
RE SR LA mLE APDU. XIT PICC, 1R 5 1IS014443 55 4 #73 #1 X Innovation
W, BEEHRKEL/APDU TR PN EERIES R, A4 /APDU BTN . WK R
REHFFIX BRI, W22 CCID FHLREEE “6A 817 .

7E: BT Microsoft Window -8 6K ENHGEEIH , Microsoft Window R RE7E R A H =i [ K A k1%
APDU 154 . %14 f# DESFire KA 1SO APDU #x, 5 kH LkBERE G M4, MIEEE
F. @M T, Microsoft Window &7 FAAFERNIRES 10 EEE R (@
PC to RDR_IccPowerOff) .

5.3.3. PICC i PCSC #AF APDU GHEATB)

% A H (Pseudo) APDU H T Ial 4% ¥ il 4k % fih = . CCID E HL v LLffF H CCID i XL
PC_to_RDR_XfrBlock (Xt%F PCSC API Hiff] SCardTransmit()) ik % ki%IX APDU. W H|FA
H APDU J&, 58S ESIREMNEI R g, RIERIES R . R GHEEXERL G w2 )G,
25 AR AR e B B 2 e 92K [m1 45 CCID E ML
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5.3.3.1. 3REUEIE (Get Data) [FF CA -]
i 4 PSR BUSGT R PR , BIREA S . s .

AN
i

00h
Get Data FFh CAh WRE
&=K)
4
P1 P2 X

00h 00h | 3kHU-K A1 UID/PUP1/SN
01h 00h | 3RHL A K55 4 #4011 ATS

00h 02h | FRELLA RN R 2R R B, AT
A2 2 715 ATQAZATVA + 4/7/10 £ UID + 1 F4if)a —1 SAK.

B 2K: 12 “#15 ATQB
IREL LA R R B 2R A S s, AR5«
A 25 2 71 ATQAZATVA + 4/7/10 15 UID + 1/2/3 F75 SAK.

B 2&: 12 Z#75 ATQB

FeliCa: 17 17 ATQ (+ 6 771 ATTR, W #I%)

80h 00h
SRI: 8 FHUID + 1 F &M 1D,
1S015693: 1 #¥i DSFID + 8 ¥ UID
CTS: 4 F¥ SN + 2 71 ATQT
Innovatron: 4 95 SN + 1 FE3FR&Hil,
M [
M . ] N 4
4k HiE Swi Sw2
M SN PR A
g Sw1 sw2 X
Rl 90 00h AR R Ih 5E B
iR 6X XXh PN
Gilpup
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RO “ A B ERR PICC” HIFS 5.
UINT8 GET_UID[5] = {FF, CA, 00, 00, 00};

FREL “ O H A EREN 1SO 14443-A PICC” [ ATS:
UINT8 GET_ATS[5] = {FF, CA, 01, 00, 00};

5.3.3.2. Jn#E#4 (Load Key) [FF 82 +]

Wi 4 FH T 16 25 B 2 v X5 48 R 1) A B8 B 2 b DX B N8 . BT X R T B R Ak X, BLI Y
WK TINIE. B & A&7 R A ol e

PANA
i

Load Authentication

Keys

eh | son | oon | EHIEEK | wmak

R HHRIR

ooty | e | e

I/ R

TR AR/ AEIRF)

MIFARE Standard
MIFARE Plus SL1

06h

6 717 Cryptol Key A/B.

MIFARE Plus SL1
MIFARE Plus SL2

16h

6 %1 Cryptol Key A/B + 16 i AES Key.

MIFARE Plus SL2

06h

6 7% Cryptol Key A/B.

MIFARE
UltraLightC

MIFARE DESFire

10h

16 #71 2K3DES Key.

M 2 PR A A

S
J%2h

SW1 Sw2
90 00h

AL B R

EE IR

6X XXh

R

g

/7 Ay Rk A AL E 00h n#cE Y] {FF FF FF FF FF FFh}.
APDU = {FF 82 00 00 06 FF FF FF FF FF FFh}

ACR1552U &% - 2%5F/M

WA 1.05
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5.3.3.3.  iAiE (Authenticate) [FF 86 00 00 05 -*-]
s H TR A BT ES R . ATERSTD G, B AT BV R 2 R Y T . A ARk HT, H P R
i Load Key 41 1L (1% §H 40 n 2k 3 B Z i X S48 & 22 X

PNy
fir 4>

Authenticate FFh 86h 00h 00h 05h WRFE

01lh 00h (RFU) Hil BRI AW X
Hiuhik Foas gAY
KRR Huht AR

MIFARE Standard

MIFARE Plus SL1 | 00h~FFh: #t 0~255
MIFARE Plus SL2

MIFARE

60h: Cryptol Key A
61h: Cryptol Key B

UltraLightC 00h (RFU) 80h: 2K3DES
MIFARE DESFire | 00h~OEh: DESFire %% 0~14 OAh: 2K3DES
VRN T
B SW1 Sw2 &\
FRT) 90 00h A R TE B
iR 6X XXh R

X
G Rt
AN V= A A AN
Gt 16 lﬁlzézj;flz@»aél M (3 M, FH 16 29) (A A8, 16 )
B 0 00h - 02h 03h 3
FIX 1 04h - 06h 07h
> 1KB
BIX 14 38h - OAh 3Bh
BIX 15 3ch - 3Eh 3Fh J

#£3: MIFARE Classic 1K RN 1EL
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iR R
AN V= LA NN
Gt 32 [ﬁlé&;j;flz@a 44 (G A, &k 16 29) (1AM, 16 F%)
FX 0 00h ~ 02h 03h N
MIX 1 04h ~ 06h 07h
> 2KB
X 30 78h ~ 7Ah 7Bh
X 31 7Ch ~ 7Eh 7Fh J
R
FEHR R
I SN A~ N
GtsA1 )ﬁlzié;ﬁéf)lzﬁa 16 4 (15 M, FH 16 5%) (1 MR, 16 )
BiIX 32 80h ~ 8Eh 8Fh N
BIX 33 90h ~ 9Eh 9Fh
> 2KB
BiX 38 EOh ~ EEh EFh
FIX 39 FOh ~ FEh FFh J

F4: MIFARE Classic 4K <4 174514
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FHE 0 1 2 3 gy
R3S SNO SN1 SN2 BCCO 0 \
iz2ikes SN3 SN4 SN5 SN6 1
/8 BCC1 P 2R LockO Lock1l 2
oTP OPTO OPT1 0TP2 oTP3 3
B/ 5 DataO Datal Data2 Data3 4
s 5 Data4 Data5 Data6 Data7 5
B/ 5 Data8 Data9 DatalO Datall 6
512 fir
s 5 Datal2 Datal3 Datal4 Datal5 7 %
s 5 Datal6 Datal?7 Datal8 Datal9 8 64 =%
i/ s Data20 Data2l Data22 Data23 9
B/ 5 Data24 Data25 Data26 Data27 10
i/ s Data28 Data29 Data30 Data31 11
/s Data32 Data33 Data34 Data35 12
B/ 5 Data36 Data37 Data38 Data39 13
s s Data40 Data4l Data42 Data43 14
B/ 5 Data44 Data45 Data46 Data47 15 /

#£5: MIFARE Ultralight £ ) N 7745 #)
Biamn.
/7 EAEFH{TYPE A, %15 00h}EiFLk 04h. PC/SC V2.01, FH

APDU = {FF 88 00 04 60 00h};

// EAEFH{TYPE A, %15 00h}EiELk 04h. PC/SC V2.07
APDU = {FF 86 00 00 05 01 00 04 60 00h}

ZE: MIFARE Ultralight A7 ZZdb 7792 ik, F A7 7] ELE HI 71 -
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5.3.3.4. EE_3##E (Read Binary Blocks) [FF BO *+]

A& F T AR E B BT EE I G2 BT 46 A PICC SR € AT OBl . ARIE R A R, A ey
AT, FP R RE B SE AT A IE IR SRAF X e P BT 5 TRl B

=
e

Read Bi . N o
“Blocks FFh | BOh B R 5

P1/P2 (R AHuE)
P1[7:4] P1[3:0] + P2[7:0]

R s HHE (MSB ZERD)

MIFARE Standard N
00h: kit #Hh

MIFARE Plus SL1 000h~OFFh: Bt 0~255

2 3
MIFARE Plus sL2 | 08n: Ber/Eifiit
MIFARE
UltraLight

~ . T O~

MIFARE 00h (fRED 000h~02Fh: T 0~47
UltraLightC

000h~07Fh: ¥t 0~127

SRIX4K/SRT512 00h ({8
H OFFh: AKX

PicoPass 00h (fRED 000h~OFFh: H 0~255

Topaz/NFC Type-
1 bp%

00h ({8 000h~7FFh: == Huhl

Le (RFEEHLEITH7H0

KA FHO FH1 T2

- 00h: #LHX 256 FF

‘ 01h~FFh: iH 1~255 F-74
0000h: % 65536 F i

© 0oh TEHL : A
0001h~FFFFh: 3EH 1~65535 771

i PR A5

rEE SW1 Sw2 &y

%] 90 00h B Ih e %

iR 6X XXh F I
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(ZLE
/7 I 04h i 16 77 (MIFARE Classic 1K ¢ 4K)
APDU = FF BO 00 04 10h
/7 M\ kI 80h JF4AEEL 240 £ (MIFARE Classic 4K)
// :80h £t 8Eh (15 4MHL)
APDU = FF BO 00 80 FOh

5.3.3.5. E#FH _i#IE (Update Binary Blocks) [FF D6 -]

ey 4 F T IR B U TU L AL B T4 T PICC B NIEE 71T (R AURBUTR /MO %R, )
R AR, R LA AR, P AT B S AT UAIE SR I S By 7 AR -

1 B P9 B T S A BR T RSO R A 2 A E (Bt MIFARE RIGEIE |, FTLAR 4R SN0 o

ISR B NG R BB B A R, ATRESS IR BISE. Dy T8/ B BIUE AR, AR K 2 4Bk
B, @I —A APDU iy 4 [ 2 AN BT E AN K -

ik

Update Bi N o o .
p%&dgmw FFh Déh R A A hE BB A gﬁ

P1/P2 (R AL Al Write Size —& (Hw/Tik/N)

P1[7:4] P1[3:0] + P2[7:0] /T AD D
L5 HiEHhE (MSB 7ERT)
MIFARE
Standard
MIFARE Plus Ox0: Bkid E ik
N 000h~OFFh: ¥t 0~255 16
SL1 0x8: &Rk
MIFARE Plus
SL2
MIFARE
UltraLight
~ . W0~ 4
MIFARE 0x0 (f#¥) 000h~02Fh: Ti 0~47
UltraLightC
SRIX4K/SRT512 0x0 (fRE) SRIX4K/SRT512 4
PicoPass 0x0 (fRE) PicoPass 8
Topaz/NFC Ox0: fLHHERR 1 78h) Bk 8 (K
. 000h~7FFh: 7 ik )
Type-1 Fr% Ox8: AELFEHEER =

Page 42 of 96

ACR1552U &% - &%F info@acs.com.hk

B4 1.05 www.acs.com.hk




@ Advanced Card Systems Ltd.
Card & Reader Technologies

Le (ReH A7 74D

RAY FH0 FH1 FH 2

(5] 01h~FFh: 5 A\ 1~255 4~ -

K 00h 0001h~FFFFh: 5 A 1~65535 N5
i LIRS

g SW1 sw2 & X

&N 90 00h PEAE R 5E o

R 6X XXh N

Bltn.
/7 ¥ MIFARE Classic 1K/4K &) —i#hlE 04h f%3E % 5 /{00 01 ..OFh}
APDU = {FF D6 00 04 10 00 01 02 03 04 05 06 07 08 09 OA OB OC OD OE OFh}

// ¥ MIFARE Ultralight £ itk 04h i %dE 5% A{00 01 02 03h}
APDU = {FF D6 00 04 04 00 01 02 03h}
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5.3.3.6. PCSC 2.0 5F 3 4 X APDU 84 (V2.02 XA ERRZA)

PCSC 2.0 %5 =57 HUE i fir 2 HI K Hdfe AN F 2 e i A% 20 AR R i A28, KU 21 1 Bt i
AR [E 5 N PR P AR, TR A D038 R Ao

5.3.3.6.1. &AM APDU #&3

fir &%
fir B
FFh c2h 0oh The Bl Hihi HUE K]
HAohee (i -
00h = i
01h = EWAE
02h = PJthil
HE = RFU
Wi S8 A 20
i S 5 \ swi Sw2

YD [ BR I8, BER-TLV

A A 2R 8] SW1 F1 SW2 i B EdE il (i) . SW1 Al SW2 754 1SO 7816 [l sE . v
LA CO Bt 421 SW1 SW2.

CO % d ok =X
KB (127
COh 03h HERIRAS
B AR AS B
HRRES i B

XX = APDU A B a4t %
00 = APDU 7 NL4EiR

XX SW1 Sw2
01 = 5 1 MR A f R
02 = 5 2 MR A R
00 90 0Oh e e
XX 62 82h B xd R XX 5%, 1R BAMFAE
XX 63 00h IEEE

XX 63 01h T I SR, F1EHUT
XX 6A 81h ANSCHAEHE R R XX

XX 67 00h EAMC B X 5 XX

XX 6A 80h EAME B 5 XX

XX 64 00h Bt g XX $uATE IR (VFD Joia )
XX 64 01h Hixt g XX PuATHEIR (1CC LM R
XX 6F 00h BIERE G XX S, A HER2

B AT MER AR R A R XX BT, R A TR X IR AR . SuEER 1SO 7816 M
SET SW1 SW2 ff.
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IRk C-APDU Btk i A7 2 Bl Xt R, 1 B — Rl R, 8478 H e Bt S T
RGBT R IO BL R, IFD Rl LU BE R R S X 42

5.3.3.6.2. B LiE (Manage Session) [FF C2 00 00 -]
A A RVEH P F B s IR D R, DUT I 8LE(E .. WIS 5EUE, H P RLRIZ R 2iE.

BRI, WARAIERER], ey SRS IS SR RIERIN Rk R S, JFHEIEAZIIKE,
FrARZ AR B WOIT S 28 E R

AN
i

Manage

Session FFh C2h | 00h | OOh | Cmd ##E&)E | Cmd TLV --/00h
M [N HR A
o 7 SW1 sw2 P
- 90 00h PAE R 5E o
— . > == D Sl S g
Rsp TLV 00 00h Le = Ox00: Cmd TLV K. W7 T HERIERE, B3
#% Rsp TLV.
—- 6X XXh Le = ——: Cmd TLV Z—%RIK.
Cmd TLV
Cmd X
Start Session:
VAYYANA T AR A2,
81 00h ﬁﬁuzlﬁﬁm%ﬁblﬁ]o
RF Off: .
83 00h M RF.
Timer: PEE F—/RF On/OFF TLV Hif frIARAR S a]
5F 46 04h [TIME]: 4 F77i{5 (MSB fEfl) , Yu[[Jy 1000 %] 100000 us. SEFRIAHR
[TIME] I 1) 444 P 4 T2\ B 23 19 1000Us .
RF On: T RE
84 00h 1 °
End Session:
SEHT A A
82 00h GER AL, B R AR
Rsp TLV

TLV Error:

NS A =i
CO 03 NN 6X XXh 5 NN A4 TLV 4.
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5.3.3.6.2.1. FFHELEHIES TR (Start Session Data Object)
i S HFIFRENSE. SWEIFGE, Az, BERSIEER.

THA 2 1R R

PRas KB (1F) {8
81h 00h -

5.3.3.6.2.2. &R &EEIEXN SR (End Session Data Object)
Ui A HF&ILEW &G, EHNaETazm, EENHNFR RS,

LR R B

S KE (1 FH) i=H
82h 00h -

5.3.3.6.2.3. %M RF HIEXHR (Turn Off the RF Data Object)

Ben 4 JE T RS
KM RF 7545 5
e KB (154 | ff
83h 00h -

5.3.3.6.2.4. 78 RF X R (Turn On the RF Data Object)
A A H T E R .

)8 RF 85 %

e KB (154) | ft
84h 00h -

5.3.3.6.2.5. (FBTEREHEXT R (Timer Data Object)
a4 TR — 32 ALt 285 xt 5, DL 1 ps AL,

Blan: iR RE 2088 X0 AT RF 235 5 2 (84 5000 ps [T 28 5 0 5, 325 28 2 5]
RF 37K%) 5000us, #RJ5HEFHFE RF .

T SR B X R

wE KB (159 #

SF 46h 04h THRE (4 DD
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5.3.3.6.3. #EHRXH. (Transparent Exchange) [FF C2 00 01 =*-]

Bb A SRV R A ROE IR R AT AL BT, O AT DA R G B A B B AR d R (1
ISO14443 55 4 #73) VLK —LE8EER 2 TUAR (CRC MIAHMEIRI) o FIF Al BURHAEAT R 1 RF € 1 IR ah Eodis
RABIIXAFAA APDU 1, K5 Rx4 R .

R, e RE TR SCRF A AL B AR, AT AR AR AN I AN IR S R P/ I AR 1S 0 T
SR FOIRAS, I HLATRE 75 22 BB B R A RE A A AR P/ [ A R IR

fir 4
TR
Transparent i i
Exchange FFh | C2h | 00h | Olh | cCmd ¥#EKE | Cmd TLV 00h

RN T

g3 SW1 Sw2 &

% 90 00h | 4RfEMRIFEM.

i 6X XXh Sl
Cmd TLV

Cmd /3\3(

Transceive Flag: | # & T4 Transceive TLV [ Flag
90 02 [Flag] OOh | Fyag[7:5]: RFU; #40
Flag[4]: ¥ M%) 1S014443-4
Flag[3]: #NaE EHa A3 (R a0 b
Flag[2]: W28 b4 a3 R i a3
Flag[1]: # %5 1E#k CRC 4b3E
Flag[0]: #ZEiEAE4 CRC 4b2E

WL TLV 8, WA E— S &R Flag 6. WRMNRRE S
Flag 18, MIAEH 5Pl fE .

Transmit Bit WE N Transceive TLV () Bit Frame. Wik TLV 2, NIERIAE
Frame: 0.

91 01h [NumBit]

NumBit[7:3]: RFU; ¥} O

NumBit[2:0]: &E— N7 AN EE (0 RRTAIALEA
0

Timer: %% T3 Transceive TLV [FFBISHE .

SF 46 04h [TIME] | [TyME]: 4 5799{H (MSB 7ERT) , A 1 us #| 1000000 us. SZhii
I I (1K DU 5 LN B Fe 4235 1) 302.07 x 20~15 us.

QR TLV Bk, DU SR s B A FWT I ABLAE D i B 1]
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Cmd X
Set FWTI: WE Transceive [ FWT/#EI . #Jerikised “FF C2h .. .7 w4 ik
FF 6E 03 03 01h B FWTI, WEGAER O.
[FWTI]
FWTI: O ~ 15, FWT/#l = 302.07 x 2FWTI us
gﬁﬁg“ﬁ: Size: BER-TLV KJE 5 B el 5 i A /s
1ze w
[Data] Data: fEf&Hit s
Rsp TLV
Rsp P
Receive Bit . s
fﬁgﬁ:xg ! NumBit[7:3]: RFU; ¥ A 0.
92 01h [NumBit] NumBit[2:0]: )i — 545 a2 ECR (0 Tl AL 0
Response: Size: BER-TLV KB 4ufid Hd (/N
97h [Size] [Data] Data: IS4 .
Response Status: Status [7:4]: RFU.
96h02h [Status] Status[3]: MMz,
00 Status[2]: ZHBKKEIE.
Status[1]: RFU.
Status[0]: CRC 4#i%.

5.3.3.6.3.1. RIZNEWAF EHIEXT SR (Transmission and Reception Flag Data Object)
A H TN FMEE XS RF 244,

HCAE PR 5 B 0 R
=N

I KE QF

2 e #%O
23 ) fr

0 - TEf&HIMEEE SR CRC
1 - AEAER A 5 in CRC
- XTEAlE R 4T CRC KA

0
Lol Rt cRC Ko
L |0 - ElEHm A IR T
1 - RN BRI
oon | o2n 0 - BB A A A R ooh
3 |1 - BT AR (T
AR

0 - EAHBUETREMTCEL, 5038 MmN R E 3T
4 |1 - AmmeEFEEFUECK ud) (Bl PCB.
CID. NAD)

RFU
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5.3.3.6.3.2. RIELLRMBIEXTR (Transmission Bit Framing Data Object)
Wiy 4 F T 58 SRR BRSO B8 v i Ja — A1 IR S U

ek G RBTEAR &
RE KE Q¥ ‘
B W
0-2 | ffs— iR AR (0 TR TE IR A0
91h Olh
3-7 | RFU
Kk GRS R AR <% B “HUR” B R . AR E N B
A A 2

5.3.3.6.3.3. L R FHAEXF R (Transceive Data Object)

B 4 I T AOR MR B ICC RBs . B AOR )G, 5 S RAFSAIRE, BRIV f8d
Xof G TE PRI ) 25

ARRBA R D E SO S0 B SRS S S R PSRRI LR B 25 FWTI H 5 SLE
RIS TR . I RBH B FWTI, 55 #2547 K40 302 ps.

& CIE

Y53 KE (170 =N
95h Kl K B (NAFD

5.3.3.6.3.4. iFIT#FHEX R (Timer Data Object)
a4 Tl — 32 ALit i 28 5dixt &, L1 us ML,
Bltn. AR AEAE 5000 ps M R EUE R R, TS g2 AR BN AT S AL TLV K Z) 5000pus.

T 28 B 6 %
R \ KR (1 59) f
5F 46h 04h AR (4 ANETD

5.3.3.6.3.5. W AL M EHE TS (Response Bit Framing Data Object)
Wiy 4 FH 5 0] o7 R B R AU 1 R 28 7 B 540 3t %

wE KE (157

0-2 | HJa— M irh A AR (0 FoRPr A MALHAE RO
3-7 | RFU

92h 01h

FAEAT BT R BEA AR B CUOR” Bl R . IR EE R S, R
A LR R

Page 49 of 96

ACR1552U &% - &%F info@acs.com.hk

B4 1.05 www.acs.com.hk




@ Advanced Card Systems Ltd.
Card & Reader Technologies

5.3.3.6.3.6. W RRAHIEX R (Response Status Data Object)
Wiy 4 B T E A B R s SR R B S

M 2 PR 8 KXot

e KE QF

0 0 - CRC IE#, BURFATRLS
1 - CRC RI&ZKIK

1 0 - ITM=x
1 - KE R

96h 02h 2 0 - %%{%&%/ﬁi iéltié:é RFU

1 - AW B AR A LA B R

3 0 - JoHGWisE iR
1 - A2 Al b 5

4 -
- RFU

5.3.3.6.3.7. W NEHE R (Response Data Object)
Wiy 4 FH T FE A L B RSSO 1 IR A

M J52 04 0 B2
S KE (1% =N
97h EAETANE S i 5 Kl (N5
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5.3.3.6.4. {J¥Pr (Switch Protocol) [FF C2 00 02 -]

sdir 4 SCVEHL P VIR fR 2 i, AR B R R4

AR, b RE S TR SRR A RS L AR, AT A 2 5 AN I AN IR B R PR/ AR 1S O T
SR AR, I HAT RE 5 22 B BN RS B R A REAE A E A P/ [ R AR

Switch " >
Protocol FFh C2h | 0O0h | 02h | Cmd ##EK)E | Cmd TLV 00h
i LR 2SR
i N e SW1 Sw2 Ve
Rsp TLV 90 00h Bl T
- 90 00h 58]
- 6X XXh N
Cmd TLV
Cmd X
Set Baud: W BB R R NS 4 30/ ENEEFR. R MARD “FF
FF 6E 03 05 01h C2h ...” fn4 i E[Baud], MEKIAMEHN 98h (106 kbps).
[Baud]
Baud[7:2]: RFU, ¥4 100110b.
Baud[1:0]: fF&EMHHEE, 00b (106 kbps), 0lb (212 kbps), 10b
(424 kbps), 11b (848 kbps).
Switch Protocol: F IR B [ RF A2
8F 02h [RF]
[Layer] [RF]:
00h: 1S014443A, 01h: 1S014443B
02h: 15015693, 03h: FeliCa, FFh: 477 RF
HE: RFU
[Layer]:
02h: %52 J2/#k%  03h: %53 Z/3457,
04h: %54 B/#45 (UAT A/B)
He: RFU
e WRYIEE 2 By, MG FERSE GEREWD RE.
Rsp TLV

Response: Size: BER-TLV K& 5B gmht i 2 K/
8Fh [Size] Data: ATR (UIBEE 4 #45). R4 SAK (HIH2 A K5 3 #4) . &
[Data] % ATQB Hiffy PI (RS2 B % 3 #54).
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5.3.3.6.4.1. P)#H il B FEXT SR (Switch Protocol Data Object)
by 4 F T8 AR R AR 2

VIESIISVEEERS
LY KE (1)
FHO0 T
00h - 1SO/IEC14443 A>3
K1 ooh - v
0lh - 1SO/IEC14443 B % 03h - PRmEEE
8Fh 02h 02h - 15015693 PP s
. 04h - BUHEIZHIYZ
03h - FeliCa
o H'& - RFU
H'©e - RFU
5.3.3.6.4.2. N EIEX R (Response Data Object)
W4 T AE ) R AR R R TR B B B IR S
] N A %o 5
R KE (1FH &
5F 51h MK ATR
. 2 SAK (W2 A 2558 3 #84r) . 5% ATQB
8Fh % K
MR G PL CHEAE B 2 3 4.
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5.3.3.6.5. PCSC 2.0 5§ 3 #45ra~l
1. JFHREM iE
fr4: FF C2 00 00 02 81 00
liM: CO 03 00 90 00 90 00

Connection - Share Mode
(%) Direct () Shared () Exclusive

ATR: |N0 ATR retrieved (ATRLen = 0}

Command: |3500 | [ Send ]

Data FF 200000281 00|

Response: | C0 03 00 90 00 90 00

2. HIFR%&
#r4: FF C2 00 00 02 84 00

Mi¥: CO 03 00 90 00 90 00

Connection - Share Mode

(%) Direck () shared () Exclusive

ATR: |No ATR retrieved (ATRLen = 0)

Command: |3500 | [ Send

Data: FF 2 0000 02 &4 00

Response; | 0030090009000

ACR1552U &%)] - &E5F/M

A 1.05
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3. ¥4iE ISO 14443-4A.

#4: FF C2 00 02 04 8F 02 00 04

MiR: CO 03 01 64 01 90 00 C(HIRALELEFRH)
CO 03 00 90 00 5F 51 [Len] [ATR] 90 00

Conneckion - Share Mode

(%) Direct () shared (O Exclusive
ATR: |N0 ATF. retrieved (ATRLen = 0)
Command: |3500 | [ Send ]
Daka @ FF Cz 00 02 04 5F 02 00 04

Response: | C0 03009000 5F 51 0F 36 54 &0 01 44 43 4F 50 33 31 56 32 33 32
FA 8000

4. ¥ PCB &N 0Ah, JFETEfL4m%id 5 H CRC. A ER APk
#r4: FF C2 00 01 OA 90 02 00 00 FF 6E 03 07 01 OA
Wi{R: CO 03 00 90 00 90 00

Connection - Share Mode
() Direct () shared () Exclusive

ATR: |N0 ATR retrieved (ATRLen = 0)

Command: |3500 | [ Send ]

Data : FF CZ 0001 0A 90 02 00 00 FF 6E 03 07 01 04

Response: | C0 0300900090 00
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5. Ki% APDU “80B2000008” Z-F A HHUmi .

#r4: FF C2 00 01 OE 5F 46 04 40 42 OF 00 95 05 80 B2 00 00 08

Wi CO 03 00 90 00 92 01 00 96 02 00 00 97 OC [RAMWIR] 90 00

Connection - Share Mode

(%) Direct () shared () Exclusive
ATR: |N0 ATR retrieved (ATRLen = 0)
Command: 3500 | [ _gend |
Data : FFC2 00 01 0E 5F 46 04 40 42 0OF 00 95 05 50 BZ 00 00 05

Response; | C0 0300900092 01 0096 02 00 00 97 0C 0B 00 01 02 03 04 05 06
07 05 90 00 9000

o
AN

R 20 .
#r4: FF C2 00 00 02 82 00
WiR: CO 03 00 90 00 90 00

Connection - Share Mode
(%) Direct () sShared O Exclusive

ATR: |N0 ATR retrieved (ATRLen = 0}

Command: | 3500

Data FF 2 000002 §2 00

Response: | C0030090009000|
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5.3.4. PICC & BRf\ A APDU

FHIRA (Pseudo) APDU HFlal v dE#zfd £, &% PCSC Pseudo APDU [f#h78. X4t APDU
BN AL TR 5 PCSC Pseudo APDU 4Ll .

5.3.4.1. EAEBR (Write Value Block) [FF D7 -]
e 4 P T6 4 AT B 5N MIFARE FRAER R B v AR, P B 2456 s H#EAT AGIE
FEPATT LRIV 1AL o

PN
i

Write Value

Block FFh D7h 00h Lz 05h WRE
FHOo FH1 FH2 FH 3 F 4
00h 4 NEHHE (MSB R

%l 1: Decimal -4 = {FFh, FFh, FFh, FCh}

VB_Value
MSB LSB
FFh FFh FFh FCh

%l 2: Decimal 1 = {0Oh, 0Oh, 00h, 01h}

MSB LSB

00h 00h 00h 01h
Ui AR 5 B

g Sw1 sw2 X

R 90 00h | #EfERIIZER.

i 6X XXh | K.
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5.3.4.2. EE{EH (Read Value Block) [FF B1 -]

e H T WA MIFARE SRUERTR BOA RSP R 4 D35 R . WA A &80, P B 5E sl
BEAT VAR FSRAF XS i B 5 T SRR

Read Value Block FFh Blh 00h s 04h

1. Decimal -4 = {FFh, FFh, FFh, FCh}
MSB LSB

FFh FFh FFh FCh

%l 2: Decimal 1 = {0Oh, 0Oh, 00h, 01h}
MSB LSB

00h 00h 00h O1h

i i

O LB SW1 Sw2 4

4 NFATHIME " .
(MSB 7EFI) 90 00N i i)

— 6X XXh | %K.

5.3.4.3. WA I{E (Decrement/Increment Value) [FF D7 -]

B 4 T RSO A AEIn—A 4 35008, JRREREA B AR (R RHE MIFARE drdE) o
REDR G RAFNA NS, AT DU B AR S 4 5 B0 0 s JRELS . M Lbar &, 7R Sk
AT VAL I PRAFASPEERAN F AR 17 I BURR -

PANYAN

i<
i S HAE
Decrement/Increment H bRt .
value FFh | D7h i Yz | 05h W%
FH0 FH1 FI2 FH3 FH 4
O1h 4 ANFATISEINE (MSB 7EHT)
02h 4 NFATHECME (MSB 7EHD
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M AR A
g m Sw1 sw2 X
J& ) 90 00h | #AERIhTEM .
R 6X XXh | K.

5.3.4.4. HEHI{EIR (Copy Value Block) [FF D7 ]

s 2 F TR AR SRS B H AR (R 7 S MIFARE FrifE) o R Ubar &80, P R4 et it
ATEFFSRAF ISR AN H Ar B 5 iR BLFR o

PAYAN

<
LS i Epe
Copy Value g
Block FFh D7h 00 Y5 et 02h REs
03h H bt
Wi AR A5 1
ghm Sw1 sw2 X
J 2 90 00h HAE R 7E e
iR 6X XXh K.
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5.3.5. P &4 PCSC HIHr&E (1SO14443-4)

FrE R4 1SO 14443-4 Wi F - (PICC) #Fw] LAFRAR 1ISO 7816-4 1 5E ) APDU. ACR1552U 5 2%
54 1SO 14443-4 bpdEf) R #TEGER, RFTEEARH 1SO 7816-4 ML E ) APDU FlHi v o
ACR1552U £7F N3 AbHE 1SO 14443 55 1-4 380 B«

74k MIFARE Classic (1K/4K). MIFARE Mini fll MIFARE Ultralight 5252818 T=CL #43E47 SRR 1
HEH MIFARE P2 AERRUER) 1SO 14443-4 Fr2R1H] . 245 EiE S 4 PICC ) PCSC #\F APDU
CEEHETR) .

1SO 7816-4 #i7E [1] APDU #3454

1SO 7816

N o i 2 A I JUTEE 3 (] e o 1 548 (1)
%4%%%%&5‘] E‘]‘[’ﬁfg _L/(}:E

S A
ﬂﬂ/?‘\

1SO 7816-4 e M Bk CHgh# CBdlE + 2 7791
] N M) )L AR 45
ghEHR W) [ K3 Sw1 Sw2

LI 1SO 7816-4 it 2 ¥ SOIR A5 AL

g Sw1 sw2 & X
R 90 00h | #fE Tl ek.
iR 63 00h | #fERIK.

TR R AR P A2 -
1. HoRkrZ, 5 PICC B a rigEdE,
2. GEHUE BRGNS

FLPLIX L.
1. S%EriEsk.
b4 ATR 2y 3B 88 80 01 00 00 00 00 33 81 81 00 3Ah.
H,

ATQB J% %45 = 00 00 00 00, ATQB Ppillf5H =33 8181, iXZ&— 1SO 14443-4 Type B ##
2
2. Ri% APDU, HUBENLEL.
<< 00 84 00 00 08h
>> 1A F7 F3 1B CD 2B A9 58h [90 00h]

ZE: X7 1SO 14443-4 Type A fr+5, A L{a@ APDU “FF CA 01 00 00h ” £ ATS.
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il :
Il )\ 1SO 14443-4 Type B PICC (ST19XRO8E) FHiHL 8 77
APDU = {80 B2 80 00 08h}

CLA =80h
INS =B2h
P1 = 80h
P2 = 00h
Lc =k
SRR = o
Le =08h

J%: 0001 02 03 04 05 06 07h [$9000h]
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5.3.6. VA FeliCa #p&

il FeliCa br2sHfr 4 A E T 1 PCSC #l MIFARE #2164 . a4 FeliCa #iyE, 17—

FeliCa 4 JF4HT

. i Hdh g
FeliCa #1% FFh 00h 00h 00h e L
e K KEEFA)

FeliCa fmIig5y (K + 2 771

M [ B4 4K

4R M 7 5

DARE AR R -
1. 5 FeliCa @ i%E#,
ATR = 3B 8F 80 01 80 4F OC A0 00 00 03 06 11 00 3B 00 00 00 00 42h
Hrh, 11 00 3Bh = FeliCa

2. iZELFeliCa 1DM.
fir4 = FF CA 00 00 0O0h
», = [IDM (8 #19)] 90 00h
filin: FeliCa IDM = 01 01 06 01 CB 09 57 03h

3. FeliCa 4.
il “iEEE” NAEER.
#r4 = FF 00 00 00 10 10 06 01 01 06 01 CB 09 57 03 01 09 01 01 80 0Oh

Horr:
Felicafi4 = 10 06 01 01 06 01 CB 09 57 03 01 09 01 01 80 0OOh
IDM = 01 01 06 01 CB 09 57 03h

MR = A A
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5.3.8. il 1ISO15693 &

AFINE T 1SO15693 ka4, FEFZRULAHI R :
e ACR1552U-M FW 1.03.00 5§ ¥ =i A
e ACM1552U-Y FW 2.03.00 5 =i A
e ACM1552U-Z FW 2.03.00 5 =i A

5.3.8.1. EHB (Read Single Block)
4 FH T M 1SO15693 Hi 25 B 3] — AN K B .

LI

Read Single Block FFh FBh | O0h | 0OOh 02h 20h s

/00h
o
- 55) 1A,
B Pedw =
M 82K 25 A
rEE SW1 Sw2 X
J) 90 00h HAE B 7E e
B 64 XXh R XX AARZEIR [ R4 A
g
//ENXP ICODE SLI %8 10 Bt $idis
i ={FF FB 00 00 02 20 10}
M 7« = { XX XX XX XX 90 00 }

5.3.8.2. EHH (Write Single Block)
Hedr 4 H T 11 1S015693 /25 AN — M e,

LI

i

Write Single = % -
Block FFh | FBh | O0h | 00h | N+2h 21h 5 BHHE | so0n
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o
s LT
s e 5
e NS5,
SAREVE/FREPNINE- ¢
LC 1455,
EFHIR AT + 2
M PR A
g SW1 sw2 X
) 90 00h A L) 5E B
iabd 64 XXh RIG . XX SEFRZIR [ F R AR
il :
/71 NXP ICODE SLI 25 10 N5 A HH5
s ={FF FB 0000 06 21 10 11 12 13 14}
0 J8 < ={9000}

5.3.8.3. &% H (Read Multiple Blocks)
4 FH T M\ 1SO15693 Hi 25 B m] 22 AN s B

PN
s

Read Multiple

AN N __
23h I P

FFh FBh | 00h | OOh 03h

Blocks He /00h
Hrr:
F—IRE LT
IR BRI G0 5 -
B’H 1A
Zﬁ'ﬁ';{z#/ﬂ’;ﬁ%%ﬁz BUAR RS 6 i 37 3R [ ) B 22 2R 2 4
.

W =R 1

M SR A i

SW1 Sw2

J%2 90 00h A e R
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SW1 Sw2

HR 64 XXh PRI XX S hr2EiR bl 4 iR A

it

/72 2RAs, M 0x10 % 0x12, 0x03 NXP ICODE SLI R[S,
T ={FF FB 0000 03231002}
ME] 1 < = { XX XX XX XX XX XX XX XX XX XX XX XX 90 00 }

5.3.8.4. EZH (Write Multiple Blocks)
B4 F T 1) 1SO15693 hr28 5 AN Bdi e .

LS

i

Writglgggip'e FFh | FBh | 0Oh | OOh | N+3h 24h %;:;'\ S SIS S oo
o
B—MRE LANF.
EIEHAR P g 5
W 1T
'f%*é?ﬂi&tt*ﬁ%ﬁﬁ”ﬁ@*ﬁ@E"Jﬁ%?‘fé#ﬁ%ﬁﬁ
=2
¥ = iR - 1
¥R N NFAT.
GACIEA €/ NG PNk Ve
LC 1A,
BETYHIRMKE + 3
i AR A A
o\ Sw1i sw2 X
D8] 90 00h PRAE RO E
BiR 64 XXh RMCo XX AREARZEIR 7] ()4 AR AD
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5.3.8.5. #EIFEHR (Lock Block)
LOCK BLOCK x4 HF¥i& Rk ASE, FHAEm N P 5 B3R 1 R IpIR S

i

>

Lock Blocks FFh | FBh | 00h | 0Oh 02h 22h e /00h
Hr
W= 14T,
Higm g .
i LR A A
gEE SW1 Sw2 &Y
B3 90 00h BEAE T 52
iR 64 XXh e XX RAREEIR 8] R4 R AT
Gilpup
s ={FF FB 0000022210}
1] 3 < ={9000}

5.3.8.6. EHARLEL (Get System Information)
GET SYSTEM INFORMATION 4 T3 BUR 2 R G HE R

i

Get System
Information

FFh FBh | O0Oh | OOh 01h 2Bh --/00h

Get System Information fmRis =

F
e
i)
Gt

UID | DSFID | AFI | {732 Hc/h IC %5 swi | sw2

RS
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Horp
FERFE - 1 AT
A & i B
. 0 NAEAE DSFID
BIt 0 1 1#1E DSFID
- 0 ANAFTE AFI
sre d 1 TE{E AR
Bit 2 0 ANFAEATAE 2R/
1 TEAEAT 38 K/
- 0 AT IC 5
BIt 3 1 FEIC G
Bit 4 ~7 0 RFU

UID - 8 Av7 i
DSFID - 1 Mgy
AF1 - 1A
Ates KN = 2 ANy

wsg | RRAQIF A RAD) - 1

CEPRIBAN = PRPNCLFEATRRAD) + 1D
LSB B -1

PRI = % + 1

IC%wE - 1A%

i AR A

g m Sw1 sw2 X
J& ) 90 00h | #fEp I e .

R 64 XXh | KMt XX ARZIR [E AR

Bl
#4: ={FFFBO0000012B}
MR : = XX XX XX XX XX XX XX XX XX XX XX XX XX XX 90 00}
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5.3.8.7. FWMBHREZARE (Get Multiple Blocks Security Status)
GET MULTIPLE BLOCKS SECURITY STATUS %14 H T3 HUER 1) 22 4R T .

Get Multiple Blocks FH—A b —

Security Status FFh | FBh | 00h | 00h | 03h | 2Ch 5 Y5 | o0h
Hor,
F—MRE 14T,
REW/GE A E/EeIOE TR=
B 14T,

R OHE B2 SRS I B . R P 1 B A L AR A
R i 7 R [ B 22 aR S HCR D

P =R P -1
Get System Information [0 =

W] 82 M) S B9 45
g Pz RA SW1 | sw2
Horpre
RZ2RE BT
00h: A8
Olh: #iE
RN
g SW1 sw2 X
Ji% 2 90 00h FRAE RN 58 8
B 64 XXh R XX AEARZEIR [ R4S A
it
/72 2RAS, M 0x10 % 0x12, 0X03 4k,
T ={FFFB 000003 2C 1002}
M) 17« = { XX XX XX 9000}
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5.3.9. X#FH PICC ATR
BRI R R PICC R AUH AR, 15 8% ERIKJG, PC_to RDR_IccPowerOn it 4226 R 5] ATR i [A]

45 CCID FEML.

R REFEAR ATR
MIFARE Std 1k2 3B 8F 80 01 80 4F 0C A0 00 00 03 06 03 00 01 00 00 00 00 6A
MIFARE Std 4k2 3B 8F 80 01 80 4F 0C A0 00 00 03 06 03 00 02 00 00 00 00 69
MIFARE UltraLight2 3B 8F 80 01 80 4F 0C A0 00 00 03 06 03 00 03 00 00 00 00 68

Ri\: 5 MIFARE Std 1k #H[
#%H: 3B 8F 80 01 80 4F 0C A0 00 00 03 06 03 00 36 00 00 00 00 5D

RiN: 5 MIFARE Std 4k #H[
% H: 3B 8F 80 01 80 4F 0C A0 00 00 03 06 03 00 37 00 00 00 00 5C

MIFARE Plus SL2 2k 3B 8F 80 01 80 4F 0C A0 00 00 03 06 03 00 38 00 00 00 00 53

MIFARE Plus SL1 2k2

MIFARE Plus SL1 4k2

MIFARE Plus SL2 4k 3B 8F 80 01 80 4F 0C A0 00 00 03 06 03 00 39 00 00 00 00 52

#Rki\: 3B 8F 80 01 80 4F OC A0 00 00 03 06 03 00 3A 00 00 00 00 51
#%H: 5 MIFARE UltraLight #H 7]

MIFARE UltraLight C2

SmartMx, & ERk: 5 MIFARE Std 1k [
MIFARE Std 1k2 %M: 51S014443-4, Type A 7
SmartMX, ERik: 5 MIFARE Std 4k A 7]
MIFARE Std 4k? %M: 51S014443-4, Type A f [

3B8n8001T1.Tn Tck

ISO14443-4, Type A n = ATS [ 27 i Hoi
T1.Tn=ATS LT
Tck=®8:8n8001T1..Tn

3B888001T1..T8 Tck

T1..T4 = ATQB H ) 5 I $ 4
T5..T7 = ATQB H 5 B
T8 = ATA 1] MBLI

Tck = 5+5% 888001 T1 ..T8

1SO14443-4, Type B

FeliCa 3B 8F 80 01 80 4F 0C A0 00 00 03 06 11 00 3B 00 00 00 00 42

ISO15693-3 Generic 3B 8F 80 01 80 4F 0OC A0 00 00 03 06 0B 00 00 00 00 00 00 63
Infineon My-D Vicinity

3B 8F 80 01 80 4F 0C A0 00 00 03 06 0B 00 OE 00 00 00 00 6D

(SRF55Vxxx)

ST LRI 3B 8F 80 01 80 4F 0C A0 00 00 03 06 0B 00 13 00 00 00 00 70
NXP I-Code SLI 3B 8F 80 01 80 4F OC A0 00 00 03 06 0B 00 14 00 00 00 00 77
NXP I-Code

SLIX/SLIX2 3B 8F 80 01 80 4F 0C A0 00 00 03 06 0B 00 35 00 00 00 00 56

2 XT %M ATR & LB MEGY, 53 ER 44 “Set Operation Mode” 1f¥] “Param2” .

Page 68 of 96

ACR1552U &% - &%F info@acs.com.hk

B4 1.05 www.acs.com.hk




€

Advanced Card Systems Ltd.
Card & Reader Technologies

* A RABEAR ATR

. 1SO14443B: 3B 8F 80 01 80 4F OC A0 00 00 03 06 06 00 17 00 00 00 00
PicoPass 2K 79

. 1SO14443B: 3B 8F 80 01 80 4F OC A0 00 00 03 06 06 00 18 00 00 00 00
PicoPass 2KS 76

. 1SO14443B: 3B 8F 80 01 80 4F OC A0 00 00 03 06 06 00 19 00 00 00 00
PicoPass 16K 77

. 1SO14443B: 3B 8F 80 01 80 4F 0C A0 00 00 03 06 06 00 1A 00 00 00 00
PicoPass 16KS 74
PicoPass 16K 1SO14443B: 3B 8F 80 01 80 4F 0OC A0 00 00 03 06 06 00 1B 00 00 00 00
(8x2) 75
PicoPass 16KS 1SO14443B: 3B 8F 80 01 80 4F OC A0 00 00 03 06 06 00 1C 00 00 00 00
(8x2) 72
PicoPass 32KS 1SO14443B: 3B 8F 80 01 80 4F OC A0 00 00 03 06 06 00 1D 00 00 00 00
(16 + 16) 73
PicoPass 32KS 1SO14443B: 3B 8F 80 01 80 4F 0OC A0 00 00 03 06 06 00 1E 00 00 00 00
(16 + 8x2) 70
PicoPass 32KS 1SO14443B: 3B 8F 80 01 80 4F 0OC A0 00 00 03 06 06 00 1F 00 00 00 00
(8x2 + 16) 71
PicoPass 32KS 1SO14443B: 3B 8F 80 01 80 4F OC A0 00 00 03 06 06 00 20 00 00 00 00
(8x2 + 8x2) 4E
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T G NP i SR 1], BRIAZERINE R B PICC RAUAL RIS HE . B AT DUl B Ay 4 “Set
operation Mode” K J& F 5t & Fh B R BR K L HFE . a0 BAHR KRR AR B g H IF HAE 5 2% E R,
PC_to_RDR_IccPowerOn fiy 42344~ %1 ATR iz [Fl45 CCID FEHL.

+ B 2RAEAR ATR

SRI (SRIX4K/SRT512) | 3B 8F 80 01 80 4F 0C A0 00 00 03 06 06 00 07 00 00 00 00 69
Topaz 3B 8F 80 01 80 4F 0C A0 00 00 03 06 02 00 30 00 00 00 00 5A
PicoPass 2K ISO15693: 3B 8F 80 01 80 4F 0C A0 00 00 03 06 OA 00 17 00 00 00 00 75
PicoPass 2KS ISO15693: 3B 8F 80 01 80 4F 0C A0 00 00 03 06 OA 00 18 00 00 00 00 7A
PicoPass 16K ISO15693: 3B 8F 80 01 80 4F 0C A0 00 00 03 06 OA 00 19 00 00 00 00 7B
PicoPass 16KS ISO15693: 3B 8F 80 01 80 4F 0C A0 00 00 03 06 OA 00 1A 00 00 00 00 78
PicoPass 16K
Bx2) ISO15693: 3B 8F 80 01 80 4F 0C A0 00 00 03 06 OA 00 1B 00 00 00 00 79
PicoPass 16KS
Bx2) ISO15693: 3B 8F 80 01 80 4F 0C A0 00 00 03 06 OA 00 1C 00 00 00 00 7E
Z'Zofi: 32KS ISO15693: 3B 8F 80 01 80 4F 0C A0 00 00 03 06 OA 00 1D 00 00 00 00 7F
Z'ZOFZ)S(;‘QKS ISO15693: 3B 8F 80 01 80 4F 0C A0 00 00 03 06 OA 00 1E 00 00 00 00 7C
gigiaiz)‘?ms ISO15693: 3B 8F 80 01 80 4F 0C A0 00 00 03 06 OA 00 1F 00 00 00 00 7D
PicoPass 32KS

corass ISO15693: 3B 8F 80 01 80 4F 0C A0 00 00 03 06 OA 00 20 00 00 00 00 42
(8x2 + 8x2)
Innovatron 3B 88 80 01 80 4F 05 FO 49 4E 4E 4F 35
CTS 3B 87 80 01 80 4F 04 FO 43 54 53 79
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6.0. E¥ (Escape) w4

Escape fir 4 i#id PC_to_RDR_Escape (X} PCSC API ## SCARD_CTL_CODE(3500)/]
SCardControl()) KK&Ki%. A 5EmL )G, B54E RDR_to_PC_Escape ji &R [\IMi .

Command from CCID

Pseudo APDU

W
Card MNative
[ Command J [ Gl J

Tl dr 4 H T B E PCDINFC, ALK Viin s & M4k Iife. CCID EHL AT LA CCID i3
PC_to_RDR_Escape (Xf.T PCSC APIH SCARD_CTL_CODE(3500)] SCardControl()) [fi% %%
RILIZXLE A 4. B Escape fn @5, 5 S Miiidr & IF AT B TURIE, SR )5 A B B 5 K %[5 CCID
FH.

2L

XLy S FEAFL IE AT 10 K32 #1ZE0 00 00 25 01 00 (6.4.1.1 77) A7 248 1/PICC #2171 4 1%(6.4.1

P

6.1. PICC HJ Escape 7%

6.1.1. RF ##1] (RF Control) [EO 00 00 25 01 -]
M4 H TR B RF 324,

AN
fif &

e s
RF Control EOh 00h 00h 25h 01h RF IR

M o2 PR A A

LEH Elh 00h 00h 00h 01h RF IRF&

RFCRZS: 1 AT

RF RZE B

00h RF %]
01lh RF Fj5, %
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RF RAS ]
02h RF 5, A%
B % E - 01lh (RF A, #)

6.1.2. 3KEX PCD/PICC IRZ (Get PCD/PICC Status) [EO 00 00 25 00]
HAr4 H T 3REL PCD/PICC KRS .

e
N ‘ CLA INS ‘ P1 P2 Le
Get PCD/PICC Status EOh 00h 00h 25h 00h
M) PR 7S B
W o7 CLA INS P1 P2 Le B
7k Elh 0oh 00h ooh | 01h Get PCD/PICC Status

PCD/PICC R#&: 1 N7y

RF RA& A
00h RF G4
01h 7 PICC
02h PICC Clité
03h PICC CliksE/ il
FFh gt
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6.1.3. IREEEHI/ATR I (Get Polling/ATR Option) [E0 00 00 23 00]
Ay A TR BB AT, TR E LM RS E. a0 T RIS BiE.

i &>
&4 CLA INS P1 P2 Le
Get Polling/ATR Option EOh 00h 00h 23h 00h
ME] PR A B

WSR2 i S HIE
ghE Elh 00h 00h 03h 01h PICC ##/ATR #EI5

6.1.4. BERH/ATREIN (Set Polling/ATR Option) [E0 00 00 23 01 ++°]
A A T3 B A IR T

PN
fi 2>

Set Polling/ATR

option EOh | 00h | 00Oh | 23h | O1h PICC ##/ATR 11
M [N HR A
] ™2 CLA
4k B Elh 00h 00h 00h 01h PICC % /ATR 15
PICC #iI/ATR &I - 1 Ny
BIESH S8 Pt B pri3
Bit O Ja &1 PICCH I BRI MIARZE | 1 = K&
Bit 1 J& H RF 64 A, 0 = Bkit
Bit 2 RFU
. JAH % 3 #45rK A ATR X &isk . . s 1 = k&
Bit 3 RS M R R 22K .
Bit 4 ~ 5 | RF KMl ) RS
Bit 6 RFU
- JAFEE 4 #4 ATR & T PICC # W B M MIARZE | 1 = K&
Bit 7 - ;!
SmartMx/JCOS Kl MIFARE ., 0 = Bkit
RF X<HIEIf% - 2 Bit B 1:25H RF <11 (Bit 1=0)
USB 247 (D0) USB #:i#2(D2)
0 0 250 ms
0 1 "o 500 ms
1 0 & RF K] 1000 ms
1 1 2500 ms

B 2: B RF X (Bit 1 = 1)

USB 3247 (D0) USB #:#2(D2)
0 0 250 ms 500 ms
0 1 500 ms 1000 ms
1 0 1000 ms 2500 ms
1 1 2500 ms 2500 ms

A RE - 8Bh (EH#W, HHIRF K, JF/HFE3 B R/ ATR X1 35F MIFARE ZE22417 i
#, RE XHEFFL00Y, FMH5E A #7 ATR &M F SmartMX/JC0S ##7# MIFARE)
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6.1.5. FREX PICC % #)28%&! (Get PICC Polling Type) [EO 00 01 20 00]
e 4 TIRIA IR AR A, ERR e a4 R E . ST TR s S E .

A
i

Get PICC Polling Type EOh 00h 0lh 20h 00h

Mg 2 PR A A

SR Elh ooh | ooh | 0oOh | 02h PICC #if 2%

6.1.6. #% & PICC ¥#)28%! (Set PICC Polling Type) [EO 00 01 20 02 -++]
U4 H T3 PICC i) Al.,

A
i

Set PICC Polling Type EOh 00h | 01h | 20h | 02h PICC #&ify2 Al

Mg 2 PR A A
B

FhH1 FH0

SR Elh ooh | ooh | 0oOh | 02h PICC #if 2%

PICC ##)2kAY - 2 Ny, Arfigan R

FH BIESH S8 T8 T
Bit O 1SO 14443A Type A
Bit 1 1SO 14443A Type B
L., |Bit2 FeliCa PICC %M TR M b kM, |1 = il
Tl RFU Si %4 0 :
Bit 3 RFU MBI . 0 = Btk
Bit 4 Topaz
Bit 5 Innovatron
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FH O BESH S48 YA b
Bit 6 SRI/SRIX
Bit 7 RFU
Bit O Picopass
(1S014443B)
Bit 1 Picopass
(1S015693)
FH0
Bit 2 1S015693
Bit 3 CTS
Bit 4-7 RFU

Bl E~ F771: 07h (1S014443 Type A, 15014443 Type B, FeliCa)
4970: 05h (Picopass (15014443B), 15015693)

1

mw<: E0O 00 01 20 02 07 05

H7: E1 00 00 00 02 07 05

FEH: 771 = 07h = 0000 0111b = 1S014443 Type A, 1S014443 Type B, FeliCa
42970 = 05h = 0000 0101b = Picopass (1S014443B), 15015693

6.1.7. 3KEXE3 PPS (Get Auto PPS) [EO 00 00 24 00]

BRI PICC, 35 Sl a2 plg I o RIS FE (15 UE 2 PCD A1 PICC [ B E R, H R A
AR W ANERGE R, 35 R DS M LS R S

PNy
fir 4>

Get Auto PPS EOh 00h 00h 24h 00h

M AR A
LiSe (62

7 Elh 00h | OOh | 00h | 02h L BT Ipr
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6.1.8. BB H3I PPS (Set Auto PPS) [EO 00 00 24 01 -+*]
iy 4 H T B A 3 PPS.

AN
i

Set Auto PPS EOh 00h 00h 24h 01h gt

M) SR 25 i
B

&k Elh 00Oh | O0Oh | OOh | 02h T e R R iprE

PPSH)iH %
R L

00h 106 kbps; F[FT#&A W EHBBIPPS
01lh 212 kbps
02h 424 Kbps
03h 848 kbps

2% E - 02h (424 Kbps)

T

L HE R, MHFETFN THEIETEEH HIP\CCHIR A IE L F,  Ji [ 55 10 X R A ] A3 F G P
o L5 7 N AR LU IR 1T 15 3 F K GPICCH TN 15 . WIRPICC 2L JH [ 55 A 5E i A2 iR 1T 17 3
HIZSR, PICCIFEEAGED I -

2. IR IR W98 I BN P T 755 1T, g VPRI N % 5 i B

Page 76 of 96

ACR1552U &% - &%F info@acs.com.hk

B4 1.05 www.acs.com.hk




@ Advanced Card Systems Ltd.
Card & Reader Technologies

6.1.9. $EEX PICC 2%%! (Read PICC Type) [EO 00 00 35 00]
M4 H T PICC 284!,

A
i

Get PICC Type EOh 00h 00h 35h 00h

Mg 2 PR A A

s Elh | 00h | 0Oh | 0Oh | 02h Type hs

KRR ]
CCh Jt PICC
04h Topaz
10h MIFARE
11h FeliCa
20h Type A, Part 4
23h Type B, Part 4
25h Innovatron
28h SRIX
30h PicoPass
FFh He
WE: AT
RE ]
00h RF 2]
01h Ji PICC
02h PICC 5%
03h PICC CLikyE/ i
FFh HiR
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6.1.10. 3REX RF IhZRi#E (Get RF Power Setting) [EO0 00 00 50 00]
A4 F T RF (D38, B R TR i -

e ACR1552U-M FW 1.03.03 z¢b) I

e ACM1552U-Y FW 2.03.03 5¢b) I

e ACMI1552U-Z FW 2.03.03 &b/ I

Get RF Power Setting EOh 00h 00h 50h 00h

M 2 PR A A

ghR EOh 00h 00h 00h O1h RF I

6.1.11. ¥ E RFIIE (Set RF Power Setting) [EO0 00 00 50 01 -]
B4 T 38 PICC fe#IRM, [BFRRA TR 53R RF I3 B — 5.

=

/7\,\

Set RF Power Setting EOh 00h | O1lh 50 O1h RF %
Wi AR A5 1
& MR
R EOh 00h 00h 00h 01h RF Ih%
B R

RF D% - 1 A5

00h 551 FSIRFIIR i B
01h 20%

02h 40%

03h 60%

04h 80%

05h 100%

2% & - 00h
* BT RERR ], T AR RF D) SRAE T R S S C R A S R R
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6.1.12. PICC - HID &4/ Escape %4

6.1.12.1. FKEHHRR (Get Output Format) [EO0 00 00 90 00]
B 4 F T 3R g R

A
fir 2>

Get Output Format EOh 00h 00h 90h 00h

Mg 2 PR A A

i (€3

4 Elh | 0Oh | 0Oh | 0Oh | O2h iR i I

6.1.12.2. HEHH#ER (Set Output Format) [EO 00 00 90 02 ---]
e A F T BB S s

i

M SR B4 4
Set Output Format EOh | OOh | OOh | 90h | 02h Lfaay v W I
M) SR 25 i

i (€3

s Elh | 00h | 0Oh | 0Oh | O2h i R 3 i L I

b 1 AT

BiEBH

BIt 7 ~ 4| RS PICCHITERMmREx |1 = Bl
U S

Bit 3 ~ 0| kst - 0= Wi

B . 1 AT

BRIMBF (UIDFH50, UIDFFi1 -+ UIDFFIN)

00h
#iltn: aa cc bb dd (JRIA/5ZFRUIDIFA)
o1h WFQUIDFEYIN, UIDFTN-1 - UIDFE50)

#illy: dd bb cc aa (UIDIFT i)
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€

FER/NG: m46(Bit 7 F Bit 4)

RE bit 7 B bit 4)

VLB (E/RIE x bit)

1XXX e

00x0 INCESE:

00x1 KEFE]

000x I FF4FT5UID

001x Y kF4. 7. 8. 10FHUID

SR k4 f2(Bit 3 F| Bit 0)

REGAbit 7 F bit 4)

VLB (E/RIE x bit)

Oh Hex

1h Dec (Z77)
2h Dec

3h 6H-6H
4h 8H-8H
5h 10H-10H
6h 14H-14H
7h 20H-20H
8h 6H-8D
9h 6H-10D
Ah 8H-10D
Bh 10H-14D
Ch 2H4H-8D
Dh 14H-17D

ACR1552U &% - 2%5F/M

WA 1.05
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6.1.12.3. 3REX UID &4h. HEIMERAFAF (Get Character at Start, Between, at
End UID) [EO 00 00 91 00]

Uiy HI TR A UID GE24G A (el A0S s A B 1545 -

Get Character of UID EOh 00h 00h 91h 00h

M SR A i

i (€3

o Elh 00h | 00h | 00h | 03h ] g5R hn

6.1.12.4. B UID &I FHEIMGERAFZRF (Set Character at Start, Between, at
End UID) [EO0 00 00 91 03 ---]

Uear & T 3CE UID AR el NS5 s AL B 1545 -

T
Pl [ 50 3
Set Character of UID EOh 00h | O0Oh | 91h | 03h T [A] ZhEo Y]
Wi AR A5 A

4 Elh 00h | 0Oh | 00h | 03h A & Eah

a1 AT CREAS UID Z 775D

RE B
FFh T
o T2 A8 R AT 28 (USB) HIDfE %
ghic 1A CinthoR B IERD
RE B
FFh T
o T2 A8 R AT 28 (USB) HIDfE %
i 1 AT Cinth PR Z )
RE B
FFh T 5
o T2 A8 R AT 28 (USB) HIDfE %
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2
1. AZERTY## i HF 7“7 %7 %7 AP FiF, AZTFE0) B
.

6.1.12.5. FEEMARIES (Get Keyboard Layout Language) [EO 00 00 92 00]
e 4 T SRR RE

PNy
fir 2>

Get Keyboard Layout EOh 00h ooh 92h 00h

Language

M SR A i

gk Elh 00Oh | 00h | 00h | O1h AT RS

6.1.12.6. WEEHARIES (SetKeyboard Layout Language) [E0 0000 92 01 -++]
Har S H T EEEAARES .

T
Pl [ 50 3
St eage o1t | Eon | oon | ooh | e2n | o1h A R
Wi AR A5 1

g Elh 00h | 00h | 00h | 01h AT RE S

RE& B
00h P
01h V5
02h TR
03h RYALGRTINESS
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6.1.12.7. FKEXEHIED (Get Host Interface) [E0 00 00 93 00]
b4 FARE B

AN
i

Get Host Interface EOh 00h 00h 93h 00h

Mg 2 PR A A

g Elh 00h | 00h | 00h | 01h Eilk:AR

6.1.12.8. WEFHEEDO (Set Host Interface) [E0 00 00 93 01 -]
AT H TREENED &

M LB K

Set Host Interface EOh | OOh | OOh | 93h | 01h FHLEN

M SR A i
LiSe (62

g Elh 00h | 00h | 00h | 01h Eilk:AR

FHFED: L AFET

00h AN H I D2
01h N CCIDIEE 2%
02h HID##: + CCIDIEE &
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&

6.1.13.

PICC - F##lf Escape f1&

6.1.13.1. HAFHEER (Enter Card Emulation Mode) [EO 00 00 40 03 +++]
Idr 4 T RCE S Sk N REE S, DAMERL MIFARE Ultralight K\ FeliCa <.

E: A MIFARE Ultralight #4713 #F Lock 7 7. UID &/ #1147 %5 -

i
0] N7 4k
EmET;i'{Oﬁa&g de EOh | ooh | ooh | 40h | 03h | NFCHxt | 0oh | OOh
M) PR 7S B
oL Elh | OOh | OOh | OOh | 03h NFC
NFC & 3 A5y
WA P8
02h NFCIR T R 2hR A A,
03h FeliCa
HE TR/ GHA
e EVIBRBIN G R G, 15 HA R/ GG FRABE R 75 57 s i by .
FHE 0 1 2 3 USB Iyt
FE SNO SN1 SN2 SN3 Nil
RH fRE N N e Nil
RV e P LockO Lockl Nil
Bimiis 5 DataO Datal Data2 Data3 0-3 \
Bli/5 Data4 Data5 Data6 Data7 4-7
Bli/5 Data8 Data9 DatalO Datall 8-11
Bli/5 Datal2 Datal3 Datal4 Datal5 12-15
Blii/5 Datal6 Datal? Datal8 Datal9 16-19
Blii/5 Data20 Data2l Data2?2 Data23 20-23
B35 Data24 Data25 Data26 Data27 24-27
B35 Data28 Data29 Data30 Data31l 28-31 >
Bmiiss Data32 Data33 Data34 Data35 32-35 Al A X
H/5 Data36 Data37 Data38 Data39 36-39 (1988
s 5 Data40 Data4l Data42 Data43 40-43 =45)
B/ 5 Data44 Data45 Data46 Data47 44-47
Blii/5 Data48 Data49 Data50 Data51 48-51
Bli/5 Data52 Data53 Data54 Data55 52-55
s s
s s Datal984 Datal985 Datal986 Datal987 1984~1987 j

ACR1552U &% - 2%5F/M

WA 1.05

2£6: NFC RInIEM 2 b N AF 4R (2000 F745)
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N LR ey | USBEITIR
s Block 0 0-15
Bl /5 Block 1 16-31
Bl /5 Block 2 32-47
Bl /5 Block 3 48-63
Bl /5 Block 4 64-79
s Block 5 80-95
s Block 6 96-111
s Block 7 112-127
s Block 8 128-143
Bl /5 Block 9 144-159

R7: FeliCa RHINAFLEH (160 731D

)
ki

Rk B 0 ##: {10h, 01h, 01h, 00h, 09h, 00h, OOh,
00h, 00h, 00h, 01h, 00h, 00h, 00h, 00h, 1Ch}

BRATR O B NFC KM 3 HraE )@ A5 B
T

1. FeliCa FHRMZLHAHMEL S,
2. FeliCa FAHAEH ADM) G a1l 1E X, A4 w4 EE /03 88).
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6.1.13.2. EEEEMBIE (Read Card Emulation Data) (NFC IR 2 ##4%)
[EO 00 00 60 04 -+-]

shdir 4 UL R A

fin &
Ay - HdE
Read Card
Emulation | EOh | OOh | OOh | 60h | 04h | 00h | NFC #z @éf% K
Data =
M) SR 25 i
o Elh 00h | 00h | OOh | KJF s
G WAL & 1579 - K6 T\ Data0 JFaa bk
K. 151 - FHE

6.1.13.3. BAFREHHIE (Write Card Emulation Data) (NFC BIERA 2 ##45)
[EO 00 00 60 -]

shr & T HARE R R AR,

i
R

Eutation | Eon | oon | oon | eon | K% * | ozn NFC | BIR | | e

Data 04h = i
M AR A A

) JSE CLA INS P1 P2 Le B HEIR

ok Eilh | 00Oh | 00h | OOh | 03h K 90h 00h
NFC Bl 1 M5y

RE B

02h NFCIRIn R R 2hR 25
03h FeliCa
He AR AT
LA P F% 1745 - R 6 T Data0 FFAfi bk
K 1979 - PG
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6.1.13.4. EEEEMBIE (Read Card Emulation Data) (NFC IR 2 ##4%)

F R
sl 4 TR R A
i
Liieg it

Read Card NEC Eih A | RS
Emulation | EOh | OOh | Olh | 60h | O5h | OOh wist | Bit[15:8] H KR

Data Bit[7:0]
Mg J8 AR 25 FD

o Elh 00h | 00h | OOh | KJF s
IR AL 25 - F6 A SNO M IF AL
K. 17 - RS

6.1.13.5. BAEHEMEIE (Write Card Emulation Data) (NFC iBIEZEH 2 H745)
F R

AR RC PN E iR s o

V\g i tde e NEC IR R | isms

ar KIZ + i : B < %

Emulation | EOh | 00N | 0Lh | 60h O?h 01h st Bit[15:8] ® K| Hdl
Data Bit[7:0]

ME] PR 7S B
I 2 CLA INS P1 P2 Le fr AR
7 Elh | 00h | 0OOh | OOh | 03h K 90h 00h

NFC # & 1

N = e

"7

]
02h NFCIBIn KM 2525 B
e £ SR
E U I &« 2 74 - F6 M SNO EKIFFLES Al
K 1A - EENWEH

6.1.13.6. W& NFC iRIxHKE 2 b RHEH ID (Set Card Emulation of NFC Forum
Type 2 Tag ID) [EO 00 00 61 03 -]

U4 F T3 AT MIFARE Ultralight R UID.

é\

il

fir > HIEE
Set Card Emulation Lock Data EOh O0Oh | 00h | 61h | 03h 3= UID
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M SR A i
'7vd ‘ CLA INS Pl P2 Le fr A JiER
G Elh 00h | 00h | 00h | 02h 90h 00h

6.1.13.7. B NFC RHERSUEHIE (Set Card Emulation Lock Data in NFC) [EO

00 00 65 01 -]
Uear& M T3 E NFCIEE R TR A B i 8E . BdRdie)s, AREfEE NFC#HTES.
i

Set Card Emulation Lock Data EOh 00h | O0Oh | 65h | 01h i

0 SR AT
M) |82 CLA INS P1 P2 ‘ Le A BEIEL
gEm Elh 00h 00h 00h 01h B

B LAF - BPEIE AR BB NFC BT

BIESH 2% BB IR

Bit 7 ~ 2 | ¥ TR

Pt 1 | RAFeNICABR | i NFC ISR, AT | O ASREN

Bit 0 Zﬁggc WIRRR | b ] USB ELEE A& HEAT IS K. 1: A

6.1.13.8. B REHIA FeliCa i) IDm (Set Card Emulation FeliCa IDm) [EO 00
00 64 06 *+]

a4 HFAERTRALE FeliCa R i ik E 6 771 FeliCa Rinii'5 .

é\

g

CLA INS P1 P2 Lc ®H4¥IESR

Set Card Emulation FeliCa IDm EOh | O0Oh | OOh | 64h | 06h IDm

M SR A i

WR. | CLA INS Pl | P2 Le MWiIREIES,

Z55 | E1h | OOh | O0Oh | OOh | 06h IDm
o
IDm 6 FI
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6.1.13.9. FREFHEHIRZE (Get Card Emulation Status) [EO0 00 00 69 00]
sedir 4 FI T 3RE NFC @3 o A BRSO R s -

fir &
PN CLA INS  P1 | P2 Lc
Get Card Emulation Status EOh 00h 00h 69h 00h
Mg J8 4R A5 B
7k Elh 00h 00h 00h 01h WA
WA L AFA
BIESH LN W8
Bit 7 ~ 6 TR TR
Bit 5 R ELE 1= O
Bit 4 FEE O 1= FhoBH
Bit 3 R B 4 di B 1 = FrAEdEs C i
Bit 2 R CLisE 1 = ¥ i
Bit 1 BIEEEA 1= HWEEAN
Bit 0 UL T A 3 1= Rl

6.1.13.10. #5#]l NFC 352K % 2 ISR A KRBl S5

4L ACR1552U #ifll NFC R IR 2 pr2e s, fil’ ACS M https://www.acs.com.hk. 55
LU

1. aEsd R A A N R AR
e Ri% Enter Card Emulation Mode
EO 00 00 40 03 02 00 00
2. WM FHE A4S NDEF £
e Ki% Write Card Emulation Data (NFC Forum Type 2 Tag)

EO 00 00 60 1C 01 02 OO 18 E1 10 F4 00 03 OF D1 01 OB 55 02 61
63 73 2E 63 6F 6D 2E 68 6B FE 00 00

T

W7 THEEZHFNDEF (NFC #7150 1915 BRIE, #iKZ#NDEF #l; %5 NDEF
TR 25 FRIE S PR L T 0175 5 FITE G A, HIZHENFC 1% 7 NFC #6755 7. NDEF #7t
B FIRA THEUIT 77 ACR1552U 18 45 24 55 1 7 5 F1LF /1 NDEF 7 S FIZC 7 -
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6.1.14. PICC - RIMEAM Escape ii4

6.1.14.1. HAKRIHMER (Enter Discovery Mode) [EO 00 00 6A 01 ++°]
ey A F T HEN R I

i
LE)VE: €2
Enter Discovery Mode EOh 00h 00h 6Ah 01h RIAER
M) SR 25 i

4t Elh ooh | 00h | 0Oh 01h KPR

R 1A

RE L]
00h RS A
02h NFCIRTn KR 2h3 25 B
03h FeliCa
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6.2. FhBLFE R HAfLH) Escape fr4

6.2.1. JREUEHRRA (Get Firmware Version) [EO 00 00 18 -]
b 4 F TR S A I [ AEE

ik

Get Firmware Version EOh 00h 00h 18h 00h

M SR A i

ghER Elh 00Oh | OOh | 0OOh fi] 2 R AS PR EILEITT%N
#ilan:
i EO 00 00 18 00
M [ HR S < E1 00 00 00 14 41 43 52 31 35 35 32 20 52 20 46 57 20 31 2E

30 30 2E 30 30
+oNiEHE A : 41 43 52 31 35 35 32 20 52 20 46 57 20 31 2E 30 30 2E 30 30
ASCII [EfFfRA: ACR1552 R FW 1.00.00

6.2.2. 3REUFFS (Get Serial Number) [EO 00 00 33 00]
I H TR BUF 515

ik

Get Serial Number EOh 00h 00h 33h 00h

Mg 2 PR A A
M [ B4 4K

4R Elh | OOh | OOh | OOh Feol s K Feols
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6.2.3. #% & USB #IARFHH S/N (Set S/N in USB Descriptor) [EO0 00 00 FO]
U4 F T8 USB R 75 (1 SIN.

AN
i

Set S/N in USB

. Eoh | ooh | ooh | Foh | o2n | oon | /AH USB T
Descriptor SN

M SR A i

s Eih | 0oh | 00h | 00h | 03h | A/ USB HEREHH | g0 | gon

Ja F USB AT AT SN (1 F71)

Ja i USB #id&FH ¥ SN Vi B

00h 2 F USB iR T+ AT SN
01h J& F USB iR+ #J SN

6.2.4. W BN IRER]-BIK (Set Buzzer Control - Single Time) [E0 0000 28 01 ***]
1 i 4 T BB B S 25

PN
fiir 2>

Buzzer Control EOh 00h 00h 28h 01lh NG BLRAS

M 2 PR A A
Liieg €

4 Elh 00h 00h 00h 01h B SR A

BEGERE (1 AT

NIRRT BB

00h KM

01 ~ FFh T, FrERTal bl 10ms AL
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6.2.5. BN S H]-EE (Set Buzzer Control - Repeatable) [EO 00 00 28 03 ]
It i A FH T 150 B A P 25 1) ) S

AN
i

Buzzer Control EOh 00h 00h 28h 03h NG BLRAS

M SR A i
B

4 Elh 00h 00h 00h 03h B SR A

BEGERE (3 AT

Y RS
21 - FWO0 I 21 1 6 01 ~ FF: FFBHIErEERTE, Ll 10ms
" Hy AT
ZH2 - FH1 L 01 ~ FF: RPIfJErSERE, DL 10ms
o A s TR) B S
S 3 - FHi2 5 I [A] 01 ~ FF: EEMIE

6.2.6. 3XEX LED JR# (Get LED Status) [EO 00 00 29 00]
e 4 F T 3RS BT LED (RS

AN
i

4 CLA S P1 P2 Le
Get LED Status EOh 00h 00h 29h 00h

I RER A5

&k Elh 00h 00h 00h 01h LED JIRZ
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6.2.7. ¥ & LED ##i (Set LED Control) [EO0 00 00 29 01 -]
I A T3 8 LED #4i

me
M) )L A 45
Set LED Control EOh 00h 00h 29h O1h LED IR
My RLIR SRS

e Elh 00h 00h 00h 01h LED RZ

LED JIRAE (1 =)

LED R#& 334 B

Bit 0: ¥ LED 1 =7 0=k
Bit 1: %ff LED 1=7;0=2xK
Bit 2-7: RFU He

6.2.8. 3KEXL Ul #4E (Get Ul Behaviour) [EO0 00 00 21 00]
s 4 THREL PCD Ul #ME, EFRAE a4 R RE . (U T RIS S E.

ik

Get PICC Ul Behaviour EOh 00h 00h 21h 00h

M SR A i

ok Elh 00h 00h 00h 01h PICC UI #fE

6.2.9. & UI #4E (Set Ul Behaviour) [EO0 00 00 21 01 -+*]
bfr 4 A TR E PICC Ul [ER1E.
WE UL EME bitl 5 bit2 [ REbLF R A A

e ACR1552U-M FW 1.03.05 =L I

e ACM1552U-Y FW 2.03.05 5Pl I

e ACM1552U-Z FW 2.03.05 (bl I
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Set PICC Ul Behaviour EOh 00h | 00h | 21h | 01h PICCUI #1E

M SR A i

s Elh 00h 00h 00h 01h PICC UI #fE

Ul #E - 140N, T

BIESH e 21 Pt B IR
Bit O 5 g (LED P AR
Bit 1 PICC %R % LED
b 2 B = |1 = )3
I o 1Ce T LED WEE UL JEH
1 0 = &1
Bit 3 A BEN R XS QRS 2% 55 B g )
Bit 4 R R IR FAE (N 3840 BT )

PICC ZizA#& - OFh

s
1. % BUV 22 S 2 75SAM [

Page 95 of 96

ACR1552U &% - &%F info@acs.com.hk

B4 1.05 www.acs.com.hk




@ Advanced Card Systems Ltd.
Card & Reader Technologies

Mi3=A. SNEPHE

N T REEYELE, 2% “NFC Forum NFC Data Exchange Format (NDEF) Specifications 1.0” .

Bl
SNEP ¥ & = {D1 02 OF 53 70 D1 01 0B 55 01 61 63 73 2E 63 6F 6D 2E 68 6Bh}
Wl T KE B
0 D1 1 NDEF 3k#5. TNF = 01h, SR=1, MB=1, ME=1
1 02 1 WRBKE (277
2 OF 1 BREHEFR B (15 F75)
3 5370 ( “Sp”) 2 R4
5 D1 1 NDEF 3k#B. TNF = 01h, SR=1, MB=1, ME=1
6 01 1 WRLKE (151
7 0B 1 URI HRE BRI B (11 5799)
8 55( “U”) 1 WA “U”
9 01 1 455 “http:/iwvww.”
10 o103 T8 2 03 6F 10 |URLAH. “acs.com.hk”
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