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1.0. B

ACS PocketKey #41Ifl& 1 FIDO Difig 5 — k%S (OTP) ML, BAELIERIRIENE. &
R a4 OTP LA AR eGSR R BT, AR M Es e, Kmd
L AR S P A MR IE AR S £

2E: PocketKey USB 4% ([Z]1#1.00.00.15 & LI [/l 7) #Z )/ OTP 155,

1.1. HOTP: ETHEM4K—IRHEFE

T H I — )2 (Event-based OTP, X H#:HOTP, BT HMAC [F— k2560 2wl —ik
PEBERY AL, HARB TS B B TR AR OTP B0 AR 55 88 I =38, FRoON“Fh 1. 25 0
GRS T, EETHMEN OTP H, ZRAF NS . THEEs AN AE TSRSt . 44
JiR b AR A T, RN TR I T AR S g i AT B AR — IS (OTP) I 36 IE
Ja A e .

5 OTP i), AR VIF 71BN, Bt EERE A2 HMAC 5%, HOTP 7E HMAC HikH R H
SHA-1 WA R AL, Ap—A> 160 MiIME, BEEH4Emcy 6 Ar (5 8 1) M+ithsiy, 4 LR
7No

Shared Secret Event Counter

N S

HMACgHAa-1(Shared Secret, Event Counter)

|

H = 160-bit long
hash

l

OTP = truncate(H) mod 108

l

123456

B 1: HOTP
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1.2. TOTP: - THE M —IR TG

FET IR — kM 25S (Time-based OTP, Xk TOTP) UL HOTP Jytiili, HEhaHF R A amIE
THEEs . TOTP BUN AP K (Timestep) Bz it it (], i A2BKGE S A 30 #2uk 60 #b. IXERE
AN OTP AXAEST BB 8] 25 K A R

Y

+ @ —» 982142

B . a

[ ]

ol OTP
E ﬁ e

‘

Authenticator apps like

<\
\B + @ — 982142
Q
Server
& 2: TOTP
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2.0. REZEHHEIE (MFA)

1EALiJT] ACS PocketKey RAIBLAHAT, Wit s T AMEL 2 HAGIIE (MFA) . WRIEJGS: 5
(I ERE, DARIRZ 2 S MR B LA IRFIIE £ B G MRk R+
2.1. Microsoft (outlook)

1. 3% Microsoft ik )"

2. WifE Security >> Advanced security options >> Additional security ->> Two-step
verification, 57 Turn on

3. i Next
4. FEMAREEHEIEAR, TTLUE APP. HUE B MRFEH b B B g S e AT N
5. fii Next, #&J5 /il Finish

2.2. Google
1. &% Google MK/

2. HifE Security >> How you sign in to Google >> 2-Step Verification
3. il Get started
4. EHHARRERERUET N, PLOEE BG5S, 2% HE S R AT .
5. riii Done
2.3. Yahoo

1. %% Yahoo MK/
2. THifE Security >> How you sign in to Yahoo >> 2-step verification, /i Turn on

3. HMARERLEIRUE A, ATLLES RN IS S IE g N s e s H T R
Jiie

4. i Done

2.4. Facebook
1. B3 Meta lKr' #1400
i1t Password and security >> Two-factor authentication, %% Facebook account
AR B ERAET 5, AT RUEE S e L HE S A e e AT I N
s Done

A 0D
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3.0. PocketKey OTP T E (OTP Tool)

ACS [ PocketKey OTP T E.J&—# M T FIDO PocketKey &4 5 & T B, % T B 3 B4 I
heE, —IREHEZRELEFHNM Bob—TUEE &K OATH HOTP Ihig.

31, XRHBERSR

. Windows® & macOS

3.2. #EETAE

EfEH OTP THAT, %2 /H3) ACS FIDO #4381 #1 4 (ACS FIDO Device Key Manager) .
sl OTP Tool Mgt = S, 5 B s s LA 4k FIDO PocketKey % . *

2E: PocketKey USB £ ([Z]1# 1.00.00.15 & LI [-jii 7)) 725/ OTP L),

@ ACS FIDO Device Key Manager

Change PIN m Credential Management I-m-l

Device

PocketKey PIN is set, 8 retries left, support credential

Firmware Version: 10000 '-_ . management

AAGUID: 50a45b0c-B0e7-f944-bf29-f552bfa2e048 é : /

Protocol: U2F_V2, FIDO_2_0, FIDO_2_1, FIDO_2_1_PRE

AFD-KM v1.3.1.0

& 3. ACS FIDO #4254 7 2%
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3.3. AP 5

$ Pocketkey OTP Tool

EIhRER

KAl

TOTP

4: PocketKey OTP T E
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3.3.1. EThRess
EIEERAT T PocketKey OTP T.ETF#S, FI /Al it 5 D) AE k% b i il 3 FH T B .

3.3.1.1. ®EHER

miliF R T i%$E PocketKey 4

PocketKey USB % 4% 4]/ Pocketkey+ NFC USB %4> % 4H:
. i%# AFD FIDO

PocketKey NFC

o WHMEHFEMEIO, %FF ICC device
o UNEAFFHARRAIREI, %EFF PICC device

3.3.1.2. X PINEG

&84 PocketKey ] PIN. 2R\ PIN: 00000000
3.31.3. HwEH KE

©

B N G A] LUK PocketKey W Wk &2 ) 13 E, IR S IE R AR TR i BT B, K PIN Y
WA NBRUE . &FE %4 5B1D11969B22F10CD4004ACA30DE99E3

Page 8 of 14

ACS PocketKey £%1 - —IRMHE (OTP) S KAEEE info@acs.com.hk

fRAs 1.05 www.acs.com.hk




@ Advanced Card Systems Ltd.
Card & Reader Technologies

3.3.2. ¥iERE
SRR REORERRM, HOAROEM. ARERIR S N O E IR, SRRy T LA

% OTP
BRiME: K
3.3.21 FEE

Slot 1

H

HARRE 402, 451 PocketKey 7 20 MRl T-171% OTP %3k .
3.3.2.2. F%

google

ARSI AT, T . BRAME: 2
3.3.2.3. EBEEE

BN PIN B35 7T LLS R b (5l , M4V 7T RS 2 5 0 1 b T SR I B A R B
3.3.24. YpiEMELZ

i\ PIN 15 J5 7] LA gm e il 42
3.3.2.5. ¥iEMEEE

HAN OTP i, ZBMF k2 AR S E SO OTP 1E.
3.3.26. OTPk#

TOTP

SR N TEAE R OTP 287, BRIME: XXXX
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4.0. % B PocketKey fEN TOTP B4 W23 20 B

AT EUAT yH 5 G E TOTP &3, 1546 A\ PocketKey 14771 PocketKey OTP T E, & TOTP
IAETR AT UES: . 45 % PocketKey OTP T B & IMINREMIVEAE R, 15S I M/ Z sy .

4.1. Microsoft(outlook)

i Microsoft account Yourinfo  Privacy  Security Payment & billing ™

Set up an authenticator
app

1. Search for "authenticator” in your app store.

2 Open the app. Outlook

3. Pair the app with your Microsoft account by

TaTi
scanning this bar code. Mode Digits
Account name: UL w2
Microsoftjacky.mok@acs.com.hk
Algorithm Encoding
Secret key: rng3 cwkn 7ewh gqtd (Spaces don't
matter) SHA-1 BASE32
I'll scan a bar code instead Secret Key

4. Verify the pairin. . ing a
CO0e DEIoW.
Code generated by app

g3 cwkn Tewh gatd

Cancel Next

—_—

% 3% Microsoft i/

i fE Security >> Manage how | sign in >> Add a new way to sign in or verify
%% Use an app

miifi set up a different Authenticator app

1%£#% | can’t scan the bar code

¥ Key S #4515 3] PocketKey OTP Tool, #X)5 fiili Confirm

HE Verify PIN, fidi Confirm (& U8 ST F 454

# 7 Slot Background

iR [8] Microsoft MK/ "1, ¥ code il %] Code generated by app 1) N /5

10. riii Next

© © N o o &~ w N
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4.2. Google

Change authenticator app

New Slot 2 config

1. In the Google Authenticator app, tap the + then tap Enter a setup key

2. Enter your email address and this key (spaces don’t matter): Name
5ssb rfd3 aecv 5k5a gmpd 7mde mxdi 7sfu
Google
3. Make sure that Time based is selected
4. Tap Add to finish Maode

TOTP 06

Algorithm Encading
SHA-1 BASE32
Secret Key

5ssb rfd3 aecv 5k5a gmpd Tmde
mxdi 7sful

Cancel  Next

—_—

3% Google MK/

HIfE Security >> How you sign in to Google >> 2-Step Verification
1% ¥ Authenticator app

riidi Set up authenticator

M7 Can’t scan it

¥ Secret Key & il ¥iillfi £] PocketKey OTP Tool, %}/ fiidi Confirm
HEN Verify PIN, fidi Confirm (¥ /08 St F44F)

miii Slot Background

R[5 Google MK/ 11, ¥ code #llfi %] Enter code

10. JFs Verify

© © N o o kw0 D
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4.3. Yahoo

4 New Slot 2 config

Set up without scanning QR code Name

Yahoo
In the authenticator app, select the option to manually add a new

account. Then enter your email and this code.
Mode
E7RX YG7V RRPM 3SRK YRVR MX3F KASD WSJE
TOTP 06

g Copy
Algorithm Encoding

SHA-1 . BASE32
Secret Key

E7RXYG7VRRPM3SRKYRVRMX3F
KASDWSJE|

1. B IEEIKS

Hif: Security >> Enable 2-step verification >> Authenticator app
1%t Can’t scan?

RIEE Key il %] PocketKey OTP Tool, fitdi Confirm

HEN Verify PIN, fidi Confirm (¥ /08 St F4:4F)

miii Slot Background

&[5 Yahoo M/, ¥4 code Kl £ Enter verification code

Rt Next

© N o o M 0 N
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4.4. Facebook

$ PocketKey OTP Tool - u} X

<

Fod Peter - Facebook
Instructions for setup

New Slot 2 config

1. Download an authentication app

Name
We recommend downloading Duo Mobile or Google Authenticator if

you don't have one installed. Facebook

2. Scan this barcode/QR code or copy the key
Mode Digits
Scan this barcode/QR code in the authentication app or copy the key

and paste it in the authentication app. TOTP 06

Algorithm Encoding
BSVI 6XGY 3SUS PEYR

MRGZ UTTG ARFK
4vVsuU

Copy key

SHA-1 BASE32

Secret Key

BSVI 6XGY 3SUS P6YR MRGZ
UTTG ARFK 4V5U

3. Copy and enter 6-digit code

After the barcode/QR code is scanned or the key is entered, your
authentication app will generate a 6-digit code. Copy the code and

than rama harl tn Eacahanl tn antor it

Cancel

Next

1. B3 Meta K/ 1L

2. Hf £ Settings & privacy >> Setting >> Password and security >> Two-factor
authentication

i1%+% Authentication app, /5% key &%) PocketKey OTP Tool, xiili Confirm
Bk Verify PIN, siifi Confirm (9 V08 s T 1E)

miii Slot Background

IR[El Meta JiK /1114, ¥ code #illli#| Enter the code, )5 miifi Next

M.ili Done

N o o
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4.5. X (Twitter)

© N o o &~ w

9.
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x X
2 ?
Can’t scan the QR code? New Slot 2 config
If you can't scan the QR code with your camera, enter the [Z4
following code into the authentication app to link it to your X Name &
account. =
Twitter
Hint: Spaces don’t matter,
Mode Digits
XLPWB5MYXNFUHEMT ToTP © 06
2
Try to scan the QR code again Algorithm Encoding {5
SHA-1 ~ BASE32 v
Secret Key
Slot
XLPWBSMYXNFUHBMT
2
&
Cancel
Slot
2

Bk Twitter

Hif¥ More >> Setting and privacy >> Security and account access >> Security >> Two-
factor authentication

&7 Authentication app

P i Get started

1% Can’t scan the QR code?

¥ Key S #4515 3] PocketKey OTP Tool, #XJ5 &l Confirm

HEN Verify PIN, fidi Confirm (¥ /08 St F4:4F)

miii Slot Background

IR [E] Twitter T if, ¥ code %illi%| Enter the confirmation code, #A)5 i Next

10. /& Done
KT F PocketKey RV i Gk &/ FEMNEZEE, BES%H F HER:

Facebook JK /" &R/ v
Google® ik /' B R

Apple ID®F] iCloud® &R )% 7~
Microsoft® Qutlook™ &7 )& 7~
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