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1.0. THEZRE

AFMAHT 2 2ACS FIDOK A% 4 (FIDO Device Key Manager) F7: (%320 % . Device
Key Manager /& vjj ] F1 i & FIDO 1% 4 [ % 22 T. B, M. 5 Microsoft Windows £ [f] iz 17 i) ( Desktop
Runtime) 274 H

1.1. ZZEACS FIDO Device Key Manager

TR 2“FIDO Key Manager Binary.zip” X, 48 J5 Xl “FIDOKeyManager.msi” Ji 51 ¢ 3

FEFF o
ﬂ FidoKeyManager — o

¥Welcome to the FidoKeyManager Setup Wizard LA

The inztaller will guide pou through the steps required to install Fidok eybd anager on your computer.

#H“FIDO Key Manager Setup Wizard”
.

i Next”, ZREEHEAT 24,

WARMIMG: Thiz computer progran iz protected by copyright law and international treaties,
Unauthorized duplication or distribution of this progran, or any portion of it, may result in severe civil
or criminal penalties, and will be prosecuted to the maximum extent possible under the law.

¢ Back Cancel

Select Installation Folder LA

The inztaller will inztall Fidok.ewid anager to the following folder.

Toinztall in thiz folder, click "Mext”. Tainztall to 5 different folder, enter it belaw or click "Browse".

Folder: AT ;?%%I#F%o ] & idi“Browse”
C:AProgram Filesibdvanced Card Systems LidsWFidok eybd anagers Browse... JZET%/H\:'E I'ﬁ:% ) EJZ?@J?@)\I#FE‘%E%
o
Dizk Cost...

Install FidoKeyManaaer for yourself, or for anyone who uses this computer:

(®) Evaryone
() Just me

¢ Back Cancel
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ﬁ FidoKeyManager Disk Space X

The lizt below includes the drives you can inztall Fidok.eybd anager to, along with each drive's
available and required digk space.

Walume Dizgk Size Available Require

(=1 100GE 30GE 10k . N _
IJ_:f “ ” ] HA L 5

=1 374GE 374GE oK siili“Disk C‘oijﬁﬁ?%fﬁgxﬂ

= OKE ke K PR IRT T FH A 2 ) 0 22 28 P i

=2z 5120MB 496448 QK I‘ETJ o

< >

ﬁl FidoKeyManager — *

Select Installation Folder il _

The installer will inztall Fidok.eph anager to the following folder,

Tainstall in thiz folder, click "MNest”. Toinstall to a different folder, enter it below or click "Browse". %k %:“Everyone” fl: VG B i 15 1]
UL Just Me™ (U4 H LT FIDO
Enlder: Key ManagerE‘]iﬁ ir LB o
C:A\Program Files\Advanced Card Systems Ltd\FidoK.evManager' Browse...
Dizk Cost...

B “Next' 4k 4t .

Install FidoKeyManager for yourself, or for anyone who uses this computer:

(®) Evernone
() Just me
< Back Cancel
15 FidoKeyManager - X
Confirm Installation il

The installer is ready to install Fidok eykd anager on your computer.

Click "Mest" to ztart the inzstallation.

A “Next' g 2ed .

< Back Caticel
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1.2. HFRFIDO Device Key Manager

< Settings = o X

Windows Settings

B9 i e e i i I FIDO Device Key Manager,
o 3 N “Windows Settings” 3= 71,

“ »
@ Network & Internet @ Personalisation 8= Apps E ‘I{_ifl-:l‘ Apps °
i=

WiFi, flight mode, VPN Background, lock screen, Uninstall, defaults, optional

colours features
R Accounts (t\$ Time & Language @ Gaming
Your accounts, email, sync, A Speech, region, date Xbox Game Bar, captures, Game
work, other people Mode

Ly Easeof Access p Search E] Privacy

Narrator, magnifier, high Find my files, permissio Location, camera, microphone
contrast

® Home Apps & features

| Find a setting I Choose where to get apps

Apps Installing apps only from Microsoft Store helps protect your device.
Anywhere v N i .
i Apps & features | % %ﬂ %:‘A‘ MICrOSOft WIndOWS DeSktOp
= o Abps & feat Runtime, 75 #t A“Windows Settings”
:=r  Default apps pps eatures N . B R
FEul, A5 s Apps”.
[ Offline maps Optional features

App execution aliases
[ Apps for websites

Search, sort and filter by drive. If you would like to uninstall or move an

N Video playback app, select it from the list.
Search this list

= Startup

Sort by: Name v Filter by: All drives

75 apps found
< Settings - o X
@ Home Apps & features
| Find a setting P |
Apps

I i=  Apps & features

i

Default apps

1EF R 3 F)“FIDO Key Manager”,
@ FidoKeyManager 143 MB ﬁﬁ)ﬁ)ﬁ ﬂfﬁjﬁﬁﬁf?% ’ Eﬂ:ﬂjéi‘ o

15/9/2022

104 M Uninstall’ 4k 82 5148 .
Moy

ud

=

Offline maps

[ Apps for websites

O} Video playback

-0

Startup
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2.0. ZIMicrosoft Windows Desktop Runtime

B¥ Microsoft | NET wmner. restoes. tesm. Do Dowoxs communty |uverv
Windows
— —a
A — —
% 0
—
oy —
— g [=
Run console apps Run desktop apps Run server apps
o that uses NET on your
Download x64 || Download x86 Download x64 || Download x86 Download Hosting Bundie
Download Arme4 Download Armé4
- - oAk e destes oo
B¥ Microsoft | NET whyner. resses. lem. Dos. Dowosss Commeaty |UVETV
Home > Downlosd

NET Release Candidate (RC) Want 1o ry out the (atest RC release? NET 700-1c | s svaiiable. Get NETRC >

wnload .NET

for NET, including A

Not 17 See dd in § min 2l i b o
Wind
cross-platform. open-source developer plattorm for buiding many different types of applications.
= s
‘ﬁ Microsoft Windows Desktop Runtime - 6.0.9 (x84) Installer - X

Microsoft Windows Desktop Runtime - 6.0.9 (x64)

Windows Desktop Runtime

The .MET Windows Desktop Runtime is used to run Windows Forms and WPF
applications, on your computer. .NET is open source, cross platform, and supported by
Microsoft. We hope you enjoy it!

By clicking Install, you agree to the following terms.

Privacy Statement

Licensing Informatien for NET

Glnsta\l Close

FIDOR ZHFHAEHSE - SHERERFEMERHFM

A 1.06

LI 1TFIDO Device Key Manager,
AR W B W % b 22 %% Desktop
RuntimefZ 7 .

R M AT
https://dotnet.microsoft.com/en-
us/download

A TWindows 15K, #E#%“Download
X64" Uk AT 2

7t “Downloads” 3 {13 £
“windowsdesktop-runtime-6.0.9-win-
x64.exe” Ao sz T %

7 HWindows Desktop Runtime %z %% B
Fo Aidi“Install” 4k s 2%
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Microsoft Windows Desktop Runtime - 6.0.9 (x64)

Installation was successful

The following was installed at

- Microsoft Windows Desktop Runtime - 6.0.9 (x64)

Resources

Hocumentation
Release Motes
Tutorials

MET Core Telemetry

Close

7SS N G A T .
“Close" k355 1.

Pl 7E 7] LA @ i Microsoft Windows
Desktop Runtime 1% ) J& 3 FIDO
Key Manager. 7&# % 342 N H
ok SR

2.1. #HiEFMicrosoft Windows Desktop Runtime

F I Microsoft Windows Desktop
Runtime, #Ji# A“Windows
Settings” =71, 4R )5 fidi“Apps”.

< Settings - [m] X
Windows Settings
[k |
g System . Devices D Phone
Display, sound, notifications, Bluetooth, printers, mouse Link your Android, iPhone
power
o o—
@ Network & Internet z‘ Personalisation 8— Apps
WiFi, flight mode, VPN Background, lock screen ™ Uninstall, defaults, optional
colours features
R Accounts (D$ Time & Language @ Gaming
Your accounts, email, sync, A Speech, region, date Xbox Game Bar, captures, Game
work, other people Mode
(’l? Ease of Access p Search ﬂ Privacy
~=" Narrator, magnifier, high Find my files, permissions Location, camera, microphone
contrast
< Settings - (=] X
@ Home Apps & features
[ Finc | Choose where to get apps
Apps Installing apps only from Microsoft Store helps protect your device.
I Anywhere v
i=  Apps & features
i5 Default apps Apps & features
0 Offine maps Optional features
App execution aliases
3 Apps for websites
Search, sort and filter by drive. If you would like to uninstall or move an
N Video playback app. select it from the list.
Search this list
& Startup
Sort by: Name v Filter by: All drives
75 apps found

H#E\“Apps & Features”.

FIDOR ZHFHAEHSE - SHERERFEMERHFM
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< Settings

@ Home Apps & features

Find a setting Pl ]

Apps & features

i= Default apps

‘;_E] Microsoft Windows Desktop Runtime - 6.0.9 (x64) 210 MB
I 15/9/2022

6.0.9.31620
O Offline maps
Modify Uninstall
[ Apps for websites

O} Video playback

=) Startup

FIDOR ZHFHAEHSE - SHERERFEMERHFM

A 1.06

1 B 41 2 Hh 4R 2 “Microsoft
Windows Desktop Runtime”, #RJ5
RN T4, RIFRER,

Edi“Uninstall” 4k 4 514 .
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3.0. IThReRI4siE:
3.1. #EH#Device Key Manager

@ ACS FIDO Device Key Manager

MANERIFIDOZ %], &F T
B

Insert a security key into the USB port

AFD-KM v1.3.1.0

/j ACS FIDO Device Key Manager

Status

PocketKey ~ PINis set, 8 retries left, support credential
Firmware Version: 10000 "_ *  management
AAGUID: 50a45b0c-80e7-f944-bf29-f552bfa2e048 é /
Protocol: U2F_V2, FIDO_2_0, FIDO_2_1, FIDO_2_1_PRE

21 ACS FIDO Device Key Manager$Zfit
TR AIFIDOZ A% AR S [
JRAS . AAGUIDARIRFF LA AL
T

AFD-KM v1.3.1.0

oW, A7
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@ ACS FIDO Device Key Manager

Change PIN Credential Management OTP Tool

Device

Status

PocketKey PIN is set, 8 retries left, support credential
Firmware Version: 10000 "_ . management
AAGUID: 50a45b0c-80e7-f944-bf29-f552bfa2e048 é /
Protocol: U2F_V2, FIDO_2_0, FIDO_2_1, FIDO_2_1_PRE

AFD-KMv1.3.1.0

3.2. MEIIRE

@ ACS FIDO Device Key Manager

Old PIN

New PIN
Confirm PIN

AFD-KM v1.3.1.0

FIDOR ZHFHAEHSE - SHERERFEMERHFM

A 1.06

EFBE, AR B EEMLEHFIDO
2 A I PINGG .

ik, HEPINS SR TE C A7
HIFIDO2E 4 FEIIE

7E: PINTG K E LA AA-63 151
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3.3. MM

FIDO Device Key Manager =225 1] LA B A 78 BEFIDO ¥ 4% H (1) FEE
TEAIRG 7 EAE M i WebAuthn Specification by EMEIE. Z P us & — NP 3G, TRt

AR T
A N AN hitps://webauthn.io/

WebAuthn.io

A demo of the WebAuthn specification

FIDO_Example

ré'ih What is WebAuthn?
] . ke et T e s s e

WebAuthn.io

A demo of the WebAuthn specification

FIDO_Example

T T

O

What is WebAuthn?

Icome to webauthn io! This site is designed by Duo Labs to test the
e W g wab & Wehauhy ie ennnoriad

WebAuthn.io

A demo of the WebAuthn specification

FIDO. Example|

AT T

Advanced Settings

Registration Settings
User Verification Attachment

Required 3 AllSupported  *
Discoverable Credential Attestation
Required

Public Key Algorithms
@ s rtES256 @ Support RS256
egistration Hints (most to least preferred)

SecunityKey [ ClientDevice | | Hybrid
d

Authentication Settings
User Verification

Required

Reset Settings

FIDOR ZHFHAEHSE - SHERERFEMERHFM

A 1.06

7£“example_username”HE H1 1]z —
NP4

SR J5 #5.d7“Advanced Settings” .

la] N # 3l N\ “Advanced
Settings”.

1E“User Verification” i %
“Required”.

1E“Attachment” H1iE £ “All
Supported”.

7E“Discoverable Credential” 43 %
“Required”.

7£“Authentication Settings” i #%
“Required”.

A1, 17
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WebAuthn.io

A demo of the WebAuthn specification

FIRQ. Example

Sutoitn

Advanced Settings

st preferred)
Hybrid

Verify your identity with webauthn.io
Pick an option
'tll' External security key or built-in sensor

[::j Add a new Android phone

Cancel

Windows Security

Security key setup

Set up your security key to sign in to webauthn.io as
FIDO_Example.

QK Cancel

This request comes from Chreme, published by Google LLC.

FIDOR ZHFHAEHSE - SHERERFEMERHFM

A 1.06

LRk G, &di“Register” 4k 421E

-
58
piig

BB E R EAT G I0IE . B “External

Security Key or Built-In Sensor”.

ARG T B T & FWebAuthn.io
)22 4555,

R OK SRS HEAT B E

127, 17
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Windows Security

Continue setup

webauthn.io wants to create a credential on your security key.
This lets you sign in without having to type your username.

Mote: A record of your visit to this site will be kept on your
security key.

Ok Cancel

Windows Security

Continue setup

You'll need to create a PIN for this
security key.

R seene

LL L L L) Ve

OK Cancel

Windows Security

Continue setup

8
Touch your security key.

Cancel

FIDOW &£ FAEHSE - BEHERBEFEMEHFM

A 1.06

3# 11 “Continue Setup”@ 1, LLK&%T
A EH IR M R B .

A FAABEPIN, JEE RN
AT OK gk 48 .

# H“Touch Your Security Key"$#27~ )5,
2 FFIDO%# LI B % .

130, 17
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WebAuthn.io

A demo of the WebAuthn specification

FIDO_Example

Success! Now try 1o authenticate

T T
Advanced Settings

What is WebAuthn?

Welcome to webauthn.io! This site is designed by Duo Labs to test the
0 Snaci vah gt WahAuho aastad

WebAuthn.io

You're logged in!

You just logged in using Web Authentication. Instead of

of secure hardware to create a strong, attested, and scoped
credential that is virtually unphishable! To keep learning
about Web ication and the FIDO2 check
out webauthn.guide

using a traditional, shared-key password, you used a piece @

@ ACS FIDO Device Key Manager

Device Status

management

%

Firmware Version: 10000
AAGUID: 50a45b0c-80e7-f944-bf29-f552bfa2e048
Protocol: U2F_V2, FIDO_2_0, FIDO_2_1, FIDO_2_1_PRE

FIDOW &£ FAEHSE - BEHERBEFEMEHFM

A 1.06

PocketKey PIN is set, 8 retries left, support credential

AFD-KMv1.3.1.0

IR B I e E AR, IR
WebAuthn.io =71, ##
“Authenticate” #H1T& 3% .

FRRE AT ZMAPIN, R J51%
ZNFIDO ¥ 1 ) A B 4% 5 -

JRT S 2 3 A LT

k), &M ACS FIDO Device
Key Manager, riidi“Settings”s

1471, 17
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@ ACS FIDO Device Key Manager

Advanced Mode

AFD-KM v1.3.1.0

@ ACS FIDO Device Key Manager

Change PIN m Credential Management OTP Tool

Device Status

PocketKey -

Firmware Version: 10000 -

management

AAGUID: 50a45b0c-80e7-f944-bf29-f552bfa2e048
Protocol: U2F_V2, FIDO_2_0, FIDO_2_1, FIDO_2_1_PRE

PIN is set, 8 retries left, support credential

AFD-KMv1.3.1.0

Security PIN  sseee*

AFD-KMv1.1.1.1

FIDOW &£ FAEHSE - BEHERBEFEMEHFM

A 1.06

% F“Advanced Mode”. R )& At
“OK”,

IEFIEIFIDOR %5 . BLAE T LAE R %
75 #|“Credential Management”$%

.,
M.di“Credential Management”,

# N VE T WebAuthn.iofsf 61 2 1)
Security PINfY .

X5 RdOK”,

1571, 17
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€

@ ACS FIDO Device Key Manager

[ Delete |

Relying party - User

N N N
mil CEM RIS U R . 2
J AT LAE S/ R Z FIDO #e # N
webauthn.io - FIDO_Example ﬁfﬂﬂ E,(] %EE o
rpld: webauthn.io

rpldHash: 74A6EA9213C99C2F74B22492B320CF40262A94C1A950A0397F29250B60841EF0

credentialld: 7F9D36679151964CE2B1FBASA360E7F662E402E2167075AB48BE15317BFFSDBBEBBT 26520 A0B6FAGAB2377EDE24C51°

3.4. PocketKey OTPTE (OTP Tool)

ACS[fJPocketKey OTPT. E./&—# f T-FIDO PocketKeyFIPocketKey NFCH i 5 & F T .. % T E
FEIR BT RE: B2 DR B PG, DURE BT IE I OATH HOTPI) fE.

JE: PocketKey USB$# ([/141.00.00.15 K LI_E/R A ) 7 27 HOTP L) 5.
PocketKey NFC -/ ([Z]1#1.00.00.08 & LI [-/k 4 ) 7% 2 )7 HHOTP 15

@ ACS FIDO Device Key Manager

Change PIN Credential Management OTP Tool
Stat

Device

PocketKey PIN is set, 8 retries left, support credential

Firmware Version: 10000
AAGUID: 50245b0¢-80e7-f944-bf29-f552bfa2e048
Protocol: U2F_V2, FIDO_2_0, FIDO_2_1, FIDO_2_1_PRE

&% management

<

FTFFACS FIDO Device Key Manager,

RGBT “OTP Tool”, &FFH R
1]

AFD-KMv1.3.1.0

167, 17
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PocketKey OTP Tool [ /" 5 ifii
TOTP

Facebook

TOTP

3.5. BEEE BN

FIDO PocketKey#lPocketKey NFCK[F i SZ £ FIDO HIDFIOTP M AUl = s o LLR A& & Uil i £ 48
Ui :

o PocketKey OTP Tool ] LAF B H F7 $1AT FIDO W IE A 22 4 25 A 3L

o OTPHMN A SCHIERUE A M (1 22 4= D fe . I e i S X3, 4 A2 O TPE
o HHACS FIDO Device Key Manager/4~ 251 PocketKey OTP Tool H [ P %%
o W THRKTOTP ToollE L5 R, H5% (PocketKey OTPR UMW) .

AT, 317
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