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1.0. & v

ACR122T #&—&4i/MrrI3EEMmM=t NFC e RiLEd. EalLUEE ISO 14443-4 A 251 B 25K,

MIFARE®. 1SO 18092 8 NFC F. LK FeliCa 2. i T454 PCISC ¥rift, ©raLLEMAEM
PC/SC MM ZA . FHANERH T Ax#ER Microsoft® CCID B 5l i 1k JR 5l 2 R 75 1

VENAEB R AR ZE 5 N BRI R %%, ACRL122T ik USB i 15 B i v, FE4T s & He
K4 —— el T 5 bR IBE w4, 2 TR ANER &4

ACR122T f§i[{ PC/SC APDU 4 K4 Ei% M PC/ISC #iE i FE= i RAREE, R & 4 FHAL A APDU [f]
ISO 18092 425 K ikt 4 K hl| AW &« AN B R sE | &4+ M A ACR122T.

1.1, 4%

e USB 204N
e & CCID Frife
o HERILER:
o IEEHZE EIL 424 Kbps
o WERZAH TS IEEMANFE, B RIER AL 30 mm (RIFRZEH A E )
0 CHF ISO 14443 % 4 #i5r A 2KH B K. MIFARE . FeliCa RHMAHIIF NFC
(ISO/IEC 18092) #5%%
o  WNEEBT M RFHE CFEARTI f#8 L BEVT 1] 1 5KFRZE)
o NI
o ¥FPCISC
0 SZ¥FCT-API (il PC/ISC b—Zd 3
o WHEAINE®R:
o M ARG LED faAT
e ¥ Android™ 3.1 K PL_EfRAS 1
o FFE TAIbRME:
EN 60950/ISO 60950
ISO 14443
ISO 18092
USB Full Speed
PC/SC
CCID
CE
FCC
ROHS 2
VCCI (Japan)
KC (Korea)
Microsoft® WHQL

O 0O OO0 O 0O o o o o oo

Y16/ ACS & X A9 % 2 )5
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1.2. USB 0
ACR122T il 74 USB MIYERT USB I I 5N E 7 IER:, R USB £, KN 12
Mbps.

51 55 Thee

1 Veus  ANELEHREMEH5 V ITHIE (5K 200 mA, HHE 100 mA)
2 D- ACR122T HI PC [A] L2 735 S AL S Ak .

3 D+ ACR122T #1 PC [H] L% 435 5 & H i «

4 GND  ZHHE%EY

F1:. USBH:
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2.0. DhEesLH
2.1. ACR122T BEREE

ACR122T HIEERFES ACR122U NFC S & HHF, AR EEITNH. ACRLI22T K AR
¥ CCID fl PCSC xzh, LTI LA E#4E H Windows #/E RS H A IKE), TILE BIT%% ACS IK
o AT DS O IR R R B SR ACR122T NFC i85 B4 EIite. 2455 ERF

A,
ACR122T PCSC Interface
UsSB
——————— S e [ e e b Interface
(CCID)
E PCSC Layer :
: 1 Protocol C j ;
AOR155T : Bi-Color rotocol Conversion :
] LED '
i & + '
E Buzzer E
' {optional) iS0O14443 or ISO18092 '
_._i__.________________. .__________.,.E.. RF
\ I N ' Interface
Contactless Tag
{Built-In Antenna)

E1l:. ACR122T #[ZHFEE
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2.2. FReREESROMR

PR A AL, R F“ACR122T PICC Interface”. FAE I FRERI TR USB CCID BKZ).
G LT

+ . Multifunction adapbers
+ BB Metwork adaphers

= [ Portable Devices Device usage:

B Mokia 6300 .

% 5 Ports (COMBLPT) S e Lol
+ @ Processors

= g Smart card readers
L& USE Smart Card r

controllers

¥ System devices
* Uriversal Serisl Bus controllers

B2 . GRS R R RS AN
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3.0.PICC £O#iid
3.1. ATR B4R

BE AR PICC 5, —/> ATR &4 ki%X % PC/SC IR 5 PICC.

3.1.1. ATR 2 B# A GERT 1SO 14443-3 PICCs)

FH & Pric Vi B

0 3Bh VI 7175 -
TN 8 RKIR: FEAMEE TAL, TBL AN
TC1, HRA#{ETD1.
77T N FEH T SE 7 FFr/M40 (HistByte
0 - HistByte N-1)
ERETNT 8 KR JREEARAELE TA2. TB2 fll
2 80h TD1 TC2, HAF{E TD2,
77T 0 "Rt il SR AN T=0
T 0 RN FSEAFAE TA3, TB3.
3 01h TD2 TC3 f1 TD3.
KT 1R BCEERALN T=1
KA RT T, 80 FNTE AT

80h T1 COMPACT-TLV % G 8V A7 — AR
SRR
A 4Fh MR IR FFAFAEAR IR
OCh K
ES) MR FH AR R R A7 (RID) # AO 00 00 03
RID Tk
06h
3+N SS FRAE T
CO ... Clh KA LR EN
00 00 00 00h RFU RFU # 00 00 00 00h
4+N Uuh TCK TO & Tk BT 71 #4247 7 5L

F2: ATREEHKEN GEHT 1SO 14443-3 PICCs)

Bilam.
MIFARE Classic 1K ] ATR = {3B 8F 80 01 80 4F 0C A0 00 00 03 06 03 00 01 00 00 00 00 6Ah}

Wi B RAE
TO TD1 | TD2  T1 X
) K
38h | 8Fh | 80h | 01h | 80h | 4Fh | och | 0909003 | ggn | gooin | 909000 | gapn
06h 00h
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For:
KE (YY) =0Ch
RID = A0 00 00 03 06h (PC/SC TAF4)
FrifE (SS) =03h (I1SO 14443A, % 3#B50)

€ H 4% (CO ... C1) = [00 01h] (MIFARE Classic 1K)
He, KA %FR(CO...C1)
00 01h: MIFARE 1K
00 02h: MIFARE 4K
00 03h: MIFARE Ultralight®
00 26h: MIFARE Mini

FO 04h: Topaz #1 Jewel
FO 11h: FeliCa 212K
FO 12h: FeliCa 424K
FFh [SAK]: #5E X

3.1.2. ATR 2B A GEMT 1SO 14443-4 PICCs)

FH O E oNEEED id Pt B
0 3Bh WG T-7F -
EH¥FA 8RN FEAFA TAL, TBL A
TC1, Hf#fE TD1.
1 8_h TO ,A—,;Aﬁ;(_‘ VoZan 34 H
77T N FH T S5/ (HistByte O -
HistByte N-1)
FRETEAT 8 Ko JREEARAE(E TA2. TB2 H
2 80h TD1 TC2, RAF{E TD2.
77T 0 Ronth s 2R A T=0
A 0 ROR A SEANAAE TA3. TB3. TC3
3 01h TD2 A TD3.
A7 L RN ICERAN T=1
XXh T1 [ SR
ISO 14443A:
4 xXh K ATS B 7. 5S04 1S014443-
E o T 4 L E .
3+N o
ISO 14443B:
K EH ATTRIB N2 (ATQB) K LEEWIN . i
%3 1SO 14443-3 36 .
4+N UUh TCK TO & Tk FIFTE 75 %40 57 84

F3: ATREEMER GEMT 1SO 14443-4 PICC)
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AL MIFARE DESFire £ ATR A4 :
MIFARE DESFire (ATR) = 3B 86 80 01 06 75 77 81 02 80 00h

ATR

Vit TO TD1 TD2

T1
3Bh 86h | 80h | 01h | 06h | 7577 81 02 80h | 00h

e ATR &5 AN TR ATS: [06 75 77 81 02 80h]

2= €/ APDU “FF CA 01 00 00h" X 722754 1SO 14443A-4 /9 PICC HFAE#41SO 14443B-4 /1
PICC, JEHWIEAHT, B 7T ATS,. #741SO 14443A-3 2 1SO 14443B-3/4 2547 PICC 2K /7]
ATS.

HLLl—4 ST19XRCS8E [ ATR Jyffi:
ST19XRCS8E (ATR) = 3B 8C 80 01 50 12 23 45 56 12 53 54 4E 33 81 C3 55h

Y% TO  TD1 TD2

T1
3Bh 86h | 80h | 01h | 50h | 12 23 45 56 12 53 54 4E 33 81 C3h | 55h

HFi% K A5 41S0 14443 Type BIfJFLE, Wi NATQB, BI50 12 23 45 56 12 53 54 4E 33 81 C3h
, 127%K, AHCRC-B.

M BEHIEZ#1S0 7816, 1SO 14443 FIPCISC #7/f.

Page 10 of 47

ACR122T - NHERFHERED info@acs.com.hk

JRZs 2.03 www.acs.com.hk




@ Advanced Card Systems Ltd.
Card & Reader Technologies

4.0.PICC ¥ H$4
4.1. FREEHE (GET DATA)

GET DATA #4431k [nl“ C 8 3L iE R R PICC /415 5L ATS.
GET UID ) APDU Z# (5 ANF)

00h
Get Data | FFh CAh oon 00h

01h (&K)

# P1=00h, MR A3RE UID (UID + 2 7 F0)

uiD uiD
ok - - SW1 | SwW2
R (LSB) (MSB)

# P1=01h, NI3KEL ISO 14443 A E[ ATS (ATS + 2 M)

M 2 M SZ B4 4R
4 ATS | SW1 | SW2
0 S AR 25 A5
ghm SW1 SW2 =V
BIh 90 00h A B 5E o
B 63 00h HRAE R
iR 6A 81h A SRR T RE

Bl
1. FRECCGELERN PICC TS S
UINT8 GET_UID[5]={FFh, CAh, 00h, 00h, 04h};
2. FRE A TERE 1SO 14443-A PICC[#) ATS
UINT8 GET_ATS[5]={FFh, CAh, 01h, 00h, 04h};
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5.0.MIFARE Classic &£ PICC f54 (T=CL #&#l)

5.1. HNEINEZ4] (Load Authentication Keys)

Load Authentication Keys H T [ 5 283 I E VIR . 1 IAIE 2 H T 5E MIFARE 1K/4K {76 R 11
FroE X . SR 7 5 RIIEE AL E .

Load Authentication Keys f] APDU £5#4) (11 M775)

P2 Lc  ar&HE

w4

Load Authentication Keys | FFh | 82h | #4454y | %445 | 06h o
(6 511

Hr:
EHEH 17
00h =BRSS5 KA A
e  =fH#
RS 1T,
00h ~01h = HHAME . —EHLSGHSHMBITER, HHmaH k.
=H 6 i
WAEESNEYE. flin: {FFFFFF FF FF FFh}

Load Authentication Keys [N 45y (2 4~7241)

M VR
gk SwW1 SW2
M N HR A
2| SW1SW2 =V

By | 9000h | BAEEINTERK.
R 63000 | ERMESRIK.

Bilam:
[a % 2 B 00h %% ¥{FF FF FF FF FF FFh}.
APDU = {FF 82 00 00 06 FF FF FF FF FF FFh}
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5.2. iAiE (Authentication)

Authentication iy 218 F F- 5 £ 1525 28 P 1 & 42K 56 F MIFARE Classic 1K/4K & (PICC) . H4
FIFFUIEE: TYPE_A il TYPE_B.

Load Authentication Keys ] APDU £5#) (6 715 [##FH]

CLA INS P1 P2

Authentication | FFh | 88h | 00h | Bi5 | 84 km R

Load Authentication Keys f{] APDU £5#4 (10 M775)

CLA INS P1 P2 Lc &48ER

Authentication | FFh | 86h | 00h | 00h | 05h | AIF£#E =45

RS 75 (5511

’i’flzf ooh | e | meson | me
o
BE. LAY AU TR 7B
FHREL 1A T
60h = iZZHPHAE TYPE A S50 E47 5810E
61h = ZHHY HIE TYPE B ZHEATIRIE.

00h ~01h =P HE.

E: MIFARE Classic 1K FHIA 17777716 T IX, FFINEIX 6 & 4 TELERTH. #147: f7[X 00h &2
#400h, 01lh. 02h #7 03h}; 47X 01h £ Z4404h, 05h. 06h #/ 07h}; Z/5— 7 /7[X OFh #4524
{3Ch. 3Dh. 3Eh #/3Fh}.

bmid fE, SeEUE— B X R AR T EH AT IUE. I 1E S % MIFARE Classic 1K/4K RFr
U

Load Authentication Keys i 45 Fy (2 4~731)

M LB

R SW1 SW2

Load Authentication Keys 4> i R 245 5

ZE SW1SW2 &

By | 9000h | BEAEEINTE R
R 63000 | EERMESRIK.
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i X

sk

Bk
Gt16 MK, EMEEXES  GMR, 816 4NFE A A i
4 B +) Bes 053
X 0 00h ~ 02h 03h N\
BIX 1 04h ~ 06h 07h
> 1 KB
FRIX 14 38h ~ 0Ah 3Bh
FIX 15 3Ch ~ 3Eh 3Fh J

4 . MIFARE Classic 1K 117451

BX €238 B
Gt R EK, SMEKESE  GML BRI6MFE o
PUNTEIIES ) R
BIX 0 00h ~ 02h 03h 3
BIX 1 04h ~ 06h 07h
. 2KB
KX 30 78h ~ 7Ah 7Bh
X 31 7Ch ~ 7Eh 7Fh g
BIX i e
ANE - P S A
3t 8 .fgég 4 gf)lz@,a (15 1R, j;?ﬁ)f% BAF Ak, 16439
BiX 32 80h ~ 8Eh 8Fh A
X 33 90h ~ 9Eh 9Fh
> 2KB
HIX 38 EOh ~ EEh EFh
HIX 39 FOh ~ FEh FFh =

#5 : MIFARE Classic 4K £HIRNTELEH
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FHE 0 1 p) 3 "
P SNO SN1 SN2 BCCO 0
FP o5 SN3 SN4 SN5 SN6 1 \
P R BCC1 | Internal LockO Lockl 2
OTP OPTO | OPT1 OTP2 OTP3 3
s Data0 Datal Data2 Data3 4
s Data4 Data5 Data6 Data7 5
s Data8 Data9 Datal0 Datall 6 512 fif
Hlmis Datal2 | Datal3 Datal4 Datal5 7 > B
Hlmis Datal6é | Datal7 Datal8 Datal9 8 64
EAEaaIC] Data20 | Data2l Data22 Data23 9
EAEaiIC] Data24 | Data25 Data26 Data27 10
B s Data28 | Data29 Data30 Data31 11
AR5 Data32 | Data33 Data34 Data35 12
AR5 Data36 | Data37 Data38 Data39 13
RS Data40 | Data41l Data4?2 Data43 14 j
BAE /5 Data44 | Data45 Data46 Data47 15

6 : MIFARE Ultralight 1 ) A 7745 44

it
1. Z{FH{TYPE A, S 00h}&iFHk 04h, PC/SC V2.01, 3H
APDU = {FF 88 00 04 60 00h};
2. EEH{TYPE A, %5 00h}¥iEE 04h, PC/SC V2.07
alaAPDU = {FF 86 00 00 05 01 00 04 60 00h}

YE: MIFARE Ultralight /77 ZEd 7742 uF, P77 ] ELE HI 27 -
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5.3. E_#tHHR (Read Binary Blocks)

Read Binary Blocks 74 FH T\ PICC & f R HLU Al —ANEdi i PRAT &l & 1 20 200 50 0 H0di B/ R i i
AT I .

Read Binary [ APDU £5#) (5 A7)

CLA INS P1

He 1A e BB
FREEU 2T 17 . KMEAN 16

Read Binary Block FImiIN 45 (N + 2 A~F45)

i L M N S 3
R 0<=N<=16 SW1 SW2
M [N HR A
LE SW1SW2 \ 4

I 90 00h AR D 5E
HE R 63 00h PR R M

1. Mt He 04h iz 16 4A~F75 (MIFARE Classic 1K 8¢ 4K)
APDU = {FF BO 00 04 10h}

2. MBI U 04h HiEEL 4 ASFTE (MIFARE Ultralight)
APDU = {FF BO 00 04 04h}

3. MBI T 04h FF4AEEL 16 A~ (MIFARE Ultralight)  (S2EUIT 4, 5, 6 A1 7)
APDU = {FF BO 00 04 10h}
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5.4. FHFr_#HlER (Update Binary Blocks)
Update Binary Blocks @4 H T [ PICC 5 AN— MR . AT 1% a7 2 BT D 40 a0 Bs s e S st 47

BE.

Update Binary (1] APDU 4544 (4 5% 16 + 5 M=741)

fir & HdE
Update R 5 HT Y %%&?E .
Binary Blocks FFh | D6h | 00h | Ht%5 o MIFARE Ultralight: 4 /77i; 5§
MIFARE Classic 1K/4K: 16 4577
Hor:
ns LA FREFTRIRC A
REFRF N LT
MIFARE Classic 1K/4K {15 55 73550 16,
MIFARE Ultralight ()45 5 37 7580k 4.
b2 K] 4516 N FrE N kL o

Update Binary Block fImi SORZS IS (2 AN575)

LE SW1SW2 \ 4 ‘
&Ih 90 00h PAE R Ih 5E %
iR 63 00h PAE R,

Bilan:

¥ MIFARE Classic 1K/4K - ki He 04h 1%k 55 9{00 01 ..0Fh}

APDU = {FF D6 00 04 10 00 01 02 03 04 05 06 07 08 09 OA OB OC 0D OE OFh}

APDU = {FF D6 00 04 04 00 01 02 03h}

ACR122T - NHEFREED

JiA 2.03

¥ MIFARE Ultralight = — kil 5 04h 1% 58 %7 4{00 01 02 03}
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5.5. SEBERKIMS

Hod e nT DU SO AT 2 T B RN

5.5.1.  {EBHEELE (Value Block Operation)
Value Block Operation iy 4 F T- @47 Ui #4E, Flun: BIMEIRPIES.
Value Block Operation ] APDU £5#4 (10 A~%71)

CLA ‘ INS Pl‘ P2
VB_Value
Vggﬁ;}gf‘k FFh | D7h |00h | % |05h | VBLOP | (445
{MSB ..LSB}
Hop
e AT RRERER(ESR.
VB_OP 14,

00h = ¥ VB_Value fF Nz, SRR —AMESR.

01h = fE{EH AN VB_Value. I A0 I T X HE B A E

02h = i {E A IR/ VB_Value. I A0 I T XHE B i1 .
VB_Value AT ATHRAGGHENBE, 2 ME/FSKER A1 .

%1 1: Decimal —4 = {FFh, FFh, FFh, FCh}

VB_Value
MSB LSB
FFh FFh FFh FCh

#1 2: Decimal 1 = {00h, 00h, 00h, 01h}

MSB LSB
00h 00h 00h 01h

Value Block Operation ffIm R 458 (2 ~745)

MR M SR
g SW1 | Sw2

ACR122T - NHEFREED
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Wi 32 PR 5 B

25 SW1SwW2 =54

) | 9000h | BRAERRINSEAK.
% | 63 00h BE R

5.5.2.  EEEBR (Read Value Block)
Read Value Block i 4 H T3REUE Y P 8UE, A0E T xHE SRR .
Read Value Block [f] APDU £ (5 A~741)
na ‘ CLA INS \ PL P2 Le
Read Value Block | FFh | B1h | 00h | %5 | 04h
Horp:
WS 1A U ER

Read Value Block [N 25 (4 + 2 A7)

M LB

& f SW1 | sw2
{MSB ... LSB}

=1 ANTH RAREHE, 2 MEFTKER 4TI

#1 1: Decimal —4 = {FFh, FFh, FFh, FCh}

MSB LSB
FFh | FFh | FFh | FCh

#1 2: Decimal 1 = {00h, 00h, 00h, 01h}

MSB LSB
00h | 00h | 00h | O1h

M LR A5 i

ZiR SW1SwW2 X
B | 9000h | HEAERINSERR.
B2 | 6300h | HRIERIK.

ACR122T - NHEFREED

JiA 2.03
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5.5.3. % & (BiR ( Restore Value Block)

Restore Value Block iy 4 F T4 —AME B b i B0 & 1 21 55 b — ANME B
Restore Value Block ) APDU &5# (7 ANgEF)

CLA INS P1 P2

Value Block Operation | FFh | D7h | 00h | JE¥tS | 02h | 03h Hbrde s
Horpre

FHRS AT EET T R E B 2 H AR .

Hir s 1A EIRE KB JEESRA B PR E Pl 6 T [ — AN X

Restore Value Block [N 454 (2 )

] N VR
il | SW1 | SW2

M S AR 25 A

iR SW1SW2 & 3L
BT | 9000h | FRAERINTE R
B2 | 6300h | HRIERIK.

il :

1. HEUH “1 A 05h.
APDU = {FF D7 00 05 05 00 00 00 00 01h}
J%i%: 90 00h

2. EHUEHR 05h
APDU = {FF B1 00 05 00h}
Ni%F: 00 00 00 01 90 00h [9000h]

3. KBk 05h HME & i B {H R 06h
APDU = {FF D7 00 05 02 03 06h}
Ni%F: 90 00h [9000h]

4, {F{HBR 05h H{EHE N5
APDU = {FF D7 00 05 05 01 00 00 00 05h}
;% : 90 00h [9000h]
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6.0.#AF APDU

A APDU HIF LUK H i6:
o SARFE PCISC IR AT e MO .
o WESRELS HOSH.

o WMRCZ G &R, WFAE APDU A LLEE“ACR122T PICC Interface™ K & i% .

o HIBEAHEMZ, WA LMEH“EE: (Escape) & kKiERA APDU,

6.1. HIEAEH (Direct Transmit)
IR B R A BRI S 2 B
Direct Transmit {4 454 CBIEEIKE + 5479

A B
et FFh ooh | ooh | ooh ﬁ;f; e
Horr:
Lc 147
RRENFRE  RKMEH 255
A B M) N

Direct Transmit [ 3 £ #)

Wi i . B4 3
Direct Transmit M 1 5

ACR122T - NHEFREED
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6.2. X LED F&ny38#4] (Bi-color LED and Buzzer Control)
X APDU F T304 LED 87547 Al 2L R A

Bi-color LED and Buzzer Control #4454 (9 MF3)

i Eii

(CROE S D)

Bi-color and Buzzer LED N X
Yo 0T

LED Control FFh | 00h | 40h - 04h | [NKRE A

P2 LED IR

XU LED FlgNS 28l 454 (1 A7)

CMD b Vi B

Bit 0 4140 LED f 2R 1=7; 0=k

Bit 1 G0 LED F R 1=7F; 0=k
1= HRE

Bit 2 21 {4 LED IR ASHEY

! WERE | e
1= HHHARE

Bit 3 40 LED IR ASHEY

i T PRGN 0= FE

Bit4 | ZLt& LED MIUGINMRIRES | 1=7F; 0=

Bit5 | Ztfa LED MIUGINIRIRAS | 1=7F; 0=
1= [NER

Bit 6 4140 LED [N JR4%Ad

i t [N oA 0 = Rk
1= [NER

Bit 7 2 LED [N SR AL

i Rt [N oA 0 = KNk

i B HEIR DA o5 JE) 47 il

XUt LED 1IN R B3] (4 4S50

T1 A T2 A
WIGH TN BRIRZS VI N BRIRZS ERRE | AR R
(Ef7 =100 ms) (Ef7 =100 ms)
o
FH3 BENS BRI R, 7E LED PR R A [ 42 il 1R 23 FPIR S

00h: H&NYZATF S .
Olh: H&NSZEZE T1 AN ITE.
02h: MEMSELAE T2 FMNIFE .
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03h: ENYZRAE T1 A T2 FMIN TS -
WRHAR  SW1SW2, B RaHR E R .

LZEE SWi1 SW2 X
I | 90h | LED H4FPIRZE | #RAERIh 52 .
9% | 63h 00h AR R M,

LED HMFPIRE (1)
RE B Pt B
Bit O METABLED | 1=FF; 0=%
Bit 1 METSE LED | 1=FF; 0= %
Bits2 -7 3]

LED A& A2 7 LED WARERIELZ St T
LI RAHTLED IKETEIFA M, T LED LS DK A3
IRFIPIHT LED WFFETIAR ST, WVLED 53 /Wtk. [l B AEAIELAAT 0.

TL A T2 JHIZH 322 T LED AR L E R FIE NS 28 1S g ] ] - HE 4185t 472
T1=1, T2=1, W T/EH=50%. L1E&#=TL(T1+T2).

YIRS HE NS 2%, % P2 LED A& H & 0 KA,
B EIENG ST, “HE A TAF 0.
WIRREEHLED, WS40 1Ensg 55757 & 0 K],

E R

N oo »
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6.3. FREUEEREHRA (Get Firmware Version of the Reader)
A A H TR IG5 2% B AT AR 5
AL (5 ANFHD
we CLA INS P1 P2 Le
Get Firmware Version FFh 00h | 48h | 00h | 0Oh

Wi REA5HE (10 AT

MARE AR
4 [ A

filtn: WM = 41 43 52 31 32 32 55 32 30 31h = ACR122T201 (ASCII)
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6.4. 3KHX PICC #/E3¥# (Get the PICC Operating Parameter)
A4 H TIREGE S 2 1 PICC #:{ES 4L
AR (5B ANFT
TS CLA| INS PL P2 Le
Get PICC Operating Parameter FFh | O0Oh | 50h | 00Oh | 0Oh

Wi £ (1A

i L M N S 3
£ PICC #1E5#
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6.5. W& PICC#/EZ¥ (Set the PICC Operating Parameter)
A H TR E RS &1 PICC #ESH

gt (5T

Set PICC Operating
Parameter

FFh | 00h | 51h | #1J PICC#:/EZ&%L | 00h

Wi R (L AT

i L M N S 3
£ PICC #1E&H

PICC #1/E&% (BRIMAE = FFh)

YA S5 Vi B prill
. . 1=JaH
7 | A3 PICCHH J& I PICC %614y N
0=1=H
- . UG 1SO 14443-4 AKbR%Hr | 1= H
6 ATS o e
H2) L Kik ATS iR 0= {2
, N 5 B %S PICC ¥ h) 2 8] it it ] [a 1=250ms
k& 0 =500 ms
1 =&
4 | FeliCa 424K
0 = Hkid
1= fa
3 | FeliCa 212K ﬁf I
0 = Bkt
1= f&m
2 | Topaz i o ) :
PICC # 1 W A5 K AR 25 11 25 531 0 = kit
1=
1 |1SO 14443 B 3%
0 = Bkid
K
ISO 14443 A% ) L=
O | #ZK I MIFARE #5325, W40 0 = Bhid
BT H B ATS A
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7.0. IEHEAh N H I B A AR

APRO. RSN IRE, RS S AWHEEAT PICC # i AIFRaE 4

— BRI BIFRZ:, MK ATR 28 kKi%5] PC. LI E L% E T PCSC Escape . &
ZMINESERFEA.

IR 1 B E R ACR122T PICC Interface”.

IR 2. k1% APDU v 4k 17 PICC.

i
wE
P

. Wi FF“ACR122T PICC Interface” ({18, <IN LT .

Fﬁi
A3

1. BAJLIREER LR 14 HIR
o KHIAZEHJE: FF 00 00 00 04 D4 32 01 00h
o JFEAZEH#JE: FF 000000 04 D4 3201 01h
2. LFEFRHERT APDU FIFERRHEHT APDU
o XM FRiE APDU #452(/9 PICC: I1SO 14443-4 Type A #/B. MIFARE .. %4
o R FEER#EAPDU #:0#9 PICC: FeliCa, Topaz .. 444

APDU

l APDU iz received by the reader

Standard APDU?
O
Mon-Standard ARPDU?

Or

?
Standard AFDL LED and Buzzer Control?

for PCSC
compliant Tags

Pzeudo ARDL
for LED and

Buzzer Control
Mon-Standard APCL

for Mon-PCSC
compliart Tags

LED and Buzzer

IS01 4443 Protocal C+on\tersion Contral
Interface 15018092
Contactless Interface

Bi-Colar LED
And
Buzzer (Optional)

! I

Built-in Antenna

B3 FriEm=NANERRE

Page 27 of 47

ACR122T - NHERFHERED info@acs.com.hk

hRAs 2.03 www.acs.com.hk




@ Advanced Card Systems Ltd.
Card & Reader Technologies

3. ACR122T #9PICC #O:FA 7 1S0 7816 T=1 ik,
o PC 2 5% kG741 APDU.,
o LEHH DPC: BN EHE.
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7.1. WY E S PCISC HIAR2E (1ISO 14443-4)?

A E, TS 1SO 14443-4 FRHEMIRE (PICC ) #50TLAFEAR 1SO 7816-4 #isE ) APDUSs.
ACRI122T St E#8 5574 ISO 14443-4 b )£ Fr it riBEn, RFEFZEX 1ISO 7816-4 #ER) APDU Al
Mo N3EAT#e 4. ACR122T 2 7E N EBALEE 1SO 14443 25 1-4 3/ sl

MIFARE 1K. 4K. MINI 1 Ultralight #x%% 2@ it T=CL #4172 R0, R ¥ MIFARE ﬁAW’Eﬁ
HERT 1ISO 14443-4 bp22R0n] . BZMRAE R, 1EZ“MIFARE Classic %’?ﬁ%ﬁﬁm PICC #5 4"

ISO 7816-4 }i5E H APDU R SCHI45 44

ISO 7816 ; 4 ) ) %EﬂZE’J AR [A] 1)
HR TR [ & P ISR

ISO 7816-4 HL7E [ SNk SCIghie (Eedis + 2 N10)

Rz o L R
S| mREEE | SW1 | sw2

M LR A5

GR SW1Sw2 &3 ‘
BRIl 90 00h | #RAERZLTERL.
FiiR 63 00h | #EfERI.

BLAY BRI M«
1. HIURkRZE, JFiEEH: PICC Fiim.
2. BV BRI N
LR 1. SRSEITERE.
IR 2 %% APDU, BXBENLEL
<< 00 84 00 00 08h

>> 1A F7 F3 1B CD 2B A9 58h [90 00h]

YE: X7 1SO 14443-4 Type A #r8k, A LL#id APDU“FF CA 00 00 01h" K768 ATS.
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7.2. Wi MIFARE DESFire #78 (ISO 14443-4)?

MIFARE DESFire 3 #F 1ISO 7816-4 APDU Ut R FI AR . — H MIFARE DESFire b2 8 0%, &
%% MIFARE DESFire #7258 1%5—4> APDU b & fiE i S M. R —4 APDU K AR
A7, WHART APDU #A iR A=, [FFE, Wi —4> APDU RH“ISO 7816-4 APDU i
7, WHAH APUDU #B2441/241SO 7816-4 APDU =",

%l 1: MIFARE DESFire ISO 7816-4 APDU £,
M 1SO 14443-4 Type A PICC (MIFARE DESFire) 1L 8 > B %L
APDU = {90 0A 00 00 01 00 00h}
CLA = 90; INS = 0A (DESFire #54*); P1 = 00h; P2 = 00h
Lc = 01h; #ir4%#E = 00h; Le = 00h (Le = 00h, F/ni KK )
M. 7B 18 92 9D 9A 25 05 21h [$91AFh]
RAE[91 AFh]H 5 XL MIFARE DESFire frife. V1515 2% MIFARE DESFire f5# .

%l 2: MIFARE DESFire 4} J{## (1SO 7816 APDU &)

TEARMGI R, R % 300y VU . E23RIX MIFARE DESFire RFIRA S
B 1. Ki% APDU {90 60 00 00 O0h}KFR B — AN %d 7. INS=60h
% : 0401010002 18 05 91 AFh [$91AFh]

IR 2. Ki% APDU {90 AF 00 00 00h}RFRELEE — ANl 1. INS=AFh
Mi%F: 04 0101 00 06 18 05 91 AFh [$91AFh]

A IR 3. Ki% APDU {90 AF 00 00 00h}K 3k EU A i — 4l 1. INS=AFh
J%%: 0452 5A 19 B2 1B 80 8E 36 54 4D 40 26 04 91 00h [$9100h]

%] 3: MIFARE DESFire A#if4

# A MIFARE DESFire in 4 & 5 TH4E, WIATT LR 5 28 K IEARH 1ISO 7816 flf A MIFARE
DESFire 74,

M 1SO 14443-4 Type A PICC (MIFARE DESFire)t 5B\ /715 I BE ML %
APDU = {0A 00h}

M. AF 25 9C 65 0C 87 65 1D D7h [$1DD7h]

Hr, #—AFHAFE MIFARE DESFire £ F il [l (R A .
J3 R 5 0] LA [$1DD 7] H 1 Hid s - DA 2N
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%l 4: MIFARE DESFire 2 & (AHER)

FEAG S R 3o TR
ERE MIFARE DESFire KR A 5 :

PR 1. Rik APDU {60h} KIRHUE — M dE 11 INS=60h

J$%: AF 04 01 01 00 02 18 05h[$1805h]

PR 2: Ki% APDU {AFh} SRIREUEE — A4 71, INS=AFh
J$%: AF 04 01 01 00 06 18 05h[$1805h]

AR 3: Kik APDU {AFh} SK3REUR 5 — M 4dE 1. INS=AFh
J%%5: 00 04 52 5A 19 B2 1B 80 8E 36 54 4D 40 26 04h[$2604h]

. # MIFARE DESFire A#HCT, 2RmANFTRKZEAT 1, TG H1A 2 H HRE 90 00h].
THE 21 R P HG R SE DT 2, T a7 1 R &5 90 00n] LU iE PCISC HIZ K. RITHININ K/E
K2
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7.3. WA FeliCa ¥4 (1SO 18092)?
B R HRAE NG 9 -

1. /R FeliCatris, Jf5 PICC # M SLiER.

2. EHUEEHRR A A N A

TR SRS,
ATR =3B 8F 80 01 80 4F 0C A0 00 00 03 06 03 F0O 11 00 00 00 00 8Ah

H,
FO 11 = FeliCa 212K

PR 2. RBUATFR, NMERFA R APDU.
<< 10 06h [8-byte NFC ID] 01 09 01 01 80 00h
>> 1D 07h [8-byte NFC ID] 00 00 01 00 AA 55 AA 55 AA 55 AA 55 AA 55 AA 55 AA 55 AAh [90 00h]

5
IR 2. BN FERR, fEAIFAA ) APDU.

<< FF 00 00 00 [13] D4 40 01 10 06 [8-byte NFC ID] 01 09 01 01 80 00h
H,

[13] A& FL A $diE D4 40 01..80 00h" K JiE
D4 40 01h Z¥#EA#: (DATA EXCHANGE) #i4

>> D5 41 00 1D 07h [8-byte NFC ID] 00 00 01 00 AA 55 AA 55 AA 55 AA 55 AA 55 AA 55 AA 55 AAh
[90 00h]

Hrr, D541 00h 2% DATA EXCHANGE [0 )/
e A L&/ APDUFF CA 00 00 00h” %264 NFC ID.

VETE 12 W Felica bRy R AH R E .
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7.4. WATYiE NFC #3% Type 1 3% (1ISO 18092) , #itm Jewel
Topaz t3%&?
B (P AR -
1. /s Topaz #+%%, I35 PICC Mg ik .
2. CEHUTEFR S A A

IR 1. SRR ILER.
ATR = 3B 8F 80 01 80 4F OC A0 00 00 03 06 03 FO 04 00 00 00 00 9Fh
Hrh, FO 04 =Topaz

IR 2. RN FEHEE 08h (Block 1:Byte-0) , AEFHFAAE APDU.
<< 01 08h
>> 18h [90 00h]

Hodr, R E = 18h
"

IR 2. RN FEHLEE 08h (Block 1:Byte-0) , f#FFAH APDU.
<< FF 00 00 00 [05] D4 40 01 01 08h

He,

[05h] Z&FH APDU #(45“D4 40 01 01 08h K J&

D4 40 01h 2= #: (DataExchange) 4.

01 08h J& E ik 45 br 25 (1 545 «

>> D5 41 00 18h [90 00h]
Horr, wa Ri%#E = 18h

FE: BN RN A 2
<< 00h
>> 11 48 18 26 ..00h [90 00h]

SR 3) ¥y fFEHEHE 08h (Block 1:Byte-0) FE#rA%E FFh.
<< 53 08 FFh
>> FFh [90 00h]

Hordr, AR = FFh
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A7 HbE = Block No * 8 + Byte No

fl4n: PNA7HbE 08h = 1 x 8 + 0 = Block 1: Byte-0 = Data0
fil4n: PA7HbE 10h = 2 x 8 + 0 = Block 2: Byte-0 = Data8

HRO HR1
11, XX
EEPROM Memory Map
Type Block Byte-0 Byte-1 Byte-2 Byte-3 Byte-4 Byte-5 Byte-6 Byte-7 Lockable
No. (LSB) (MSB)
UiD 0 UiD-0 UID-1 UiD-2 UiD-3 uiD-4 UiD-5 UID-6 Locked
Data IIIIIIIIIII 1 Datal Datal Dalaz Data3 Data4 Datas | | D ataﬁ IIIIII Data7 Yes
Data 2 Data8g Data9 Data10 Datat1 Data12 Data13 Data14 Data15 Yes
Data 3 | Datalé | Datal7 | Datal8 | Datal9 | Data20 | Data2! : Data22 | Data23 Yes
Data 4 Data24 | Data25 | Data26 | Data27 | Data28 | Data29 | Data30 | Data3t Yes
Data 5 Data32 Data33 Data34 Data35s Data36 Data37 Data38 Data39 Yes
Data 5 Dala40 | Data4l | Datad2 | Datad3 | Datadd | Datad5 | Datad6 | Datad? Yes
Data 7 Data48 | Data49 | Data5o | Data51 | Data52 | Date53 | Datas4 | Datass Yes
Data 8 Data56 Data57 Data58 Data59 Datat0 Datat1 Datat2 Data63 Yes
Data 9 | Datab4 | DataB5 | Datad6 | Datab7 | Data68 | Data69 | Data70 | Data7l Yes
Data A Data72 Data73 Datar4 Data7b Data76 Data77 Data78 Datar9 Yes
Data B Datag0 | Datadl | Datas2 | Data3 | Datad4 | Datas5 | Datag6 | Datas? Yes
Data C Data88 Datag9 Data90 Data91 Data92 Data93 Data94 Data95 Yes
Reserved D : : : : : : :
Lock/Reserved E LOCK-0 | LOCK-1 | OTP-0 | OTP-1 | oTP-2 | oTP3 | oTP4 | OTP-5

Reserved for internal use

User Block Lock & Status

OTP bits

B4 : Topaz AFE

VEGE 2 R Jewel A1 Topaz FLVE KA I E o
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7.5. REFEEAE O LTk E

#I% 1. Get Status #74.
<< FF 00 00 00 02 D4 04h
>> D5 05h [Err] [Field] [NbTg] [Tg] [BrRx] [BrTx] [Type] 80 90 00h

WER R LI WA b3
>> D5 05 00 00 00 80 90 00h

[Err] A2&—ANMERARRS, X BT 5 A I B 5%
Field R~ 2 BRI B4 RF #i3%,  (Field = 01h: &) B¢ (Field = 00h: 7).

[NbTg] #E7 Hbr. ERAERN 1.
[Tol: ZHgm'T

[BrRx]: HHEHE i Hogs 2
00h: 106 kbps
01h: 212 kbps
02h: 424 kbps

[BrTx]: ¥ fL i toks 2
00h: 106 kbps
01h: 212 kbps
02h: 424 kbps

[Type ]: I

00h: ISO 14443 5 MIFARE
10h: FeliCa

01h: F3)5

02h: Innovision Jewel #12%

ACR122T - NHEFREED

hRAs 2.03
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%A : ACR122T PC/SC H# (Escape) frd

1. #%&#“ACS ACR122T PICC Interface 0” .

2. W R “ACR122T PICC Interface” & 4 i& 4%, % #“Shared Mode”; 1R “ACR122T PICC
Interface” M A HE, % Direct Mode”,

3. #% '~ Connect ¥4, fEHLNFI ACR122T i35 #5A] i %z .

4. AR CAHEFHI A 35007,

5. i\ PCISC Escape fir4, #l41“FF 00 48 00 00h”; 4R )44 N Send"{%4l, ¥y & KILGILS
5.

6. 1% N Disconnect %4k Wr 4 #% .

7. B Escape & KIAEHRILBIERE 4, BRI TP RIAT.

8. Escape fir 2% (Scard_Control B HIAND HIE LN T -
#define I10CTL_CCID_ESCAPE SCARD_CTL_CODE (3500)
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A G H PCISC Escape fir 4 (I VELH 0 1

1. fE Windows fJ“Run"ir 43 5. g 447 CIEEE—— x|

“regedit”,

= Type the name of a program, folder, document, or Internet
——'  resource, and Windows will open it for you.

Open: | regedit| ‘j

OK [ Cancel Browse... I

LY

2. fE £’ Registry Editor
HKLM\SYSTEM\CCS\Enum\USB\Vid_07 Fle Edit View Favorites Help
2F&Pid_2200\Device Parameters Kl ) {8 Computer
—~ DWORD*EscapeCommandEnable” B HIEY_QLASSES_ROOT

- ) HKEY_CURRENT_USER

° Bl | HKEY_LOCAL_MACHINE

#-- 1, BCDOOOOOOOO

(- |, HARDWARE

0 i 4 2SS B SAM

T Vista R4t, BEN: 5 (g

ComputenHKEY_LOCAL_MACHINE\SYS I, SOFTWARE

B |, SYSTEM
TEMS\CurrentControlSet\Enum\USB b ControlSetoo

< 4, ControlSet002
- 1, CurrentControlSet
|, Control
|, Enum
[+~ |, {892EDESE-BE49-443¢-A0B3-005D74F2C
-y ACPI
. ACPI_HAL
.. ACR1221BUS
|, ACR1281C1BUS
. ACR330BUS
|, ACR89BUS
|, ACR89CBUS
-}, DISPLAY
\. FOC
|, HDAUDIO
|, HTREE
). IDE
|, LPTENUM
i PCI
|, PCIIDE
|, Root
\y SCFILTER —_
. STORAGE
L SwW
|, UMB
3]
#- |, ROOT_HUB
. ROOT_HUB20
|, VID_0000&PID_0000
| VID_02048PID_6025
|, VID_03FO&PID_3307

|»

-[--E- 8

. m-#=
-85

(Ed)

B-E-E---5-E-E-E

&

=2

FEFE
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3. #£%: VID_072F&PID_2200 2.1 VID 072F&PID_2200
SRIE ETFiZ1 . A% Device 4. 581353e6828081
Parameters. il

- 4y Control

., Device Parameters

-4y LogConf
Lo 0y Properties
4. f)E—4 DWORD I (3241) , HHAHs# e Trpe B
) o] REG_S7 (value not =et)
j\j EscapecommandEnab I € .ﬂé\jEscapeCommandEnable REG_DWORD (00000001 (1)
_E!']Ideype REG_SZ USB Smartcard
.‘?_‘_'] SymbalicName REG_SZ WIMUSEEVID_072F,
:‘_‘_’J\u"endDrNamE REG_SZ Generic
I MNew 4 Key
String Value
Binary Value

DWORD (32-bit) Value
QWORD (64-bit) Value
Multi-5tring Value

Expandable String Value

5. {24 EscapeCommandEnablle i, X

HMFIZT, 7F Value data WA 1, F

Value name:
. oy imal.
¥ Base 13 Hexadecimal | -
Value data: Base
Il (* Hexadecimal
(" Decimal

| OKl:I Cancel
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ft%B

BB 2 — 5K 1SO 14443-4 Type B #5325,

<< HLH ) APDU i & A1 MR AR >>

PC

ity

1. Ri%

S
>

2. A R o

ACR122T - NHEFREED

hRAs 2.03

EEH

USB #z11
(12 Mbps)

5 ARRE R R &
o

[APDU fir 4]

fil1: [00 84 00 00 08h] (X
HLEL)

55 AR AR 5 (1 ] L

—

[APDU Hi /]

#idn. [11 22 33 44 55 66 77
88h] (90 00h)

: fFA 1SO 14443 KPR APDU 1iy4 RN B

PR

RF #%11
(13.56 MHz)
PRS2 iy A 4514

—

[APDU fir 414 1SO
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fRC  : &F& 1SO 18092 KIHRZ K APDU fiy-4-Filme

ERBLAE A K& 5K TOPAZ $r%%

<< HLHY ) APDU i & A1 R AR >>

PC EEH
Jigi USB #
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1. RKIEfm 4. 5 AR AR < i 4
—
[ Hh iy 4]

4. [01 08h] (kX A7kl 08h)

B

A APDU fir s
+ Ay 4]
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2. RN o 55 AR AR G (1 L
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—
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00h BEBER
01h R, HARTENZ
02h ek UART A2 F] CRC 4%

03h AeEEfh UART 460 31 25 484 56 4 1%
04h 1E MIFARE By =B EAE A, A BRI T2

05h MIFARE -RH4§ A 72 o B it 1%
06h A 106 Kbps 3 #3547 328 A7 1 B 1 5 (1 Jek 72 ookl 1) S 5 i) 7 i
07h S X RN
08h et UART R0 E] RF 2P X i (%47 #% CL_ERROR (1 BufferOvfl £i7)
0Ah FEXFEEHREAT, W RITRA RS RF B GE X NFCIP-1 bRifk)
OBh RF thil iR (cf. 2%[4], CL_ERROR &£ Ui )
0Dh TR R R PRI AL BRI B #h, R 356 T R R IR S
OEh PN P 2 v X i H
10h SR Gal, %A%
DEP 0%: 7E H bRBal NAC & 8 A SRR E W R i 4 ORI 4
12h ARETFHz—: ATR_REQ, WUP_REQ, PSL_REQ, DEP_REQ, DSL_REQ,

RLS REQ, ref. [1]).

DEP i /MIFARE/ISO/IEC 14443-4: ¥FEt& XA EHTE . RIERAM RF
P, ATRE R

RF #2050 i B 1%

13h PCB &, PFB & /< i i
TeRA I ER AME RF B2t
e NAD 5 DID R~ —%.

14h MIFARE: PiiF4S%
23h ISO/IEC 14443-3: UID f& 7 iz
25h DEP hill: JERMIB&ARZS, KRG MR SA VBT %1
26h FEMRCE N ARVFRATERIE (EHLIEHI R0
RIS RS S A AR Bl CRETT vs HAR, REEERS, HERR

BAE, &5
29h FC & N B AR g B H R i R AR .
VR ISO/IEC 14443-3B: £H 1 ID 5AILE, =EWEEMIAN R EE8A

27h
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e,
2Bh {V R ISO/IEC 14443-3B: ZeriBuGmIEHIERT .
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FIRE  : 2B GRE LED)

B 1: EECH4ET LED HPRES.
IR AT BRI 4460 LED S W) & 2 05 IR AS 11
1 TC S B N /)

APDU = “FF 00 40 00 04 00 00 00 00h”
Wi = “90 00h”. ZL a4 (1 LED ¥ 955 RS .

Bl 2: FFRABAGER LED,
IR AL R4t LED S8R 2 FRIRAS 11
11 T A& B N //

APDU = “FF 00 40 OF 04 00 00 00 00h”
Wi N = “90 03h”. ZL NS LED ¥ 9 RS .

WA BRI 2 ) LED #52<H], APDU = “FF 00 40 OC 04 00 00 00 00h”

Bl 3. REHDER LED, S LED f£FEAZ
IR AT O M40 LED Sl #5 2 TT RIRAS 11
1 Tl g 7 /)

APDU = “FF 00 40 04 04 00 00 00 00h”
MR =“90 02h"., £ft LED fREFAA (FF|) 3 4.t LED %M,

414 LED FF /3
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Bl 4: KLl LED FFEWR4EY . 2J5RERIFIHEIRE.
Bt LED S22 K, gkt LED VIR 1
IAE T AN, 40t LED AlgRS3s 2915, TmEkt LED &% . /]

———————————————————— 215 LED TP

T1=2000 ms

4214 LED %
4 LED FF S

———————————————————— £, LED X 4]
———————————————————— 28 TF I

R 5% A

1 Hz = 1000 ms 7] ] % = 500 ms ON + 500 ms OFF
T1 A # = 2000 ms = 14h
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HE A =01h

NG JRME . = 01h

APDU = “FF 00 40 50 04 14 00 01 01h”
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[ WS B FE T HIN TS Mgkt LED 275 T1 A1 T2 BN <1 .
I IR G, 44 LED 2978 . 4065 LED 27E NERG B BIRILERTS 1

------------ 4164 LED JFJ3
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"""""" NS BT

R 5% A

1 Hz = 1000 ms K [a][A]k% = 500 ms ON + 500 ms OFF
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HE ¥ =03h

AN R0 B = O1h

APDU = “FF 00 40 50 04 05 05 03 01h”
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i 500 ms 1 500 ms
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B 7. ML LED IS LED B IR 3K, HIK 1Hz.

M ARkt LED SR &R M. /]

11 4145 LED HIMIEINERARZS R TT R (5 Gt LED HIHIRA N BRIRAS =2 56 1 11
1] s e 2 T R WA T RS

————————————— 414 LED JF
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i 500 ms : 500 ms
i ------ %t LED H g
: %5 LED %
————————————— WIS 33 I I
e N 85 5K AT

1 Hz = 1000 ms i} [a][H]f&% = 500 ms ON + 500 ms OFF
T1 &3 = 500 ms = 05h

T2 J& = 500 ms = 05h

FE K =03h

I NS R0 N = 01h

APDU = “FF 00 40 DO 04 05 05 03 01h”; Mg/ = “90 00h”

Microsoft fil Windows & Microsoft Corporation 7F 3% /sl H fih & 5% (35 Mt i «
MIFARE. MIFARE Classic. MIFARE DESFire fll MIFARE Ultralight /& NXP B.V.[F M kR, HRIEFZEUE .
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