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1.0.0verview

This user manual provides the instructions on using the Chip Authentication Program (CAP) Tool with
ACOSJ card and smart card readers developed by Advanced Card Systems Ltd.
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2.0.Using the CAP Tool
2.1. Open a CAP file

Below are instructions to open and configure a CAP file using the CAP Tool with an ACS smart card
reader.

To open a CAP file:
1. Openthe CAP Tool application.
2. Select the intended smart card reader.

Note: If a smart card is connected in the reader, it is also shown in the application.

=) Script and file analysis processing v0.2.4 LE:L

SmartCard
T f[resat
execute [terminal. cap =

ACS CCID USE Reader 0

LC5 CCID USB Reader 0 cend
LTR: 3BFE1100028131FE454R434F507632343187 command

5 0x02.5 |Card connection success 0/0 Script Name Clear log i
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3. The available CAP files are shown under the smart card reader selection. Choose the intended
CAP file.

= Script and file analysis processing v0.2.4
k. —

SmartCard

[ACS CCID USB Reader O v | [reset

[ execute ]lECC_new_test_package. cap

ACS CCID USE Reader 0
ACS CCID USB Reader 0 end
ATR: 3BF21100028131FE454A434F5076323431B7 command

5 0x02.5 Card connection success 0/0 Script Name Clear log .:

4. Click execute. The FormCaplnstallParam box will pop up.

. . —
= Script and file analysis processing v0.2.4
k. i

SmartCard

[ACS CCID USB Resder O -

rezet

” execute |IECC_new_test_package. cap V]

LC5 CCID USB Reader 0
LCS CCID USB Reader 0 cend
LTR: 3BFE1100028131FE454R434F5076323431B7 command

Script execution threads have been forced to terminate
C:\Users\Administrator\Desktop\ECC_new test_package.cap
execution time: 2016/3/28 16:27:04

a5l FormCaplnstallParam E@g

Instance ATD I:‘ Iznore Applets
ADOO0O044401 -

Application Specific Parameters

hpplication Privileges

[7] Security Domain [[] Card Terminate

[] DAP Verification [7] Default Selected

[[] Delegated M ¢ [ Cvmom +

[7] Card Lock [7] Mandated DAP Verification

[ Cancel Advanced Set>>

5 0x02.5 Card connection success 0/0 Script Mame Clear log .

Page 5 of 8

ACOSJ CAP Tool — User Manual info@acs.com.hk

Version 1.00

www.acs.com.hk




aCs Advanced Card Systems Ltd.
Card & Reader Technologies

5. Input details for Instance Aid, Application Specific Parameters and check options for
Application Priviliges. Click OK.

Note: For more configuration settings, click Advanced Set. Input application parameters and
click OK.

= Script and file analysis processing v0.2.4
-~

SmartCard

(45 CCID USB Reader 0 R —

[ execute ][ECC_new_test_package. cap V]

ACS CCID USB Reader 0

ACS CCID USB Reader 0

ATR: 3BFE1100028131FE454R434F507632343187

Script execution threads have been forced to terminate
C:\Users\Administrator\Desktop\ECC new_test package.cap
execution time: 2016/3/28 16:27:04

o5l FormCaplnstallParam E@g

Instance ALD [] Tenore Applets Issuer Security Domain
ADONO0044401 -
Application Specific Paramsters Security Level Key Algorithn
Fafm v| [mEs +] [EcE +]

Application Privileges Key Set
[7] Security Domain [[] Card Terminate VER: 00

i ficati Default Selected
[0 Verification  [De ot merechs ENC:  404142434445484T 43434 BACADAEAT
[] Delegated M + [C]om t
[ Card Lock [[] Mandated DAP Verification  paz:  404142434445484745494A4BACAD4EAT

; . . 404142434445464T 45494 ABACADAEAT

l 0K J [ Cancel ]Ikdvancedrget<<| DEE:

L

5 0x02.5 Card connection success 0/0 Script Name Clear log .:

6. Script processing will be established. Process details are shown in the interface.

7 Script and file analysis processing v0.2.4
-

SmartCard

[ACS CCID USE Reader 0 v [reset
[ exeente |[ECC_new_test packegs cap )
time: 53 ms -
<= S0F24000024F00
=>» 06R000000444010700(3000)
time: 57 ms
<= S0F21000024F00
=> 0TR000000151535001000108A0000001515350410961636F7T36R2E636FT30100011061636FT36RZEG36FT32E434F53457
time: 167 ms
Card Manager AID : R000000151000000 ™ -
Card Manager AID : OF_READY
Card Manager privilege: (s--ltdp-)
Application: SELECTABLE (----—-——-- ) RO000OO44401 ™ "
Load File = LORDED {(-——————- y RO000001515350 ™ "
Module H A000000151535041 ™ "
Load File LORDED (———----- ) 61636F736R2E636F73 "acosj.cos™
Module H 61636F736R2E636FT32E434F53457874 "acos].cos.COSExt™
Load File = LORDED {(——————— ) RO00OOO0333R1 ™ "
Module H A000000333R101 ™ - s
Module H A000000333R102 ™ "
Load File = LORDED {(——————— )y RO00OOO444 ™ "
Module H A00000044401 ™ - =
“ 1 r
5 0x02.5|5|:ript processing success e 29/29 ECC_new_test_package.cap Clear log .:
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2.2. Send commands

The following are some commands you can send after opening a CAP file and establishing a script
process.

2.2.1. Reset

Input reset in the command box to reset the settings of the smart card, then click send command.

=) Script and file analysis processing v0.2.4 LE:L

SmartCard
[ACS CCID USB Reader O v [raset I

[ execute ][ECC_new_test_package.cap V]
Card Manager privilege: (3-—-ltdp-) -
Application: SELECTRBLE (---————— ) R0O0000044401 ™ command
Load File = LORDED {--—————- ) RO0OODOO01515350 ™ -
Module H RO00000151535041 ™ -
Load File = LORDED {--—————- ) B8l&36FT36R2EE36FT73 "accsj.cos™
Module H 61636F736R2E636FT32E434F53457874 "acos]j.cos.COSExL™
Load File = LORDED (-------- ) ROOOOOO333R1 ™ -
Module H R0O00000333R101 ™
Module H RO00000333R102 ™
Load File @ LORDED (----———— ) R0O00OOOD444 ™ ”
Module H L00000044401 ™ "

ATR: 3BFS1100028131FE454R434F5076323431B7

ACS CCID USB Reader 0

LCS CCID USB Reader 0

;reset

ACS CCID USB Reader 0

l ACS CCID USE Reader 0

Card reset success

ATR: 3BFEL100028131FE454R434F5076323431E7 W
time: 380 ms

1

w

0x02.5| C d i s s 29/29 ECC new test package.cap Clear log .:
—

2.2.2. Select

Input select in the command box to select a smart card, then click send command.

. . - H
= Script and file analysis processing v0.2.4 LEuL
SmartCard
[4C5 CCID USB Reader O ']llse'ed |
[ execnte ][ECC_new_test_package. cap v]l
Load File LOADED (-———---- ) 61636F736R2ZE636FT73 "acos].cos™ -
Module H 61636FT36R2EA36FT3) Semdl 74 "acosj.cos.COSExt™
Load File LOADED (-———---- ) RO0OO0O0333R1 ™ command
Module H A000000333R101 ™ -
Module H R000000333R102 ™ -
Load File : LORDED (-——————- ) RO0OOOOOD444 ™ -
Module H A00000044401 ™ "

ATR: 3BFE81100028131FE454R434F5076323431R7
AC3 CCID USE Reader 0

ACS CCID USE Reader 0

;reset

ACS CCID USE Reader 0

ACS CCID USE Reader 0

Card reset success

ATR: 3BFE1100028131FE454R434F5076323431B7
time: 380 ms

l ;.gelect

<= 0024040000

=> §FSCE408A000000151000000A550734R06072R864886FCEB0L600C060A2RA64886FCEB020202016309060T2R264886FCE|S
time: 175 ms

6

0x03 |Command execution success l} e 29/29 ECC_new_test_package.cap Clear log .:
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2.2.3. Auth

Input auth in the command box to authenticate properties of the smart card, then click send
command.

7 Script and file analysis processing v0.2.4 e S

SmartCard

[ACS CCID USE Reader O | Jauth |

[ execute ][ECC_new_test_package cap V]

ACS CCID USE Reader 0 -

ACS CCID USE Reader 0

Card reset success

ATR: 3BFE1100028131FE454R434F5076323431B7
time: 380 ms

;.select

<= 00R4040000

=> G6F5SCE408RA000000151000000A550734R0607 2864886 FCEB01600C0A0AZAEE4E86FCEB02020201630906072RE864886FCE
time: 175 ms

;.auth

<= 80500000081122334455667788

=> 000002650183039536622002000C8A702B8428CEBEC04F252CC62BEC (9000)
time: 86 ms

Session Key(Enc) : 400054382C6FA25245C5F397DEES3918

Session Key(Cmac): 980B125749C37B1ES2993815475B3A09

Sesszion Key(Bmac): ASF3CEETEC28RC253CBT44356654A345

Session Key(Dek) : B0R4D02CDS67591A77074102E6304F54

;8482000010 F
<= 8482000010C97971F62C4R6CEES4885TECASB2ABS0
=> (9000)

time: 70 ms

m

l 4 0x02 |C d execution succe e 29/29 ECC_new_test_package.cap Clear log .:

2.2.4. Card

Input card in the command box to manage card parameters of the smart card, then click send
command.

7 Script and file analysis processing v0.2.4
o e

SmartCard

[ACS CCID USB Reader 0 ~ | lcard |
[ execute ][ECC_new_test_package. aap v]
time: 54 ms -

<= 80F24000024F00

=> 06R000000444010700(59000)

time: 56 ms

<= S0F21000024F00

=> 0TR000000151535001000108R0000001515350410961636F736R2E636FT730100011061636FT36R2E636FTI2E434F53457
time: 167 ms

Card Manager RID
Card Manager RID
Card Manager privilege

2000000151000000 "
OF_READY

Application: SELECTABLE (--—---——- 400000044401 ™

Load File = LOADED (---——-——- ) R0O000001515350 ™ "

Module H R000000151535041 ™ "

Load File = LOADED (---——-——- ) 6l636FT36R2E636F73 "acos].cos™

Module H B1636F736RZER36FT32E434F53457874 "acos].co3.COSEXL™

Load File = LORDED (-------- ) ROOODOOO333R1 ™ "

Module H A000000333R101 ™ "

Module H R000000333R102 ™ "

Load File = LOADED (---——-——- ) ROOOOOO444 ™ "

Module H R00000044401 ™ " ]

ommand execution success

s 29/29 ECC_new_test_package.cap Clear log
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