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1.0. Introduction

1.1. Overview

ACS PocketKey Series provides users the experience of secure and swift passwordless online login. It
allows individuals, enterprises, and government-scaled agencies to substitute passwords or increase
account security with multi-factor authentication or two-factor authentication, reducing reliance on static
passwords.

The devices are certified by the FIDO Alliance [FIDO®] and are compliant with FIDO2 and FIDO® U2F
protocols. Its cryptographic security model terminates any likelihood of phishing, password/identity theft
and repetitive attacks. User tracking can also be prevented by storing FIDO® cryptographic keys on-
device and creating unique keys for each website.

1.2. Background

The ACS PocketKey Series integrates FIDO functionality, enabling users to sign in to Microsoft Entra
ID without the need for passwords.

This document provides a comprehensive guide on configuring the PocketKey Series (hereafter
referred to as the "security key") as the default sign-in method for Windows logon. By following the steps
outlined, users can enjoy a seamless authentication experience that combines robust security with
intuitive, user-friendly features.
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2.0. Preparation

1. Microsoft Entra ID P1 license

1. The pricing of Entra: Microsoft Entra Plans and Pricing | Microsoft Security

2. Windows 10 and Windows 11

For more information, refer to the link: Plan your Microsoft Entra join deployment — Microsoft Entra ID | Microsoft Learn.
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3.0. Join a Windows Device to Entra ID
To join a Windows Devices:
1. Go to Settings, select Accounts, then enter to Access work or school

2. Click Connect to enroll the device to Microsoft Entra ID

< Settings
@ Home Access work or school
Find a setting R Get access to resources like email, apps, and the network. Connecting

means your work or school might control some things on this device,

K ivits such as which settings you can change. For specific info about this, ask
them.

A= Your info Connect

+

N

X Email & accounts

Sign-in options

g £

Access work or school

Other users

»

()

Sync your settings

3. Select Join this device to Microsoft Entra ID, then sign in to your Microsoft Entra ID account
(or AzureAD account, if you prefer)

Microsoft account *

Set up a work or school account

You'll get access to resources like email, apps, and the network. Connecting means your
work or school might control some things on this device, such as which settings you can
change. For specific info about this, ask them.

| ‘Ema'\l address

Alternate actions:

These actions will set up the device as your organization's and give your organization
full control over this device.

Join this device to Microsoft Entra ‘DE{:I

Join this device to a local Active Dire€tory domain

4. Click “Join” button to confirm the action to finish the set up

Make sure this is your organization

Make sure this is your organization

If you continue, system policies might be turned on or other changes might be made to your PC
Is this the right organization?

Connecting to: net
User name:
User type: Administrator

w

5. Once completed then click Done
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Microsoft account x

You're all set!
This device is connected to abc.net

When you're ready to use this new account, select the Start button, select your current
account picture, and then select Switch account’. Sign in using your
LynneR@cloudinfra.net email and password.

6. Go back to Access work or school to confirm the connection.

You may go to Entra Admin Center, expand Entra ID, select Devices, then open See all
devices to search for the device you just joined to Entra ID to confirm if the Join type is
showing as Microsoft Entra joined

Home

All devices -

L Download devices () Refresh 3 Manage view S Preview festures

arch object ID W Add filters
2 devices found
[] mamern Enabled  ©S Version Join type Owner
] E? T-02 O ves Windows 10.0.26100.6564 Microsoft Entra registered Peter Chan
| (] LLI DESK sack @S windows 10.0.19045.6456 Microsoft Entra joined Peter Chan
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4.0.Configure Setting on Entra Admin Center
4.1. Device Settings

1. Login to the Microsoft Entra Admin Center
2. Expand Entra ID, select Devices, then open Device settings
3.

Configure the Users may join devices to Microsoft Entra setting and set it to All
Alternatively, you can select Selected and specify individual users or an Entra group that is allowed to join devices to

Microsoft Entra.

Home > All devices @ Devices

53 Devices | Device settings

FIDO Pocketkey Company - Microsoft Entra ID

« [l sae X ooiscard | A ot feedback?
O overview
O All devices . L X ) .
Microsoft Entra join and registration settings
Manage

@ Device setings Users may join devices to Microsoft Entra @

[( Selected  None )
£ gitLocker keys

. Selected
£ Local administrator password

recovery

4.2. Passkey Settings

1. Login to the Microsoft Entra Admin Center
2. Expand Entra ID, select Authentication methods, open Policies, then select Passkey
3. Toggle on the Passkey Authentication Method

Enable and Target  Configure

Enable g

4. Go to Configure, if try to set up the KEY RESTRICTION POLICY
Passkey (FIDO2) settings

o Synced passkeys and passkey profiles are now available in public preview,

Passkeys are a phishing-resistant, standards-based passwordless authentic
Passkeys are not usable in the Self-Service Password Reset flow.

Enable and Target

GEMERAL
- /s ™y
Allow self-service set up '. No )
- /s ™y
Enforce attestation '. No )

KEY RESTRICTIOM POLICY

Enforce key restrictions 'Z:_ No _:ﬁ'
Restrict specific keys i:: Block :Z'
[] Microsoft Authenticator ©

Add AAGUID

cB89e6a38-6c00-5426-5aa5-c9chf48f0382
973446ca-e21c-9a9b-99f5-9b985a67af0f

50a45b0c-80e7-fo44-bf29-f552bfa2e048

For more information about AAGUID of ACS PocketKey Series, refer to the link: AAGUIDs
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5.0. Set up a security key

Please ensure that the configuration in the Entra Admin Center is complete before proceeding with the
following steps.

5.1. Register a security key

To use the PocketKey series device for sign-in, please ensure it is set up with a PIN. Note that you can
register up to 10 keys with your account.

1. Go to the My Profile page at My Account

Please note you may need to sign-in with password in first time
2. Select Security Info, select Add sign-in method

Security info
e e st e

+ ajdsgnnm—l—mb

(S aupistes:

Lost davica? Sign out everywhers

3. Then select Security key*.

Add a sign-in method X

ﬁ Security key

Sign in using a USB, Bluetooth, or NFC device

&\ Microsoft Authenticator
&/  Approve sign-in requests or use one-fime codes

Learn more about each method to help you choose.

*Please note: Microsoft may ask you to set up “Microsoft Authenticator” as sign-in method
in first time.
4. Then select the type of security key you have, either USB device or NFC device.

Security key X
Choose the type of security key that you have.

a. USB device: Insert your security key into the USB port of your device.
= PocketKey
= PocketKey+ Il
= PocketKey+ Bio
b. NFC device: Tap the security key against your NFC reader.
= PocketKey NFC Card
=  PocketKey+ Il
= PocketKey+ Bio
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5. Then choose Use an external security key

<%

Choose where to save your passkey for
login.microsoft.com

(28, Use a phone or tablet

E| Use an external security key

6. Enter the PIN, then press the built-in button or fingerprint sensor or tap for authenticate.

. . X
== Windows Security

Continue setup

Please enter your security key PIN.

R sene

=’ Windows Security X

Continue setup

B

Touch your security key.

Cancel

7. The registration is done.
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6.0. Windows Logon
To login Windows work account:

1. On the Windows sign-in screen, select Other User,
a. Insert the PocketKey/ NFC card/ PocketKey+ Il into the USB port or tap it via NFC.

Other user

Tap your security key on the reader or insert it into the USB
port.

b. If the PocketKey+ Bio is used, touch the sensor when prompted*.

Other user
B

N Touch your security key.

*Windows will typically require the user to enter an alternative sign-in method (e.g., PocketKey PIN)
after three consecutive failed attempts.

2. Enter the PIN, the login will complete successfully.
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